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Editorial

Executive Editor

Ajey Lele

Guest Editor

Kritika Roy

The COVID-19 scenario continues to get
grimmer as researchers continue to discover
new strains of COVID-19. Simultaneously, the
vaccination drive has gained some momentum.
Yet experts claim it would be long before the
ongoing COVID threat is normalized. WHO did
produce a report this March which did not fully
uncover the virus’s origin but called a lab leak
“unlikely”. Understanding the gravity of the
situation, the current US administration has
taken a renewed interest in strengthening and
redoubling efforts to trace its origin. As
researchers have pointed out the inability to
understand the origins of COVID-19 would put
the world at risk of future outbreaks. Dr Anand
V., in this edition, has articulated “Pervasive
Geopolitics, Elusive Science: The Quest for the
Origins of SARS CoV-2” which provides
insights into the investigation done by the WHO
and the current geopolitical clout regarding
COVID-19’s origin.

Furthermore, Dr Malcolm Dando & et al.
highlighted the importance of engaging the life
science community for articulating an
aspirational (ethical) code under the BTWC in
a more detailed manner within national and
professional settings. Despite the existence of
several mechanisms and frameworks that
regulate the use and production of CBWs, they
continue to exist and pose risk to environmental
and human health. In this context, the article
“Unprecedented Environmental impacts of
Chemical and Biological Warfare,” by Dr
Dhanasree Jayaram and Ms Yashaswini Patel
attempts to analyse the environmental
implications of chemical and biological warfare,
by delving into historical examples, and
providing an overview of futuristic implications
from an environmental point of view.
Technology, that has been used to combat the
deadly outbreak could also become the source
to unleash bio-warfare – the so called dual
edged sword. In this regard, Ms Utkarsha
Mahajan has noted the role of IoT and the
future risks and prospects of this technology.
This issue also comprises other features like
Chemical and Biological News. With our
readers’ feedback, we wish to publish issues in
the future that focus on a subject of particular
concern. Contributions and feedback are
welcome and can be addressed to:
cbwmagazineeditor@gmail.com.
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Invited Article

1. Introduction

The development of effective approaches and
mechanisms for the governance of dual-use
life sciences research – benignly intended
research which could also be misused for
hostile purposes, including the development
of novel biological and toxin weapons – is an
essential element of strengthening the
international norm against biological
weapons enshrined in the 1975 Biological and
Toxin Weapons Convention (BTWC). Life
sciences stakeholders, for example in
academia, industry, or government have a
fundamental role to play in the governance
of dual-use life sciences research, not least
because they are on the frontlines of driving
innovation. The 2019 Guidelines for
Responsible Conduct in Veterinary
Research published by the World Animal
Health Organisation (OIE) underscore that
the “responsibility for the identification,
assessment and management of dual-use
implications rests to differing degrees across
many stakeholders throughout the research
life cycle”: e.g. researchers, institutions,
grant and contract funders, companies,
educators, scientific publishers and other
communicators, and regulatory authorities.1

Fostering a culture of trust, personal
responsibility, accountability and
transparency that champions ethics in the
workplace is an important prerequisite for
the development and implementation of
sustainable approaches and measures for the
management of dual-use life sciences
research.2

The utility of aspirational codes, such as
codes of ethics and more detailed codes of
conduct for promoting a shared recognition
of and compliance with professional norms
and ethics principles has been observed in

Towards an

Aspirational (Ethical)

Code under the

Biological and Toxin

Weapons

Convention:

Engaging the Life

Science Community

Malcolm Dando, UK

Tatyana Novossiolova, Bulgaria

Michael Crowley, UK and Lijun

Shang, UK

Summary

It is unclear at present how the proposal
by China and Pakistan for an
Aspirational (Ethical) Code under the
BTWC will be taken forward through to
the 9th Review Conference of the
Convention in 2022. However, some
difficult questions will have to be
addressed for this process to be
successful in producing a code that can
then be implemented in more detailed
codes of conduct and codes of practice in
national and professional settings after
the Review Conference. This paper
addresses one such question: How might
the Aspirational Code proposed by China
and Pakistan in 2018 best be modified
to make it easy to engage the life science
community?
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different fields of professional practice, for
example in medicine and biomedical
research.3 States Parties to BTWC have also
noted the value of fostering a culture of
responsibility amongst relevant national life
sciences professionals and the voluntary
development, adoption and promulgation of
codes (of conduct)* with relation to
strengthening the national implementation
of the Convention.4 During the current
BTWC inter sessional meetings, codes  and
biological security education are being
considered by the BTWC Meeting of Experts
on Review of Developments in the Field of
Science and Technology Related to the
Convention.5 In 2018, China and Pakistan
tabled a joint proposal for the development
of a code for biological scientists under the
BTWC.# This proposal builds upon an earlier
Working Paper that China submitted in 2015
ahead of the Eighth Review Conference of
the BTWC.6 Given the far-reaching
implications of the COVID-19 global
pandemic, the importance of engaging life
sciences stakeholders with the prevention of
biological threats and the risk of deliberate
disease is likely to receive considerable
attention at the 9th Review Conference of the
BTWC.7

Exactly how the question of the further
development of the code will be handled by
States Parties in the lead up to the Review
Conference, at the Review Conference and
during the next inter sessional meetings after
the Review Conference is not clear at this
stage. However, some of the difficulties in
achieving an agreement and getting it
implemented in more detailed national and
professional codes of conduct based on the
aspirational code in diverse national and
professional settings can be envisaged. One
such difficulty, given the other pressures
they experience, will be in getting life
scientists to accept that the code is both

relevant to their work and can be practically
implemented within their concept of
responsible conduct of research. Hence, it is
essential to consider practical options for
maximising the engagement of life science
stakeholders both with the development and
the promulgation of the proposed code.

The aim of this paper is to make suggestions
about how the proposed China-Pakistan
code might best be modified in order to be
as easily acceptable as possible to the life
science community.  The paper is organised
in the following sections: Section 2 gives a
brief history of the work on codes for life
scientists within the meetings of States
Parties to the BTWC and presents the
proposed China-Pakistan code; Section 3
provides an overview of the origins and
development of the Hague Ethical Guidelines
for chemists under the CWC; and Section 4
present a summary and analysis drawn from
the vast general literature on how codes
should be developed and implemented. This
then leads in Section 5 to a comparative
analysis of the original 2005 Statement on
Biosecurity by the Inter Academy Panel, the
Hague Ethical Guidelines and the proposed
China-Pakistan code in the light of the
preceding sections; and thus, in conclusion
in Section 6 to some ideas about how the
proposed China-Pakistan code might best be
modified and what practical steps for its
implementation could be considered.

2. Codes under the BTWC

The code proposed by China and Pakistan
was first put forward by China at a BTWC
meeting in 2015 and was then revised at a
major international meeting of experts in
Tianjin China before being put forward again
in 2018.8 This revised version of the code is
shown in Table 1.
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TABLE 1. The Code for Biological Scientists under the Biological Weapons
Convention Proposed by China and Pakistan in 2018

States Parties to the Biological Weapons Convention recommend that biological scientists
and research institutions shall follow the hereinafter code of conduct when conducting
bio-science research and other related activities.

1. Ethical standard: Respect human life. Respect the dignity of humanity, and always
revere life and consciously protect human rights. Respect social ethics, morality and social
norms and traditions. Consciously maintain a harmonious relationship between humankind
and the ecological environment. Constantly pay attention to the protection of the ecological
environment. Consciously abide by legal regulations and standards governing scientific
research. Refrain from behaviors intentionally or unintentionally ignoring laws and regulations
and circumventing supervision.

2. Research integrity: Hold an attitude of rigor and integrity when conducting research.
When conducting scientific research which is still controversial, researchers and institutions
should fully consider the potential ethical and moral risks, strive to ensure that all those who
may be affected benefit directly or indirectly from the research, and try to minimize possible
hazards of the research.

3. Respect for the object of research: Respect the object of bio-science research, including
human and non-human organisms. In researches involving the human subject, the legal
rights and privacy of the human subject shall be fully protected, and his or her right of informed
consent be guaranteed.

4. Process management for science research: Enhance risk control during the
formulation and implementation of a bio-science research project. Conduct sufficient
assessment and feasibility study on the possible threats the research process or outcomes
may cause to health and society. Establish effective prevention and emergency response
plans to mitigate relevant risks, and put in place a whole-process oversight mechanism on
the research projects.

5. Constraint on the spread of research outcome: Strike a balance between public
security and the freedom of research and speech. Use accurate and clear language when
disseminating research outcomes to avoid misunderstanding from the general public. Limit
or prohibit the dissemination of academic achievements which might be abused by non-
state actors or pose threats to public health. The academic community shall publicly denounce
academic misconduct in bio-research.

6. Popularization of science and technology: Attach great importance to
popularization of biotechnology. Biological scientists have an obligation to educate the general
public on bio-science and technology. When doing so, they are encouraged to make use of
modern media and hi-tech means, to introduce both the positive impact and the potential
risks of the bio-science development in an objective and comprehensive manner, and to
assuage panic among the general public due to lack of information. Oppose fabrication of
biotechnology events inconsistent with facts and news hyping.



Jan-Jun 2021 7

7. Institution’s role: Strengthen oversight of scientific institutions. Institutions shall
conduct real-time monitoring and periodical assessment of research activities to mitigate
potential risks and threats. Establish independent risk review committees within the
institutions composed of scholars from relevant fields. Improve evaluation mechanism on
publication of bio-science results.

8. Education and training: Scientific community and professional associations should
play an active role in education and training. Increase public awareness of the Convention,
and establish a safe education and training system for all parties involved in biotechnology
research. Biological scientists should be encouraged to engage in dialogue and cooperation
with social scientists, philosophers and anthropologists, so as to have a better understanding
of the possible ethical and social implications of relevant biological research and its outcome.

9. Awareness and engagement: Biological scientists should be fully aware of the potential
threats of dual-use research to human society, ecological environment and economic security.
It is advocated to promote the peaceful application of biological research achievements, to
prevent the abuse and misuse of biological products, scientific knowledge, technology and
equipment, and to consciously resist any unethical scientific conducts that are harmful to
human society.

10. International exchanges: Actively participate in international cooperation in the field
of bio-science and technology research. Actively explore models and avenues for sharing bio-
science achievements. Biological scientists around the world are encouraged to work closely
for progress and innovation in bio-science and technology through learning from and inspire
each other, with a view to promote the well-being and health of humankind.

Source: China and Pakistan, 20189

The China-Pakistan code is an important
initiative that will hopefully encourage
increased substantive and sustained
engagement by an ever-growing and more
diverse number of States through relevant
BTWC meetings and mechanisms. It builds
on previous presentations and discussions
under the BTWC,10 and has also been
extensively discussed by both BTWC State
Parties and the broader life science
community since its first presentation.

The value of codes of conduct in engaging life
scientists with biological security issues has
been recognised by BTWC States Parties. As
part of the Intersessional Programme of
Work agreed by the Fifth Review Conference
of the BTWC, in 2003-2005 States Parties
to the BTWC considered, inter alia, the topic

of “content, promulgation, and adoption of
codes of conduct for scientists”.11 As part of
the Intersessional Programme of Work
agreed by the Sixth Review Conference of
the BTWC, in 2007-2010 States Parties
considered the topic of “adoption and/or
development of codes of conduct with the aim
of preventing misuse in the context of
advances in bio-science and bio-technology
research with the potential of use for
purposes prohibited by the Convention.”12 As
part of the Intersessional Programme of
Work agreed by the Seventh Review
Conference of the BTWC,  in 2012-2015 the
topic of “voluntary codes of conduct and other
measures to encourage responsible conduct
by scientists, academia and industry” was
considered by States Parties under the
Standing Agenda Item on the “Review of
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developments in the field of science and
technology related to the Convention.”13

During the current Intersessional Process
2018-2020, States Parties have agreed to
consider the topic of the “development of a
voluntary model code of conduct for biological
scientists and all relevant personnel.”14

The first point of importance is that the
Working Paper carefully distinguished
between different kinds of codes and their
functions. This differentiation was set out as
in Table 3. The Netherlands paper drew this
differentiation from a paper by the
Sociologist Professor Brain Rappert.17

Rappert argued that it was critical to

At the 2008 Meeting of Experts, the
Netherlands presented a Working Paper that
reported on the development of a national
code of conduct for biosecurity that had
been developed by the Royal Netherlands
Academy of Arts and Sciences (KNAW).15

There are two importat features of the
Netherlands Working Paper

Basic Principles

Target Group

Rules of conduct

Raising awareness

Research and publication policy

Accountability and oversight

Internal and external communication

Accessibility

Shipment and transport

Source: Netherlands, 200816

differentiate between these different kinds
of codes because discussions would become
impossibly muddled if people were talking
about different kinds of code. As indicated in
the Working Paper, the Netherlands national
code of conduct was “to be seen as a
contribution to awareness raising”.18

Type Name Main Aims

Aspirational codes Code of Ethics Alert; set realistic or idealistic standards

Educational/Advisory Code of Conduct Provide guidelines, raise awareness & debate;
codes foster moral agents

Enforceable codes Code of Practice Prescribe or proscribe certain acts

Table 2: Main Elements of the Netherlands National Code of
Conduct for Biosecurity

TABLE 3: Types of Codes and their Functions

Source: Brian Rappert, 200419
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The second feature of interest is that the
Netherlands code was developed after a
Statement on Biosecurity that had been
published by the Inter Academy Panel in
2005. The Statement which by then had
been endorsed by 68 National Academies was

included as an annex to the Working paper
as shown in Table 4. It is clear that this was
an Aspirational (Ethical) Code similar to the
Hippocratic Oath and not a detailed code of
conduct or code of practice.

TABLE 4: Statement on Biosecurity of the Inter Academy Panel

1.  Awareness. Scientists have the obligation to do no harm. They should always take into
consideration the reasonably foreseeable consequences of their own activities. They should,
therefore: 1) always bear in mind the potential consequences - possibly harmful - of their
research and recognize that individual good conscience does not justify ignoring the possible
misuse of their scientific endeavour; 2) refuse to undertake research that has only harmful
consequences for humankind.

2.  Safety and Security. Scientists working with agents such as pathogenic organisms or
dangerous toxins have a responsibility to use good, safe and secure laboratory procedures,
whether codified by law or by common practice.

3.  Education and Information. Scientists should be aware of, disseminate and teach the
national and international law and regulations, as well as policies and principles aimed at
preventing the misuse of biological research.

4.  Accountability. Scientists who become aware of activities that violate the Biological and
Toxin Weapons Convention or international customary law should raise their concerns with
appropriate people, authorities and agencies.

5.  Oversight. Scientists with responsibility for oversight of research or for evaluation of
projects or publications should promote adherence to these principles by those under their
control, supervision or evaluation.

Source: IAP, 200520

The Netherlands National Code of Conduct
for Biosecurity itself, for example, was taken
into account in a Code of Conduct for
Biological Resource Centres presented by
the Global Biological Resource Centres
Network (GBRCN) in an NGO Statement at
the Seventh Review Conference of the BTWC
in 2011.21 However, it is quite clear that
there was not a large-scale implementation
of such codes derived from the Netherlands
code and the principles set out and agreed
by many National Academies. The major
likely cause of this failure is almost certainly
the enormous amount of effort that is
necessary to engage the life science

community in the process of effectively
developing and implementing such codes.
As a Working Paper by Australia put it at
the 2005 BTWC meeting:22

“Amongst the Australian scientific
community, there is a low level of
awareness of the risk of misuse of the
biological sciences to assist in the
development of biological or chemical
weapons. Many scientists working in ‘dual-
use’ areas simply do not consider the
possibility that their work could
inadvertently assist in a biological or
chemical weapons programme. For most
of these researchers, biological weapons
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issues may seem irrelevant and therefore
strong advocacy is required to overcome

natural resistance or ignorance…”

Therefore, the Working Paper continued:

“…Introducing Codes of Conduct that
highlight these issues is an important step
in raising awareness. However, it is not
enough simply to put such Codes in place.
Without effective measures to educate
scientists about the existence and
importance of such Codes, attitudes and
awareness will remain largely

unchanged.” (Emphasis added)

In drawing these conclusions together
Australia’s view was based on an extensive
public awareness and communication
strategy that it had employed in order to
impress on the general population and
scientific community of the importance of its
quarantine policy to keep the country free
of foreign species.

Contemporaneous and subsequent
initiatives supporting such codes were
undertaken by a wide range of scientific
associations and organizations, including the
American Society of Microbiology, the US
National Academy of Sciences, the UK Royal
Society, the International Centre for Genetic
Engineering and Biotechnology, the
International Union of Biochemistry and
Molecular Biology and the International
Council for the Life Sciences.23 These
activities have been complemented and
stimulated by the ICRC as well as the work
of individual scientists and academics.24

Further work, prior to and during the 2012-
2015 BTWC Intersessional Process, to
develop and promulgate codes for life
scientists as well as associated policies on for
example biosecurity, was undertaken in
different States including Indonesia and
Malaysia.29 Consideration should also be
given to the full range of Statements and
Working Papers submitted by States and

relevant reports and materials civil society
scientific associations during or on the
margins of MSPs and MXs.26

3. The Hague Ethical Guidelines
under the CWC

In comparison to the time and energy
expended by a diverse range of organizations
in the life sciences, the chemical science
community’s efforts to develop codes were
(initially at least) more limited and mainly
focused upon the activities of the
International Union of Pure and Applied
Chemistry (IUPAC).27  In 2004, the IUPAC
President and the Director-General of the
OPCW agreed on a joint project on chemistry
education, outreach and the professional
conduct of chemists. This led to a joint
IUPAC/OPCW international workshop in
2005, which concluded that codes were
needed for all those engaged in science and
technology using chemicals, so as to “protect
public health and the environment and to
ensure that [such] activities … are, and are
perceived to be, in compliance, with
international treaties, national laws and
regulations such as those relating to illicit
drugs, chemical and biological weapons,
banned and severely restricted chemicals.”28

The workshop also concluded that such
codes were “complementary to national
implementing legislation for the CWC” and
would “help to achieve in-depth compliance
throughout academia, industry, and
government of those engaged in science and
technology using chemicals”. They would also
“extend awareness of the general-purpose
criteria of both the CWC and the BTWC and
thus help ensure its effective
implementation”.  The workshop
recommended that IUPAC should develop a
model code of principles as well as draft
elements for codes that might be
promulgated to IUPAC national adhering
authorities (NAOs) and associate national
adhering authorities (ANAOs), urging them
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to review any existing codes to ensure these
elements are included.29 IUPAC and its
Committee on Chemical Research Applied to
World Needs (CHEMRAWN) subsequently
initiated a project to develop such a code.30

The group tasked with this project
subsequently concluded that rather than
drafting a single formal code, it would be
more effective and persuasive to develop
guiding principles, that is an Aspirational
(Ethical) Code, that should then be
considered by those developing any future
codes of conduct for specific associations or
other bodies. This reflected the view that
codes are more likely to be accepted and
implemented if they are developed by those
to whom they will apply, thereby fostering a
sense of ‘ownership’ amongst practitioners.31

In December 2014, in his Statement to the
19th CWC Conference of States Parties
(CSP), the German Ambassador introduced
his country’s proposal for a “Hippocratic
Oath” for chemists. Whilst acknowledging
the importance of action and responsibility
by States, he stated:

“In order to free the world entirely of the
danger of chemical weapons, we also have
to appeal to the responsibility of
individuals…who have the capability to
develop and produce chemical weapons.
This is the reason why Germany has
submitted the proposal of a code [of
conduct] for chemical professionals….
Similar to the Hippocratic oath…this
concise text could lay the moral basis for

the work of chemical professionals.”32

The Conference formally:

“welcomed the initiative for a text of
ethical guidelines for chemical
professionals related to the Convention” it
further “invited the [OPCW’s Technical]
Secretariat to inform the Council of its
efforts for the advancement of the
initiative and its objectives in close
collaboration with relevant professional
and chemical industry organisations”, and

finally “encouraged States Parties to
discuss the matter further.”33 (bold

highlighting as original)

The German government subsequently
provided dedicated funding for two
workshops held in 2015 to explore these
issues and develop an ethical guidelines
text.34 This project was supported and
organised under the auspices of the Scientific
Advisory Board of the OPCW; and the work
was undertaken by an independent
international group of scientists from the
chemical industry and academia in 24
countries and from all world regions. This
participatory approach of reaching an
agreement could usefully be applied in the
further development of a code under the
BTWC. The independent group worked “to
define and harmonize key elements of ethical
guidelines as they relate to chemical weapons
based on existing codes.” 35  As part of this
process, the group and the Technical
Secretariat of the OPCW compiled and
analysed a non-exhaustive collection of codes
of ethics and conduct (and related
guidelines).36

The resulting Hague Ethical Guidelines,
echoing previous IUPAC thinking, are a set
of principles — an Aspirational (Ethical) Code
— that can be used to support both the
development of new codes, and also to review
existing codes, in order to ensure they align
with the provisions of the CWC. The drafters
note that “A code need not mention chemical
weapons or the CWC to support its basic
goals, and provisions may need to be tailored
for particular sectors or circumstances, while
still reflecting the fundamental values.”37

However, it should also be noted that whilst
this referred to the range of codes informed
by the guidelines, the introductory
paragraphs contained in both the Hague
Guidelines Brochure and the relevant
promotional pages of the OPCW website
clearly situate the guidelines as measures to
promote adherence to the CWC.
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The Hague Ethical Guidelines have
subsequently been disseminated widely to
professional societies, academia and industry
organisations throughout the world. They
have been endorsed by IUPAC and the
International Council of Chemical
Associations (ICCA).38 Furthermore, in April
2016, the American Chemical Society (ACS)
gathered 30 scientists from 18 countries for
a workshop in Kuala Lumpur, Malaysia to
collaboratively draft an actionable Global
Chemists’ Code of Ethics (GCCE), which was
guided in part by The Hague Ethical

TABLE 5: The Hague Ethical Guidelines

The Key Elements

Achievements in the field of chemistry should be used to benefit humankind and protect the
environment.

1. Sustainability

Chemistry practitioners have a special responsibility for promoting and achieving
the UN Sustainable Development Goals of meeting the needs of the present without
compromising the ability of future generations to meet their own needs.

2. Education

Formal and informal educational providers, enterprise, industry and civil society should
cooperate to equip anybody working in chemistry and others with the necessary knowledge
and tools to take responsibility for the benefit of humankind, the protection of the environment
and to ensure relevant and meaningful engagement with the general public.

3. Awareness and Engagement

Teachers, chemistry practitioners, and policymakers should be aware of the multiple uses of
chemicals, specifically their use as chemical weapons or their precursors. They should promote
the peaceful applications of chemicals and work to prevent any misuse of chemicals, scientific
knowledge, tools and technologies, and any harmful or unethical developments in research
and innovation. They should disseminate relevant information about national and international
laws, regulations, policies and practices.

4. Ethics

To adequately respond to societal challenges, education, research and innovation must respect
fundamental rights and apply the highest ethical standards. Ethics should be perceived as a
way of ensuring high-quality results in science.

5. Safety and Security

Chemistry practitioners should promote the beneficial applications, uses, and development of
science and technology while encouraging and maintaining a strong culture of safety, health,
and security.

Guidelines. This process was coordinated
with assistance and support from the U.S.
Department of State’s Chemical Security
Program (CSP) and Pacific Northwest
National Laboratory (PNNL). 39

The Hague Ethical Guideline as shown on
the OPCW website are listed in Table 5. It
should be noted that the OPCW continues to
promote and promulgate these guidelines,
particularly through the work of the
Advisory Board on Education and Outreach
(ABEO).
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4. Key Considerations in the
Development and Implementation of
Codes

Codes of conduct and codes of ethics are
essential elements of professional culture, as
they outline a set of shared principles and
norms that practitioners agree to abide by.
These principles and norms reflect both the
way a given profession has evolved and the
way it related to its broader social milieu. By
design, codes of conduct and codes of ethics
are self-governance instruments that enable
practitioners in different domains to
maintain a certain degree of autonomy in
their affairs and preserve the integrity of
their professional culture.41 Hence, the
processes of developing and amending
existing codes of conduct and codes of ethics
are deliberative processes that primarily
involve representatives of the respective
professional domain. It follows from here
that the process of developing an Aspirational
(Ethical) Code of Conduct for Life Scientists
within the framework of the BTWC should
ensure the active engagement of life science
stakeholders in academia, industry, and

6. Accountability

Chemistry practitioners have a responsibility to ensure that chemicals, equipment and facilities
are protected against theft and diversion and are not used for illegal, harmful or destructive
purposes. These persons should be aware of applicable laws and regulations governing the
manufacture and use of chemicals, and they should report any misuse of chemicals, scientific
knowledge, equipment and facilities to the relevant authorities.

7. Oversight

Chemistry practitioners who supervise others have the additional responsibility to ensure
that chemicals, equipment and facilities are not used by those persons for illegal, harmful or
destructive purposes.

8. Exchange of InformationChemistry practitioners should promote the exchange of scientific
and technical information relating to the development and application of chemistry for peaceful

purposes.

Source: OPCW, 201540

government. As life science, stakeholders will
also be the ones directly involved in the
implementation of the code, so it is vital that
they take ownership of the development
process and view the code as an integral
element of their professional practice.

As regards the practical development of
codes, there is a vast literature devoted to
the questions of how these should be
developed and implemented. We do not need
to go into great detail here as it was done
thoroughly by the OPCW in its work on the
Hague Ethical Guidelines. However, in the
presentations by the OPCW’s Scientific
Advisory Board to the BTWC, the
importance of the resources available in the
Ethics Codes Collection at the Illinois
Institute of Technology was acknowledged.42

This contains, for example, a guide to
developing an effective code of conduct with
a list of 15 points that need to be checked.43

We have extracted some of the points to be
checked that seem to be most relevant here
in Table 6.
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TABLE 6: Best Practices Checklist for Developing an Effective Code of
Conduct

Ø Are the code’s provisions in line with the goals of the organization’s overall ethics
program?

Ø Does the code use clear, concise language that can be easily understood by employees
at all levels of the organization?

Ø Does the code adequately address all areas that impact the organization, particularly
those areas that offer the highest potential for risk?

Ø Are appropriate training methods being used, both during the code implementation
phase as well as on an ongoing basis?

Ø Does the code include a decision tree or similar mechanism to guide employees when
faced with an ethical dilemma?

Ø Does the code include relevant examples, case studies, or real-world scenarios that
employees typically face on a daily basis?

Ø Is top leadership on board with the code development process, and has it been consulted
as the process unfolds?

Ø Has input been sought from employees and stakeholders during the information
gathering process?

Source: Lighthouse, 201344

The collection of material on the Illinois
website also includes a long article devoted
entirely to the question of how to write a
code.45 One particular section asks what

should be said about each element (termed
a standard) in the code. These requirements
are set out in Table 7.

TABLE 7: Key Components for each Element of the Code

1. Provide a rationale to explain the need for the element.

2. Provide a clear definition of the element.

3. Provide clear guidance through examples so that people understand their responsibilities.

4. Discuss additional resources for information.

Source: Martens, 200546

It may appear that this is too detailed for an
Aspirational (Ethical) Code but the general
point stands: it is necessary to have a very
clear idea of what is stated about each

element of the code and why it is stated. This
is particularly relevant here as it is clearly
not easy to communicate ethical and security
issues to practicing life scientists.
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5. Comparison of the IAP Statement,
the Hague Ethical Guidelines and the
Proposed Code

Despite the differences in the issues
addressed and the methodologies employed,
it is useful for our purposes to compare the
elements in these three Aspirational (Ethical)
Codes: the proposed China-Pakistan code
under the BTWC (Table 1); the IAP
Statement on Biosecurity (Table 4); and the
Hague Ethical Guidelines under the CWC
(Table 5), and to investigate where and why
they are similar or different.

5.1 The Elements of the Code and their
ordering

On the OPCW website, the Hague Ethical
Guidelines are contextualised by an
introductory text setting out their nature
and purpose i.e. “a set of ethical guidelines
informed by the Chemical Weapons
Convention”, intended “to promote a culture
of responsible conduct in the chemical
sciences and to guard against the misuse of
chemistry”, whilst a more extensive
introduction is provided in the OPCW’s
Hague Guideline Brochure.47 The framing on
the website is reminiscent of the introduction
to the 2008 Netherlands national code of
conduct which began by stating that:

“The aim of this Code of Conduct is to

prevent life sciences research or its

application from directly or indirectly

contributing to the development,

production or stockpiling of biological

weapons, as described in the Biological and

Toxin Weapons Convention (BTWC), or

to any other misuse of biological agents

and toxins.”48

An analogous approach would also seem to
be sensible for an Aspirational (Ethical) Code
as it meets the need of ensuring that the
objective of having the code is clearly
understood from the very outset without
having to have a separate justification in each
element of the code.

It should also be noted that the elements of
the Hague Ethical Guidelines are directly
focused on the chemical practitioner and
what he or she should do. By contrast, the
elements of the proposed code under the
BTWC frequently do not focus directly on the
life science practitioner. Indeed, after a long
paragraph of introduction, the elements are
clearly stated to be aimed at “biological
scientists and research institutions” in a
short paragraph immediately prior to the
elements. For comparison under the Hague
Ethical Guidelines “chemical practitioners”
are mentioned in elements 1, 3, 5, 6, 7 and 8;
and additionally, “education providers” (i.e.,
chemists) are mentioned in element 2. Only
element 4 on ethics does not take this general
approach. It would seem sensible to consider
the approach of the guidelines in any revision
of the proposed code. We suggest that the
effectiveness of the China-Pakistan code to
promote awareness and change behaviour
would be significantly increased if it were
reframed so that most elements specifically
addressed its key audience: individual life
science practitioners in academic, industry,
or government settings. However, it is
important that the elements of the code
directed at research institutions and other
entities are preserved, as they help
underscore the role that organisational
culture plays in reinforcing and
strengthening professional norms and
practices.

It is also clear that some elements of the
guidelines and the proposed code relate to
the same issue: so element 1 of the code on
Ethical standard covers the same topic as
element 4 of the guidelines on Ethics;
element 8 of the code on Education covers
the same issue as element 2 of the guidelines
on Education; element 9 of the code on
Awareness and engagement covers the same
element 3 of the guidelines on Awareness
and engagement; element 10 of the code on
International exchanges covers the same
issue as element 8 of the guidelines on
Exchange of information. While it is not quite
so easy to see just from the titles, there are
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also commonalities between element 2 of the
code on Research integrity and element 5 of
the guidelines on Safety and security,
between element 4 of the code on Process
management for science research and

element 7 of guidelines on Oversight and also
between element 7 of the code on
Institution’s role and element 6 of the
guidelines on Accountability. These
corresponding elements are set out in Table 8.

TABLE 8: Corresponding Elements of the China Pakistan Code and the
Guidelines

CHINA PAKISTAN CODE HAGUE GUIDELINES

Element 1: Ethical standards Element 4: Ethics

Element 8: Education and training Element 2: Education

Element 9: Awareness and engagement Element 3: Awareness and engagement

Element 10: International exchanges Element 8: Exchange of information

Element 2: Research integrity Element 5: Safety and security

Element 4: Process management Element 7: Oversight

Element 7: Institution’s role Element 6: Accountability

These commonalities are to be expected in
the closely related fields of chemistry and the
life sciences. There are also elements in which
the code and the guidelines differ, and again
these are understandable. The guidelines
start with element 1 on Sustainability and
must relate to concerns about achieving the
UN Development Goals without despoiling
the environment with dangerous chemicals.
Safely achieving these goals is just as
important in regards to the life sciences, but
element 3 of the code on Respect for the
object of research relates to the more likely
possibility of life scientists being involved in
research on animals and human beings. The
code also has two more elements than the
guidelines and these two elements – 6 on the
Popularisation of science and technology and
5 on Constraint on the spread of research
outcome – relate to the problem of both
publicising the gains to society from scientific
advances and preventing the misuse of such
gains.

Finally, it is clear from the diversity of codes
under the BTWC put forward since 200549

that it will not be easy to find agreement on
the elements that should be in a code. One
way that may help to decide what should be
the elements might be to ask what would be
the simplest way forward? For example,
given that the OPCW has made important
progress in developing, disseminating and
promoting the Hague Ethical Guidelines and
has resources available to foster further
action, notably through its ABEO, and that
there is a clear ongoing integration
(convergence) of chemistry and the life
sciences that will continue well into the
future, it may be sensible for the aspirational
code’s drafters and the BTWC States Parties
more generally to consider the potential
scope for synergy in the promotion of ethical
guidance amongst the chemical and life
science communities. This may be facilitated
by examining how best to reinforce the
common messages from both codes, which
in turn may, in part, be aided by examining
the possible structural alignment of the two
codes by reordering certain elements of the
proposed aspirational code so that they fit
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more closely to the order of the guidelines.
The two extra elements of the code on
information spread and constraint could then

come at the end. The ordering of the
elements of such a rearranged code is set out
in Table 9.

TABLE 9: A Rearrangement of the Elements of the Proposed Aspirational Code

Introduction: Annunciating the role and purpose of the Code in promoting respect for the
BTWC

Element 1: Ethical Standards

Element 2: Education and training

Element 3: Awareness and engagement

Element 4: Respect for the object/subject of research

Element 5: Research integrity

Element 6: Process management for dual-use science research

Element 7: Institution’s role/Oversight

Element 8: International exchanges

Element 9: Constraint on the spread of research

Element 10: Popularisation of science and technology

We also think that the position of education
and awareness and engagement is well placed
as elements 2 and 3 of the code as there is
considerable later evidence that Australia
(see Section 2) was completely correct in its
2005 judgement that without systematic
awareness-raising and extensive educational
foundation no code is going to be effectively
implemented and really affect the behaviour
of people for the common good.50

5.2 The Content (Wording) of the
Elements of the Code

Turning then to what might be the content
of each of the elements in the code, it is easy
to see that there is a very close resemblance
in the elements of the IAP Statement on
Biosecurity and the Hague Ethical
Guidelines as shown in Table 10.

Table 10: Comparison of the Elements of the IAP Statement and the Hague
Ethical Guidelines

IAP STATEMENT  HAGUE GUIDELINES

1. Awareness 3. Awareness and Engagement

2. Safety and Security 5. Safety and Security

3. Education and Information 2. Education/8. Exchange of Information

4. Accountability 6. Accountability

5. Oversight 7. Oversight

1. Sustainability

4. Ethics
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So, the Hague Ethical Guidelines have the
extra elements of Sustainability (1) and
Ethics (4) and have separated Exchange of
Information (8) from Education (2). The
inclusion of Sustainability is understandable
as the issue of sustainable development had

loomed much larger in 2015 than in 2005,
and the same might well be said in regard to
Ethics. The wording of the common elements
in the IAP Statement and the Hague
Guidelines are set out in Table 11.

Table 11: Wording for the Common Elements of the IAP Statement and the
Hague Guidelines

The elements of the IAP Statement on Biosecurity are shown first with the Element shown
in bold and the Element from the Hague Ethical Guidelines with the Element shown in
italics.

1.  Awareness. Scientists have the obligation to do no harm. They should always
take into consideration the reasonably foreseeable consequences of their
own activities. They should, therefore:

1) always bear in mind the potential consequences - possibly harmful - of
their research and recognize that individual good conscience does not
justify ignoring the possible misuse of their scientific endeavour;

2) refuse to undertake research that has only harmful consequences for
humankind.

3. Awareness and Engagement Teachers, chemistry practitioners, and policymakers should
be aware of the multiple uses of chemicals, specifically their use as chemical weapons
or their precursors. They should promote the peaceful applications of chemicals and
work to prevent any misuse of chemicals, scientific knowledge, tools and technologies,
and any harmful or unethical developments in research and innovation. They should
disseminate relevant information about national and international laws, regulations,
policies and practices.

2. Safety and Security. Scientists working with agents such as pathogenic
organisms or dangerous toxins have a responsibility to use good, safe and
secure laboratory procedures, whether codified by law or by common
practice.

5. Safety and Security Chemistry practitioners should promote the beneficial applications,
uses, and development of science and technology while encouraging and maintaining a
strong culture of safety, health, and security.

3.  Education and Information. Scientists should be aware of, disseminate and
teach the national and international law and regulations, as well as policies
and principles aimed at preventing the misuse of biological research.

2 Education Formal and informal educational providers, enterprise, industry and civil
society should cooperate to equip anybody working in chemistry and others with the
necessary knowledge and tools to take responsibility for the benefit of humankind, the
protection of the environment and to ensure relevant and meaningful engagement with
the general public.
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8. Exchange of Information Chemistry practitioners should promote the exchange of
scientific and technical information relating to the development and application of
chemistry for peaceful purposes.

4.  Accountability. Scientists who become aware of activities that violate the
Biological and Toxin Weapons Convention or international customary law
should raise their concerns with appropriate people, authorities and
agencies.

6. Accountability Chemistry practitioners have a responsibility to ensure that chemicals,
equipment and facilities are protected against theft and diversion and are not used for
illegal, harmful or destructive purposes. These persons should be aware of applicable
laws and regulations governing the manufacture and use of chemicals, and they should
report any misuse of chemicals, scientific knowledge, equipment and facilities to the
relevant authorities.

5.  Oversight. Scientists with responsibility for oversight of research or for
evaluation of projects or publications should promote adherence to these
principles by those under their control, supervision or evaluation.

7. Oversight Chemistry practitioners who supervise others have the additional
responsibility to ensure that chemicals, equipment and facilities are not used by those
persons for illegal, harmful or destructive purposes.

Given that all of this wording has already
been widely accepted within the scientific
community it would seem sensible to use
such wording in the revised aspirational code
under the BTWC where that is appropriate.

6. Conclusions

We suggest that in the further discussions of
the Aspirational (Ethical) Code under the
BTWC and the development of the proposal
by China and Pakistan it would be useful to
consider the following ideas:

1. All of the elements of the code should
have wording (content) that is as short
and concise as possible so that the whole
code is easily understood and
remembered by practicing scientists.

2. The code should be introduced by a very
concise statement of its purpose
analogous to that used in the national
code of conduct developed by the Royal
Netherlands Academy of Arts and
Sciences in 2008.

3. As far as is possible, the elements of the
code should focus on the ‘science
practitioner’ in an analogous way to the
way that the Hague Ethical Guidelines
for the Chemical Weapons Convention
focus on the ‘chemical practitioner.’

4. While it might be difficult to achieve a
consensus on the elements of a universal
biological security code and their
contents, there is sufficient commonality
in the elements and contents in the
existing codes related to the BTWC for a
compromise solution to be possible.

5. Because of the continuing integration of
the chemical and biological sciences the
order of the elements of the aspirational
code should be aligned as far as possible
with the order of the comparable
elements in the Hague Ethical Guidelines.

6. In order to emphasise the necessity of
regular, mandatory, certificated courses
in biological security for all life science
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practitioners to underpin the code,
education and awareness-raising should
be placed high on the order of the
elements of the code just after the ethics
element.

7. Advantage should be taken of the fact
that the wording in the IAP Biosecurity
Statement and the Hague Ethical
Guidelines is widely known within the
scientific community to use the wording
in these two documents where it is
appropriate in the Aspiration (Ethical)
Code under the BTWC.

8. In order to facilitate the effective
promulgation and consequent
implementation of the proposed
Aspirational (Ethical) Code under the
BTWC, it is important to ensure that life
science stakeholders are actively engaged
in the process of the development of the
code as in the participatory approach
used to develop the Hague Ethical
Guidelines.
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View Point

Introduction

The destructive effects of chemical and
biological weapons (CBWs) on ecosystems
and human lives have been recorded since
time immemorial, yet they have been
deployed by both state and non-state actors
to debilitate enemies (by inflicting infectious
diseases, such as plague and smallpox), and
win battles/wars. Any evidence of their use
(and related environmental disruptions)
dates back to ancient history in many
countries, particularly that of Europe, Asia,
and North America, where measures such
as the use of toxic chemicals (pollutants), and
contamination of water bodies were
practiced by the armies.1 For instance,
Peloponnesians used a sulfur-based irritant
against the town of Plataea (in the 5th

century BC)2, and the Byzantines used
‘Greek Fire’, which is a napalm-like liquid
substance, to attack their enemies.3 The
lethality of these, and other similar agents
was such that these would not only
incapacitate humans, but also render lands
uninhabitable temporarily, or even
permanently.

In the 21st century, despite the existence of
chemical and biological weapons conventions,
as seen in the case of the Syrian conflict, in
which chemical agents (for example, sarin
and chlorine) were allegedly deployed by
both state and non-state actors such as the
Daesh or Islamic State of Iraq and Syria,
leading to disastrous environmental and
public health impacts4, CBWs may continue
to be used in the future by some groups to
gain leverage over their adversaries. Hence,
there is a need to address the environmental
impacts of CBWs, not only of those that were
deployed in the past (whose effects are still
indeterminable), but also of their plausible
use in the future, by both states and violent
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Summary

Despite the existence of several
mechanisms and frameworks that
regulate the use and production of CBWs,
they continue to exist, and pose risk to
environmental and human health. Their
use in wars and conflicts in the past have
inflicted severe damages on ecosystems,
as evidenced by the cases of different
wars. Yet these issues are seldom
brought up in the narratives on chemical
and biological warfare, except from a
moral point of view. The long-term
effects of these agents are still
ambiguous, but as the world faces a
major crisis in the form of the
coronavirus pandemic, one needs to
reflect upon various aspects of
environmental destruction, and its
interrelationship with the changing
nature of warfare in the 21st Century.
In this context, the article attempts to
analyse the environmental implications
of chemical and biological warfare, by
delving into historical examples, and
providing an overview of futuristic
implications from an environmental
point of view.
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non-state actors. At a time when the
coronavirus pandemic has unleashed
catastrophe across the world, there is a need
to relook at the changing nature of warfare,
and how such outbreaks can also be
exploited by terrorist organisations to their
advantage.

Use of CBW’s during the World Wars:
Long-lasting and Uncertain
Environmental Effects

The World Wars led to the emergence of new
forms of warfare, guided by the use of CBWs.
The birth of modern CBRN (Chemical,
Biological, Radiological and Nuclear) warfare
is commonly traced to the use of chlorine gas
by Germans in the First World War. Not only
Germany, but other countries also overtly
or covertly engaged in this type of warfare.
War-time use and testing of CBWs are
known to cause unprecedented damage to
the environment. Their impacts in terms of
biodiversity loss, and even species extinction
have been recorded.

Mustard gas was used widely to disable
enemy combatants, and contaminate lands
and groundwater during the First World
War, indirectly affecting the civilians also. As
scientific studies reveal, the environmental
effects of its use are long-term in nature, and
are yet to be discerned completely.5 The
large-scale use of CBWs during the war led
to the signing of the 1925 Geneva Protocol
(Protocol for the Prohibition of the Use in
War of Asphyxiating, Poisonous or other
Gases, and of Bacteriological Methods of
Warfare), by which the use of CBWs was
prohibited in wars.6 Due to the lack of trust,
countries such as France, Italy, Germany,
Japan, and Great Britain continued to
research on CBWs. Japan, which had initiated
its research on biological weapons in the
1920s, carried out a massive biological attack
on various Chinese cities during the Second
World War, by dispersing plague-infected

substances, B. anthracis, cholera bacteria,
etc. — affecting food and water supplies, and
killing thousands of people. During the same
time, Germany developed a poisonous gas,
called sarin nerve gas, which attacks the
nervous system, causing suffocation and
death. Sarin is a potent water and food
contaminant, and it is known to have
hazardous effects on marine and freshwater
ecosystems, due to neurotoxicity.7

In the early 1940s, British scientists
working at Porton Down facility (officially
known as Ministry of Defence’s Defence
Science and Technology Laboratory or
DSTL), undertook bomb experiments at
Gruinard Island using Bacillus Anthracis (B.
anthracis), which had long-lasting
implications.8 These bombs typically
contained “106 special bomblets filled with
anthrax spores”9, and killed several sheep
(introduced to the island to check their
lethality and feasibility) within days of
exposure. Through these explosions, they
found that anthrax could be used as a
bioweapon. In fact, the British planned to
use it in Germany, but ended up not doing
so. In any case, the experiments are known
to have gone out of control, as an anthrax
outbreak occurred on the island in 1943, and
the tests had to be eventually terminated,
and the island, sealed.10 It remained in this
state until the 1980s, when the British
Government decontaminated the island by
removing the worst-infected topsoil, and
soaking subsoil in formaldehyde, diluted in
seawater.11 However, for years, the fear of
transmission of contaminated soils to the
Scottish mainland remained.

After the Second World War, numerous
chemical agents were dumped in the oceans
by countries, such as the United States (US),
Soviet Union, and others, including in the
Baltic Sea. These include arsenic-containing
substances, sulfur mustard, hydrogen
cyanide, etc. As some of these agents
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degrade over a period of time, the resultant
products could be toxic, and could even affect
marine ecosystems (albeit the
environmental risk assessment is extremely
difficult due to the lack of knowledge about
their nature and toxicity). However,
scientists warn that there is a need to
constantly monitor the developments in the
disposal sites as their effects are still
uncertain and unpredictable, even as fishing
activities increase in the affected areas.12

The Use of CBWs during the Vietnam
War and Consequent Environmental
Effects

Despite regulations/protocols, CBWs
continued to be utilised by countries.
Perhaps, one of the watershed moments
with respect to the use of chemical and
biological agents in wars, was their extensive,
and deplorable application during the
Vietnam War by the US military. Apart from
using Napalm (a highly gelatinous and
flammable liquid), the US military carried
out ‘Operation Ranch Hand’, under which it
sprayed an estimated 19 million gallons of
defoliants and herbicide (Agent Orange and
others) over nearly 6 million acres of land.13

These were deployed to destroy forests, and
to deprive the Viet Cong guerrillas of
vegetation cover. By the end of the war,
about 3.8 million acres of land were
destroyed, and approximately 13,000
livestock died. These agents gave rise to
public health-related problems in Vietnam
as defoliated areas became more susceptible
to diseases, such as plague, cholera, malaria,
etc.14

Environmentally, it wreaked havoc by
contaminating agricultural (paddy) fields,
water bodies (rivers, lakes, etc.) soils, and
other ecosystems, as well as by infiltrating
the food chain (with consequences for human
health for many years). At the same time, a
large proportion of the forest ecosystems are

known to have irreversibly harmed, thereby
also disrupting the habitats of several wildlife
species. According to reports, the Vietnamese
authorities took years to ecologically restore
the affected areas, particularly natural
defences, mangroves.15 The Vietnam War,
therefore, was a classic example of
environmental warfare, carried out by the
US, which eventually led to the
establishment of the Convention on the
Prohibition of Military or Any Other Hostile
Use of Environmental Modification
Techniques of 1977 (ENMOD).16

Environmental Implications of CBWs:
A Futuristic Perspective

Due to their extreme lethality, CBWs are
regulated by the international community
through conventions such as the Biological
Weapons Convention (BWC) and Chemical
Weapons Convention (CWC). Yet, state and
violent non-state actors are engaged in
stockpiling chemical and biological agents.
Even dismantling of chemical weapons poses
adverse environmental risks. The sealing of
stockpile storage facilities, excavation of the
old/abandoned stockpiles, transportation,
and the entire dismantling process needs to
be handled through sophisticated, and
environmentally safe methods. Although the
CWC refers to environmental safeguards that
require to be adopted while eliminating
chemical weapons (and production facilities),
it does not provide standards, which
complicates compliance.17 In the US, due to
concerns regarding environmental and
human health, the initial proposal to
construct three “centralized incinerator
facilities” to destroy them had to be shelved
in favour of similar facilities in all the nine
sites possessing chemical weapons (as
declared by them), so that the stockpiles do
not have to be transported (that might prove
to be risky).18
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As the world is grappling with the COVID-
19 crisis, one needs to remember that the
severe acute respiratory syndrome
coronavirus 2 (SARS-CoV-2), whose origin
still remains unclear, but it has certainly put
a spotlight on the need to prepare more
effectively for epidemics and pandemics.
More importantly, this crisis points towards
the adverse implications of environmental
destruction (primarily habitat fragmentation
and biodiversity loss), which is considered
to be responsible for the outbreak of several
epidemics and pandemics in the past few
decades, such as Nipah virus infection,
Severe Acute Respiratory Syndrome
(SARS), and Ebola virus disease, among
others.19 Hence, a holistic, integrated
planetary approach is required to deal with
the complex challenges of the 21st century,
wherein making any actors accountable for
wilful destruction of the environment, leading
to intended or unintended consequences in
the form of a disease outbreak, would be next
to impossible. Some of these activities can
be clandestinely carried out, and would then
go unnoticed. At the same time, certain
actors, particularly terrorist organisations
and rogue armed groups may even try to
capitalise on such disease outbreaks to
achieve their political goals.

Disclaimer: The views expressed in the
article are personal.
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Summary

The weaponisation of Information and
Communication Technology (ICT) has
been a new element in twenty-first
century warfare where 'biowarfare' is no
exception. Active research has been
taking place on the Internet of Things
(IoT) domain which finds a wide range
of applications in biology. Digitalisation
and artificial intelligence have a
significant impact on the functioning of
microbiology laboratories. The
underlying concept of biosecurity, bound
by agreements and treaties, fails to
incorporate technology as a formal field
of study. IoT, a subdomain of ICT, is no
exception to be explored as a tool for
biowarfare. The impact of the use of
biowarfare agents is not visible
immediately and can be seen only after
an incubation period. Hence, the rapid
detection and identification of these
agents have become a necessity. Several
competitive methods are available to
identify the biological warfare agents,
where IoT provides an effective solution.

Introduction

With the COVID-19 pandemic, the
discussions regarding the changing nature of
biological warfare1 have resurfaced.
Biological warfare or biowarfare refers to the
intentional use of micro-organisms and toxins
to harm humans, livestock, and crops. It has
the potential to not only inflict considerable
mortality and morbidity but also create a
high level of panic, environmental
contamination, and extreme pressures on
emergency healthcare services. Though the
nature of biowarfare has kept changing over
the centuries, bioweapons can be identified
as systems consisting of two factors i.e.,
weaponised biowarfare agent and the
delivery mechanism.

The history of the use of bioweapons
provides evidence of the use of missiles,
humans, or air as the mediums for the
delivery of the agents. Whereas, over time,
more sophisticated and subtle ways of
proliferation and dissemination have come
into being. Biosensors, for biological warfare
agents, serve as simple but reliable analytical
tools for the field as well as laboratory assay.2

Such analytical tools, beneficial for
recognising the biological warfare agent and
the presence or diagnosis of diseases caused
by the agents, are required for adopting
adequate countermeasures and to select an
effective therapy for the exposed masses.
With the growing dependence of individuals’
daily lives on the modern interactive digital
systems, the vulnerability of the masses to
the cyber-attacks has increased multi-fold.

As the Internet of things3 (IoT) has been
revolutionising the modes of interactions
between humans and machines, a variety of
applications can be seen in several domains
including medical R&D, adding to the new
ways of creation, delivery and dissemination
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of biowarfare agents. The highly networked
IoT infrastructure contains a range of
integrated circuits, biosensors and bio-
identification data. The data collection and
its complexity further amplify the need to
use advanced technologies to achieve a
detailed and structured description of the
microbiological data, e.g., the Microbiology
Investigation Criteria for Reporting
Objectively (MICRO) criteria.4

Epidemiological databases can also benefit
from structured data. Such databases are
highly vulnerable to unauthorised access by
adversaries, criminals and terrorist
organisations. Most of the medical research
facilities and hospitals use state-of-the-art
technology for preserving micro-organisms
and disease-related information, where IoT
applications provide peculiar and effective
solutions. Powered by IoT-generated data,
Machine learning (ML) has radically changed
the mode of handling healthcare-related data
that includes information related to clinical
microbiological and infectious diseases. The
data acquired from IoT devices is processed
using ML algorithms at each step of the
microbiological diagnostic process i.e., from
pre-to post-analytics that helps to deal with
the increasing quantities and complexity of
data.5

With the increasing number of IoT
applications in the biological sciences, a large
number of subdomains have emerged under
IoT such as the Internet of Nano-Things
(IoNT), Industrial Internet of Things (IIoT)
and Internet of Medical Things (IoMT).6 The
exchange of medical or healthcare-related
data between people and medical
professionals and medical devices (sensors,
monitors, implants etc.) using wireless
communication,7 creates more opportunities
for causing biological damage through
cyberspace. IoNT can enhance the
effectiveness of the provision of combatant
defensive kits, which includes smart armour

and stealthily active camouflage and
medicinal sensors to protect them from
chemical and biological agents to serve as the
self-healing material.8

IoT the Biowarfare: Weaponisation
and Agent Detection

The weaponisation of Information and
Communication Technology (ICT) has been
a new element in the twenty-first century
warfare where ‘biowarfare’ is no exception.
The underlying concept of biosecurity which
is bound by agreements and treaties, fails to
incorporate technology as a formal field of
study. IoT, a subdomain of ICT, has not been
exempted from being explored as a tool for
biowarfare. One of the main challenges that
the infectious pathogens and toxins, also
referred to as the biological warfare agents,
is their dual-use nature. Despite the
Biological Weapons Convention (1972)
prohibiting the production and stockpiling of
the biowarfare agents9, they can still be
legally produced and manipulated for
medical or research purposes where
therapies, new drugs, vaccines are invented.
Though states have signed the convention,
the development of pathogens as weapons
became the province of clandestine nation-
state programs and non-state actor
terrorism.10 The impact of the use of these
agents is not visible immediately and can be
seen only after an incubation period. Hence,
the rapid detection and identification of the
biowarfare agents is a need of the hour. A
number of competitive methods are available
for the identification of these agents. The
methods like mass spectrometry along with
Chromatography and Polymerase chain
reactions11 (PCR) are some of the widely used
techniques for the detection of the agents.

Synthetic biology expands on the possibility
of creating new types of bioweapons. DNA
synthesis and gene editing can increase the
number and severity of the bioterrorists’
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threat as mentioned by a U.S. Department
of Defense report.12 The report also identifies
three concerns of high priority, including
recreating pathogenic viruses like Ebola,
SARS or smallpox. The ongoing Covid-19
pandemic has been caused by the agent
belonging to the SARS group of viruses.13 A
variant of PCR, called real-time reverse
transcription PCR (real-time RT-PCR) is the
widely used method for detecting the virus.
The reverse transcription process refers to
converting RNA to DNA followed by
amplification of the DNA for confirming the
presence of the virus.14 As the virologists are
desperately seeking solutions for an early
vaccine, a cross-disciplinary approach has
been actively sought in order to develop
adequate monitoring, contact tracing and
diagnosing or detecting the virus. Several
efforts are being put in developing portable,
user-friendly, and cost-effective systems for
point-of-care (POC) diagnostics, which could
also create an Internet of Things (IoT) for
healthcare via a global network.15

The 2016 Zika virus outbreak led to the
development of a sensitive CRISPR16-based
biosensor, used to detect a different strain
of this virus at low concentration. The
application of IoT, big biomedical data, cloud
computing, artificial intelligence and signal
data obtained from CRISPR-based
biosensors or nano-biosensors provide
clinical data in the cloud computing system.
CRISPR, a powerful technology for gene-
editing, has been revolutionising the life
sciences and medical research. With the
decreasing cost of the technology, CRISPR
kits are widely available. A well-connected
grid of biosensors integrated with the
futuristic CRISPR/Cas’s systems to monitor
DNA or RNA, connected through GPS, Wi-
Fi and Bluetooth using a cloud-based
database, will soon be generating a massive
amount of data with a range of applications
in the telemedicine or e-healthcare systems.

Although the data will have restricted access
to authorised personnel and institutions.
However, these systems are highly
vulnerable to attacks by the adversaries, for
the misuse of the genetic information. Based
on the individual’s genotypes and by
identifying the weaknesses of the immune
system17, creating more deadly synthetic
pathogens make the future biological wars
even more destructive.

Another means of IoT weaponisation, in the
biowarfare, includes the delivery and
dissemination of the biowarfare agents. A
variety of spraying devices, weak explosives,
pressure vessels can act as parts for the
delivery of these biological warfare agents
controlled using networked autonomous
systems. The remote access to these
mechanisms can enable the terrorists to
carry out the bio-attack without physically
entering the territory or infrastructure.

 Internet of Bodies (IoB)18, an extension of
IoT, refers to accessing and controlling the
human body via the internet, where
autonomous health sensing and actuating
systems aka closed-loop systems that sense
and act towards a biological condition, are
used.19 The IoB systems not only collect a
vast amount of biometric data but also can
alter the human body’s function. The IoB
based emerging concepts beyond formal
healthcare systems which include
Transhumanism, Body hacking and
Biohacking are likely to become common
practices with their access through smart
wearables and smartphones will be available.
These activities will not only contribute to
the vulnerability to sensitive personal data
but also a massive attack that can infringe
the body autonomy of the target
population.20
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Mitigating the Biowarfare using IoT

To mitigate the challenge of biowarfare, a
well-networked IoT infrastructure is
required for monitoring the development
and misuse of these biohazardous
substances. The preparedness for biowarfare
is essential as the origin and identification of
Biological weapons are more difficult to
recognise than other weapons of mass
destruction. Delegated by the Office of Naval
Research, a programme was undertaken by
the Quantum Leap Innovations, Inc. (QLI)
to develop, evaluate, and demonstrate novel
technology support to the early detection and
rapid response for biological or chemical
threats.21 Other than this, a number of
specific technological solutions in Situational
Awareness, Course of Action Planning,
Command & Control, and Data & Process
Integration find applications in the
emergency management and force
transformation during the biowarfare.

IoT, through an integrated biological warfare
framework, can provide an integrated
decision support mechanism to address the
following challenges of biowarfare:

• Monitoring a biological outbreak

• Identifying the cause of outbreak and
source

• Predicting potential exposure

• Planning an effective response and risk
reduction strategy

• Notifying the related authorities (such as
hospitals, local governments, law
enforcement, military, pharmaceutical
industries, etc)

The existing state-of-the-art IoT platforms
such as the Generative Adversarial Network
(GAN)22, based semi-supervised learning
approach for clinical decision support in the

health-IoT platform, focus on other health
conditions other than pandemic diseases. It
improves the classification process and
facilitates learning about the illness, and
suggests a suitable treatment course. An
interoperable Internet of Medical Things
(IoMT) platform based on Semantic Web
Concepts23 and the M2M architecture,
having doctors as users, have been sought
for achieving standardisation.

The Way Ahead

Biomedical data acquired through IoT
infrastructure is prone to misuse by
adversaries and terrorists for amplifying the
infectivity, virulence, and resilience towards
vaccines, leading to the severity of the
biowarfare leading to a more uncontainable
epidemic or pandemic. Biological dual-use
specialty represents the character of being
used either for peaceful purposes, such as
medicine, prevention, protection, or non-
peaceful purposes, such as developing and
producing biological weapons. Coupling
synthetic biology with IoT acquired data can
lead to the creation of more lethal biological
warfare agents. The development of newer
strains of pathogens can develop antibiotic-
resistant microorganisms with greater
invasiveness and pathogenicity of
commensals.24

The cross-domain awareness regarding the
use of IoT in identifying pathogens and toxins
and their delivery and dissemination through
networked devices can help the medical
research facilities and healthcare systems
enhance the security of their control facilities
and data storages.

The global health actors such as the World
Health Organization, Wellcome Trust, World
Bank and the Bill & Melinda Gates
Foundation have already developed action
plans, protocols, policy documents and
research programs.25 That addresses some



Jan-Jun 2021 33

of the current needs and tentatively covers
emerging and future priorities, including the
biowarfare threats emanating from synthetic
biology and the use of cyber means for the
launch of attacks. Fine-grained spatial and
temporal mapping of physical and biological
parameters coupled with the reduced lag
between data acquisition and analytics
ensures the progress toward real-time
analysis for the identification of potential
bioweapons. There is an increasing need for
statecraft and defence research facilities to
prioritise the networked real-time data
acquisition and analytics schemes for
disaster risk reduction and response for
effective preparedness.

The laws regarding genetic and biomedical
data sharing via the cloud and access to the
IoT and IoB devices need to be more
stringent. International debates and
deliberations on the biowarfare and
prohibition of biological weapons must
recognise the dual-use nature of networked
systems and hence work towards a
cooperative mechanism for the peaceful and
constructive use of synthetic biology to
prevent the eruption of another more
threatening pandemic.
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Cover Story

Introduction: The Need to Trace the
Origins of COVID-19

The COVID-19 pandemic has been ravaging
nations across the world for more than a year.
The pandemic has lashed the global
population in multiple waves and the SARS
CoV-2 virus which is responsible for it has
taken the form of numerous mutant variants.
As a result, around one percent of the world’s
population has got infected, and close to two
percent of them have deceased. The global
economy has taken a big setback due to the
disruption created by the pandemic, and the
multiple waves in different parts of the world
has hindered any effort of an overall
recovery. Globalization in the physical realm
is under the constant threat of being
“quarantined” on a frequent basis, with
restrictions in international travel and the
hardening of borders.

In such a time, it becomes essential for the
global community to search for the origins
of this existential threat that has eclipsed the
world. Such a quest could lead to the possible
invention of cures as well as the development
of more effective vaccines. Moreover, it
could help identify and prevent future
pandemics. However, what should have
ideally been a unified quest by nations across
the world has turned out to be a partisan
affair of a blame game. The pandemic has
come at a time when the great power rivalry
has made a comeback in global geopolitics.
COVID-19 has accentuated differences
between rivals, overturning cooperative
endeavours, heating up the competition, and
widening the potential for conflicts. The era
of a Cold War 2.0 may have already dawned,
1 and this has made the pursuit for the source
of this current scourge on humanity difficult,
if not impossible.
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Summary

The COVID-19 crisis has emerged at a
time when the world has been witnessing
a renewed geopolitical rivalry, and the
pandemic has accentuated it. As a result,
the quest for the origins of the SARS
CoV-2 has remained elusive, even after
a long-awaited investigation done by the
WHO. Geopolitics seems to have been
the final arbiter of the probe, rather than
science. The blame of “creating” the
virus aimed at China has been deflected
by the country using its clout over the
investigation, to cast doubts outside its
borders. As a result of the current
geopolitical environment, the probability
of zeroing in on the source of the virus
appears bleak.
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The WHO-China Joint Study: Key
Findings

To understand the source of the virus, the
international community has been
demanding investigations at the global level.
The World Health Organization (WHO), after
repeated attempts, finally got the green light
from China to conduct a field study in the
country from where the pandemic started.
Subsequently, a year after COVID-19 went
global, seventeen members of the WHO
team landed in Wuhan, the epicenter of the
outbreak which started the pandemic. The
objective of the mission was to conduct a joint
study with seventeen Chinese experts on the
possible origins of the virus. The probe lasted
for four weeks in 2021, from 14 January to
10 February. The investigation included
visits of the WHO team to the Wuhan
Institute of Virology (WIV) of the Chinese
Academy of Sciences, alleged to be a possible
site of origin of the virus, as well as the
Huanan Seafood Wholesale Market,
supposedly the “ground zero” of the
pandemic.

At the end of the study, the WHO team came
up with a joint report with their Chinese
counterparts about the findings of the probe.2

In a nutshell, they evaluated the likelihood
of four scenarios of the origin of the virus –
direct zoonotic transmission, introduction
through intermediate host followed by
zoonotic transmission, introduction through
the cold/food chain, and introduction through
a laboratory incident. Out of these four, the
“lab leak” hypothesis was found to be
extremely unlikely, and the possibility of an
intermediate host was inferred to be the
most likely scenario. Though a direct zoonotic
spillover was gauged as likely, the “cold/food
chain” hypothesis was evaluated to be
possible. Clearly, the study did not prove to
be a decisive one that could provide a solid
answer to the international community.

Moreover, the study created controversy by
stirring up a flurry of criticisms, based on the
numerous loopholes apparent since the very
beginning of the mission.

The Lab Leak Hypothesis: Questions
Remain

Ever since the beginning of the pandemic
crisis, China has been under the shadow of
suspicion with regard to the origins of the
virus. Several theories have come up
regarding the origins of the virus, and among
them, the “lab leak” hypothesis turned out
to be detrimental to the image of China and
its ruling Communist Party of China (CPC).3

Though there has been only marginal
support for this possibility from the side of
scientists, the theory has attained much
popularity outside the mainstream.4

However, the Donald Trump administration,
apparently based on intelligence
assessments, have been very vocal about
this possibility.5 The WHO has been criticized
for being soft on China since the start of the
crisis. Tedros Adhanom Gabhreyesus, the
Director of the WHO, has been known for
his close relationship with China. His stance
on China, which often gave an impression of
defending the country’s initial response
towards the pandemic, was not viewed
favourably by certain sections of the
international community, most notably the
previous US administration.6 The US even
withdrew from the WHO on account of the
growing asymmetric influence of China in the
organization.7 The move, rather than
nudging the WHO to a more neutral ground,
may have produced a converse effect.

It is in this context that the joint study has
taken place. After the findings were
publicized by the end of March 2021, the Joe
Biden administration of the US criticized the
opaqueness of the investigation, though
adopting a much diluted stance than the
previous Trump administration.8 The US,
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together with 13 other countries came up
with a joint statement, questioning the
credibility of the study.9 In addition to this,
a group of scientists from 24 countries came
together to draft an open letter, accusing that
the investigation was politically manipulated
by China.10 The crux of the accusations was
that the Chinese government dragged its feet
on allowing the investigation, then set the
terms for the investigation, and further did
not provide access to certain critical raw data,
as well as insisted on vetting the findings.
The WHO was also put at fault by
highlighting that the team took the Chinese
arguments uncritically, and did not exercise
objectivity in the selection of team members.
The presence of at least one of the team
members with a clear conflict of interest was
certainly glossed over.11 The team allegedly
also diminished the possibility of the “lab
leak” hypothesis, justifying it with lack of
evidence. The same logic could also have been
used to discard the “cold/food chain”
hypothesis, which they did not.

The accusations got more teeth with Tedros
himself accepting the lack of access to raw
data of early cases.12 These accusations were
rebuffed by China’s Ministry of Foreign
Affairs, China’s nationalist media, as well as
Liang Wannian, who led the Chinese
counterpart of the WHO team. 13 They put
forward defensive counter-arguments that
the WHO agreed to the terms of the probe,
and that certain data could not be provided
due to domestic legal restrictions. They
denied any manipulative role of China and
emphasized that the country was
transparent to the WHO field study. They
also accused the West and the US of
pressurizing the WHO to malign China’s
image. Moreover, China went on a counter-
offensive that similar studies should be
conducted in other countries like Italy,
France, and Brazil, where there have been
certain sketchy pieces of evidence of
COVID-19 emerging even before the

outbreak in Wuhan. They also challenged the
US specifically to accept investigations into
its critical biological lab facilities like Fort
Detrick, which has been cited by certain
sources in China as a source of the virus.
China also buttressed the “cold/food chain”
hypothesis by alleging that the virus could
have entered China through cold chains. The
food which was transported to the foreign
athletes of the Seventh World Military
Games held in Wuhan in October 2020, just
months before the first case was reported,
was especially suspected in this context.14

However, these arguments largely remain
as allegations and lacking any evidence, as
compared to the “lab leak”, where there is
at least a smoking gun.

Conclusion: Way Ahead to Ground
Zero

It looks fairly clear that the WHO
investigation into the origins of the virus
ended up with findings that China has no
complaints about, but others do. Though the
WHO team has given an interim verdict
favourable for China geopolitically, the hard
work of the team has nevertheless been
acknowledged by countries like the US.
There seems to be an understanding that
with the WHO’s imperative to get more data
from China, certain compromise of sorts
could have been arrived at during the
investigation. At the same time, the
organization has to face the wrath of
countries that feel China needs to be taken
to task, based on intelligence assessments
about a probable “lab leak”. The WHO
investigation, which was supposed to be
given the “lab leak” hypothesis a burial,
seems to have actually created counter-
productive results. The “lab leak” argument
seems to have been resurrected, and China
has therefore been consistently pushing the
possibility of a “ground zero” outside its
borders. As the geopolitics fuelled blame
game seems to further continue, the scientific
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truth about the virus origins seems to have
become the casualty. As time goes on, the
possibility to find the virus origins could only
reduce, as possible pieces of evidence keep
disappearing from view. The way ahead to
the “ground zero” may eventually end up
with several “ground zeros”, as parallel
narratives spin divergent pathways to the
past, while the virus surges forward into the
future.

Disclaimer: The views expressed in the
article are personal.
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NATIONAL AND
INTERNATIONAL
DEVELOPMENTS

23% of COVID-19 Casualties in Bhopal
are Bhopal Gas Tragedy Survivors

Vivek Trivedi | 2 June 2021

Dr Ravi Shankar Verma, the Chief Medical
Officer of Gas Relief recently told the media
that out of 933 Covid-19 related deaths, 218
were 1984 victims which account for 23% of
the Covid-19 deaths.

The survivors’ organisations are flagging the
issue for a long and also wrote to various
authorities for urgent measures since last
year. Besides the deplorable conditions of the
assigned medical facilities and equipment,
these organisations are also accusing the
administration of under-reporting the
figures among the 1984 victims.

OPCW Releases Second Report by
Investigation and Identification
Team

OPCW | THE HAGUE, Netherlands–5
February 2021

The IIT is responsible for identifying the
perpetrators of the use of chemical weapons
in the Syrian Arab Republic where the
OPCW Fact-Finding Mission (FFM) has
determined that chemical weapons have
been used or likely used in Syria. The IIT
released its first report on 8 April 2020.

The IIT’s second report reiterates its
mandate, the legal and practical challenges
of its work, and the findings of the
investigation focusing on the incident in
Saraqib, Syrian Arab Republic, on 4 February
2018. The IIT’s investigation and analysis

included a comprehensive review of all the
information obtained including: interviews
with persons who were present in the
relevant places at the time of the incidents,
analysis of samples and remnants collected
at the sites of the incidents, review of the
symptomatology reported by casualties and
medical staff, examination of imagery,
including satellite images, and extensive
consultation of experts. The IIT also
obtained topographic analysis of the area in
question and gas dispersion modelling to
corroborate accounts from witnesses and
victims. The investigation relied on relevant
FFM report as well as on samples and other
material obtained by the Technical
Secretariat.

The report reached the conclusion that there
are reasonable grounds to believe that, at
approximately 21:22 on 4 February 2018, a
military helicopter of the Syrian Arab Air
Force under the control of the Tiger Forces
hit eastern Saraqib by dropping at least one
cylinder. The cylinder ruptured and released
chlorine over a large area, affecting 12 named
individuals.

Scientists adapt solar energy
technology to detect chemical warfare
agents & pesticides

ARC Centre of Excellence in Exciton Science
| 3 March 2021

In a colourful solution to a dangerous
problem, Australian scientists are adapting
a component from cutting-edge solar cells to
design a rapid, light-based detection system
for deadly toxins.

While use of chemical warfare agents like
sulfur mustard (aka mustard gas) - is
banned internationally, we do rely on other
strictly-controlled chemicals for agriculture,
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industry and throughout our daily lives,
including fumigants like methyl iodide, which
is used to control insects and fungi. The
wrong amounts or incorrect use of these
fumigants can be harmful to people and
degrade the ozone layer.

Because it’s invisible and doesn’t smell, it’s
hard to tell whether there are dangerous
amounts of methyl iodide present, and until
now the best way to test for it was in a
laboratory using expensive, complicated
equipment, which isn’t practical in many
real-world settings. Some cheaper,
lightweight detection methods have been
tried, but they didn’t have enough sensitivity
and took too long to deliver results.

Now, research led by the ARC Centre of
Excellence in Exciton Science has found a way
to detect methyl iodide through changes in
colour, with - for the first time - the accuracy,
flexibility and speed necessary for practical
use. Importantly, this new sensing
mechanism is versatile enough for use in
detecting a wide range of fumigants and
chemical warfare agents.

Working with Australia’s national science
agency CSIRO and the Department of
Defence, the researchers borrowed some
new technology that’s being used to improve
solar power - synthetic nanocrystals based
on a perovskite structure - and turned it into
a detection method.

Their approach relies on the fact that these
highly fluorescent nanocrystals react with
the fumigant causing a change in the colour
of the light they emit. The presence of
methyl iodide causes the nanocrystal
emission to shift from green to yellow, and
then on to orange, red, and finally deep red,
depending on the amount of fumigant
present.

The new mechanism has the widest range,
highest sensitivity and quickest response

ever achieved for a technique that doesn’t
rely on expensive laboratory
instrumentation, producing its results in
around five seconds at room temperature.

The researchers now hope their findings will
provide a platform for building a test device
that can be used in real-world applications.

Enemies ‘could create new Covid as
weapon’: Former colonel issues bleak
warning over threat of biological
warfare

Mark Nicol | 15 March 2021

Action must be taken now to protect against
a Covid-type virus being used as a weapon
to cause another deadly pandemic, a leading
expert warned last night.

Colonel Hamish de Bretton-Gordon urged
the Government to prioritise biosecurity in
its Integrated Review of defence and foreign
policy, which will be published tomorrow.

The former commander of the military’s
Chemical, Biological, Radiological and Nuclear
(CBRN) Regiment said he was ‘concerned’
the threat of a man-made pandemic
deliberately being imported into the UK,
either by an enemy state or a terrorist
organisation, would be overlooked.

While COVID-19 may not have been
conceived as a weapon, the spread of this
deadly virus has provided a template for
terrorists, as well as Russia and China, for
how effective a biological weapon could be.

Chemical warfare detection tech used
in device to make bakeries safer

George Nott | 30 March 2021

Technology developed for the military to
detect chemical attacks is being pitched at
the bakery industry to avoid diseases like
white lung, caused by breathing in flour dust.
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Suffolk firm Arosa Instruments has
developed wearable monitors for use by
bakery workers, which use air sampling tech
developed by the Defence Science and
Technology Laboratory and the University
of Hertfordshire.

White lung, known as baker’s asthma, is a
serious health and safety risk facing the
sector. Latest data from the Health and
Safety Executive estimates 17,000 new
cases of self-reported “breathing or lung
problems” caused or made worse by work
each year.

INTERNATIONAL
COOPERATION

First Responders from Latin America
and the Caribbean Develop Use of
Chemical Emergency Management
Tools

OPCW | THE HAGUE, Netherlands–5
February 2021

Emergency first responders from Latin
America and the Caribbean (GRULAC)
participated in a workshop to learn the full
potential of two important tools for managing
chemical emergencies – the Wireless
Information System for Emergency
Responders (WISER) and the Emergency
Response Guidebook (ERG). The
Organisation for the Prohibition of Chemical
Weapons (OPCW) conducted the online
training from 1 to 5 February with the
support of instructors from Peru and Spain.

For handling emergencies involving
hazardous chemicals, the participants
explored the assistance the WISER and ERG
systems offer such as substance
identification, use of human health
information, and containment and
suppression methods. The online workshop
also covered: personal protection against

chemical warfare agents and toxic industrial
chemicals, contaminant dispersion in the
environment, as well as the set up and
delimitation of safety and security zones.

The 46 participants came from a variety of
civilian and military response backgrounds,
including civil defence, hazmat equipped
firefighters, and CBRN military units. They
represented the following 15 OPCW Member
States: Argentina, Bolivia, Brazil, Chile,
Colombia, Costa Rica, Dominica, the
Dominican Republic, Ecuador, Guatemala,
Nicaragua, Panama, Paraguay, Peru, and
Uruguay.

DISARMAMENT

‘Limited’ progress in closing Syria
chemical weapons file, UN
Disarmament Chief tells Security
Council

UN | 4 March 2021

Seven years after the Security Council
mandated the destruction of Syria’s chemical
weapons programme, there have been only
“limited developments” in the
implementation of resolution 2118, passed
unanimously in 2013 to bring the country
into compliance with its global obligations.

Analysis of all the information and other
materials gathered by the Declaration
Assessment Team since 2014 indicates that
production and/or weaponization of chemical
warfare nerve agents did, in fact, take place
at this facility.   

Syria has yet to respond to OPCW’s
request that it declare the exact types and
quantities of chemical agents produced and/
or weaponized at this site.  

The country also needs to provide sufficient
technical information or explanations that
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would enable the OPCW Technical
Secretariat to close the issue related to the
finding of a Schedule 2 chemical detected at
the Research Centre’s Barzah facilities
during the third round of inspections in
2018. 

The OPCW Fact-Finding Mission,
meanwhile, is studying all available
information related to the alleged use of
chemical weapons in Syria, engaging with
Syrian authorities and other States Parties
to the Chemical Weapons Convention on a
“variety of incidents”

The Investigation and Identification Team
likewise continues its research into incidents
in which the Fact-Finding Mission has
determined that chemical weapons were
used or likely used and issue reports in due
course. 
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