TDRD:A New Conceptual Model for Advanced
Targeting Systems Using Artificial Intelligence
Algorithms
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With the growth of hyper-active internet, the requirement of protection
against hostile threats has become a matter of concern. In this article, an effort
has been made to create a suggestive model based on Artificial Intelligence
algorithms to understand the nature of calculated threat posed by potential
threats and take necessary actions as and when deemed suitable. The
suggestive model can be useful for policy-makers and concerned industries
to consider more research effort unilaterally or collectively.
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ADVANCED TARGETING SYSTEMS

There are systems for autonomous weapons and combat vehicles that can
locate targets utilising sensor technologies created by the US Army and
machine vision. The US Army is now evaluating ideas from various defence
contractors in an effort to develop a completely automated ground vehicle
that can engage in combat alongside human soldiers. The Advanced Targeting
and Lethality Automated System is the name they give to their present design
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(ATLAS). The year 2017 saw the first demonstration of its sort and the most
recent test of the ATLAS system. The Night Vision and Electronic Sensors
Directorate of the Army are in charge of the ATLAS development project
(NVESD).! They probably integrate their sensor technology into the project
to support machine vision and enable reliable readings.

USE OF ARTIFICIAL INTELLIGENCE FOR ADVANCED TARGETING SYSTEM

By United States of America

The Integrated Sensor Architecture (ISA) has emerged as one of the possible

architectures. This design enables information sharing between sensors

and human-operated computers without the necessity for point-to-point

hardware interconnection.’Every facet of the technology required to create

ATLAS was discussed at a US Army industry day. Only a few of them actually

mentioned Al or machine learning methods, despite the fact that each has its

own potential uses for the technology. The following are the parts of the day

that discussed artificial intelligence and machine learning:

1. Image Processing Topics, including AI/ML algorithms and automated
image search.

2. Data Collection, including managing that data, organising it within
databases, and using it to train ML algorithms.

3. Fire Control, or advanced targeting algorithms.

By China

The Chinese military’s deployment of Al highlights the unpredictability and
disruptive nature of the technology. Conventional combat may not have
much of a role in today’s battlefield as Al is changing the laws of the game,
and China is utilising this to its maximum advantage. China is working in a
grey area that other nations may find challenging to replicate because there is
minimal regulation over the study and development of AL

Allen claims that China leads the world in several Al-related metrics,
including the quantity of academic articles, patent applications and
startup money. It is interesting to note that access to foreign financing and
technological advancements play a major role in this dominance.

The Al sword can also cut in both directions. Since there is still much to
learn about Al and machine learning, many wealthy nations are being cautious
when implementing it, particularly in the military. China’s aggressive pursuit
of Al supremacy could have disastrous consequences because there isn’t much
time for testing for accuracy and dependability.
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LATEST DRONE MARKET

The market for military drones was estimated to be worth US$ 13.4 billion
in 2021 and is anticipated to grow at a CAGR of 11.7 per cent to reach
US$ 26 billion by 2028. As more military organisations deploy drones to
enforce the law globally, the sector is expanding. Additionally, growing
government spending on military drones to boost the effectiveness of military
operations raises demand for military drone production. Therefore, increased
government spending on unmanned aircraft is driving the market for military
drones.*

The worldwide military drone market is influenced by important aspects
such as the expanding military budget, rising demand for better surveillance
systems and technical advancements.

The Military Drone market has been dominated by a robust product
range in both developed and emerging countries. The top companies
that control the global military drone market include General Atomics
Aeronautical Systems Inc. (GA-ASI) (US), Thales Group (France), Northrop
Grumman Corporation (US), Israel Aerospace Industries Ltd (Israel), Elbit
Systems Ltd (Israel), Lockheed Martin Corporation (US), AeroVironment
Inc. (US) and Boeing (US).

LITERATURE REVIEW

History

Mateusz Pitkowski discussed the advancement of military technology in the
20th century that has reduced the quantity and complexity of jobs performed
by military personnel while expanding the capabilities of machines and
computers.’. However, the machines were never given the ability to make
life-or-death decisions. The integration of airborne, land and marine systems
is projected to substantially alter the current battlefield with the advent
of highly advanced systems like Aegis Anti-Missile Ship Defense System.
However, the current structure of international humanitarian law would
undoubtedly face a significant challenge from these prospective weapons. The
phrase ‘dehumanization of combat’ is not new in historical terms. The normal
distance between the user and the weapon has been steadily growing ever
since the arrows and crossbows were introduced. One essential component
of the targeting process, however, is still present with the decision on human
must still make the choice of when to fire or not the unique exception of
the naval contact mines. Since the invention of artillery, aviation and other
unidentified military machines, this phenomenon has continued to exist. The
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US Air Force and Royal Air Force use UCAVs (Unnamed Combat Aerial
Vehicles) with instances like Predator and Reaper drones working in manned
systems, where the operator controls movement and aims from a distance.

On the other hand, the shifting centers of power has made the countries
realise the importance of asymmetric threats, rapidly developing conflict as
a result of globalisation, terrorism, weapons proliferation, the growing East,
and the rise of technology. In order to properly address these difficulties, the
US military has made a similar adjustment as indicated by the research of
Jesse McMurdo.” The new scenes of development include creation of a new
battleground, cyberspace has assumed a differential status almost equivalent
to conventional World Fighting II-style war of land, sea, air and space
as fighting areas of arena. In airspace, a modern fighter plane is not very
effective if its on-board systems and targeting network have been infiltrated,
which suggests that cyberspace has arguably become the fundamental level
upon which current war fighting capabilities are founded. For many years,
the US Congress had shown interest in cruise missile defense.® A cruise
missile’s airframe, propulsion system, guidance system and weapons payload
make it effectively an unmanned assault aircraft. They may have extremely
sophisticated navigation and targeting systems, enabling them to maintain
low, terra firma flight paths and attack with high precision as discussed by
Hichkad and others.” CMs can be equipped with either conventional weapons
or WMD and can be launched from a variety of platforms, including air, land
or sea-based ones. The US Department of Defense has been working on
numerous projects to strengthen defenses against an unpredictably dangerous
cruise missile threat.'

Another significant study by F. Fernandez discussed cruise missile’s
airframe, propulsion system, guidance system and weapons payload which
make it effective on an unmanned assault aircraft."! They may be equipped
with extremely sophisticated navigation and targeting systems, which enables
them to maintain low, terra firma flight paths and attack with high precision.
CMs can also be equipped with either conventional weapons or WMD and
can be launched from a variety of platforms, including air, land or sea-based
ones.”? Michael C. Horowitz in his paper examined how LAWS could affect
two outcome areas: the development and deployment of systems, including
arms races, and the stability of deterrence, including strategic stability, the
risk of crisis instability, and wartime escalation.’® It does this by drawing
on classic security studies research and examples from military history. It
focuses on issues using the possibility for enhanced operational speed and the
potential for lessened human control over tactical decisions on the battlefield
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as two features of LAWS. It also looks at how these problems intersect with
the high level of uncertainty around prospective Al-based military weapons
at the moment, both in terms of the possibilities and the programming
transparency.'t

Emily Crawford mentioned about types of remote warfare that are perfect
for abiding by the principle of distinction.!”” Unmanned Aerial Vehicles (also
known as UAVs or drones) are a type of technologically advanced weapons
that can execute precision attacks, killing targets with a level of accuracy and
certainty unsurpassed by earlier technology like missiles or bombs. In the
world of cyberwarfare, carefully crafted software or computer code can target
and disable extremely specific targets, ensuring that only those objectives are
impacted by the attack leaving other systems unaffected. Brian Sanders et al.
also pointed out the goal of integration of actuation systems based on smart
materials for aircraft cruise and maneuver control.'® Some relevant issues
included evaluation of the increasing integration of Al in military systems
with an eye towards the impact on crises stability, specifically how nations
think about creating and deploying weapons, as well as when they are likely
to go to war, and the possibilities for arms control. Cheng Lei et al. mentioned
about the early discrete and independent individuals have now become
extremely correlative and dependent on each another due to the ongoing
popularisation and development of network applications.”” The Internet of
Everything not only fosters the development of a new social norm but also
helps vital national infrastructure function effectively.

Arecentresearch by Jing-lei Tan etal. discussed the availability of Software-
defined networks (SDNs) that are prone to advanced persistent threats due to
their centralised control features (APT's).'® Moving target defense is constantly
improving as a defensive tool. With current game models, it is challenging
to accurately describe an MTD assault and defensive game and to accurately
choose the defense timing to balance the benefits of MTD decision-making
and SDN service quality. K. Zaffarano added that a flimsy defense against
cyberattack could be more substantial on a static defense which could utilise
proactive protective measures is still limited."” This is due to the fact that
adaptable proactive defensive techniques like Moving Target Defense (MTD)
have the potential to impede a network’s ability to support the mission just as
much as they have the capability to defend the network. Daesung Moon et al.
addressed the attack processes using examples of APT attacks and argued the
requirement for a comprehensive detection system.? In the present research,
we suggested the Multi-Layer Defense System (MLDS), which can perform
defence in depth by analysing data from the network, server, end-user, log,
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etc., through the installation of agents at network appliances, servers and
end-users.?! In order to improve performance, MLDS recognises APT attacks
from several layers. Additionally, MDLS lessens the harm when the system is
subject to APT attacks.

Another enhanced concept on the examination of Ballistic Missile Defense
System (BMDS) effectiveness has historically been imperfect, as discussed by
T. Ender.” In fact, the BMDS battle management process entails keeping
an eye on and managing the actions of a large number of interdependent
participants (such as radar sensors, communications networks and interceptor
missiles) in a process wherein a target moves from launch through sensor
detection through intercept kill assessment. This article proposes a modelling
and simulation (M&S) framework that supports architecture level analysis
of the BMDS.” The key innovation is the application of neural network
surrogate models, which are representations of other high- or medium-
fidelity M&S tools, and can be executed rapidly with negligible loss in
fidelity. Surrogate models were created of a BMDS analysis tool that included
multi-sensor target tracking and fusion codes. Results will show the benefit
of integrating M&S to architecture level analysis. Specific examples include
sensitivity of operational level metrics to formation of an integration tracking
picture, and the enabling architecture level decision making.?

As far as cyber physical systems are concerned, attacks could possibly
include code injection, code reuse, and non-control data assaults. System
defense against such attacks can be achieved using moving target defense
(MTD) techniques including instruction set randomization (ISR), address
space randomization (ASR), and data space randomization (DSR). MTD
security method that offers predictable and dependable behaviour during
normal operation and quick detection and reconfiguration upon detection of
assaults, as discussed by Bradley Potteiger et al.” Research by Guilin Cai et al.
on Moving Target Defense (MTD) has been put up as a paradigm-shifting
idea to boost both the assault effort and the target system’s security.?® There
are numerous MTD mechanisms that have been postulated among which
some of them often run according to a few basic patterns which define how
they function. Three main schools of thinking on MTD mechanisms were
studied followed by defining and identifying three core running patterns used
by these MTD processes. Five MTD mechanisms were run on these offered
patterns, to create the three schools of thought. David Evans et al. suggested
how MTD makes it considerably harder for an attacker to take advantage of
a weak system by altering that system’s features which may inconclusively
give attackers a variable attack surface.” The defense system must be able
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to incorporate dynamic changes which can possibly interfere with the
operation of the exploit and not be affected by the learning of the attacker
for existing defense mechanism. The domain of the future possible threats
has been constantly expanding due to rapid changes in the military dynamics
and capabilities which are due to advancement of indigenous technologies
in many nations across the world. Adel Alshamrani discussed about the
inclusion of private and corporate sectors as one of the measures to face such
threats.”® These classes of threats are also well-known as advanced persistent
threats (APTs), which almost every nation and well-established organisation
are aware of and would like to defend themselves against and develop long-
term sustainable counter deterrence. Several cases of APT attacks had been
studied and possible deployable monitoring and mitigating measures were
also suggested for securing network systems.”

Ido Kilovaty indicated how large amounts of personal and non-personal
data about Internet users are collected online and are being used increasingly
in sophisticated ways for online political manipulation.* This illustrates a
new pattern in the exploitation of data, where actors use cutting-edge artificial
intelligence technologies to conduct data analytics, giving them easier access
to people’s cognition and potential future behaviour, as opposed to directly
pursuing financial gain based on the face value of the data. Even though
the idea of online manipulation has recently drawn some scholarly and
policy interest, the ideal connection between cybersecurity law and online
manipulation has not yet been thoroughly investigated. In other words, the
relevance of connecting cybersecurity law to individual autonomy, privacy,
and democracy has not yet been fully understood by regulators and courts.
These facts raise questions about the survival potential of many enterprises
to safeguard sensitive and mission-critical data from rivals, hostile states,
and organised criminals. MTD, a cutting-edge and revolutionary method of
cyber defence, is a promising solution to botnet identification and mitigation,
as revealed by Massimiliano Albanese.’> One of the prominent solutions
to such threats could be modifying the network resource vulnerabilities,
moving target defense, as a “game-changing” security solution for network
warfare, thwarting the attackers’ apparent assurance. In the research done
by Tan Jing-lei et al.,’> a unique optimal strategy selection technique had
been developed using moving target defense based on Markov robust game
to improve defence of unknown security threats. The first step is to create
a moving target defense model based on moving attack and exploration
surfaces. This model combines Markov decision theory with robust game
theory to exemplify how unknown prior information in the incomplete
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information assumption is illustrated. Furthermore, it is demonstrated that
there is an optimal approach for the Markov robust game. The defensive
strategy is created by equivalently transforming the choice of optimal strategy
into a non-linear programming issue. Further simulation and deduction of
the suggested approach showed the viability of the created game model and
effectiveness of the proposed approach.

Even if there have been significant research advancements in a number
of MTD application domains, there are still a great deal of issues that
need to be resolved. The ongoing development of new approaches and the
interdisciplinarity of several disciplines also offer fresh perspectives on the
conception and advancement of MTD study.

Jianjun Zheng and A.S. Namin pointed out the weakness of networking
where network administrators face continuous difficult tasks as complexity and
size of networks continue to increase.* Many network devices may not receive
timely updates, leaving the network open to potential assaults. Additionally,
because of the static nature of our current network infrastructure, attackers
have the time to research the static configurations of the network and execute
well-planned attacks whenever it is convenient, whereas defences must
operate around-the-clock to protect the network. The motivation for MTD,
an explanation of the key MTD concepts, ongoing research efforts into MTD
and its implementation at each level of the network system, and potential
future research opportunities provided by new technologies like Software-
Defined Networking (SDN) and the Internet of Things are all covered in this
article with a thorough survey of MTD and implementation strategies (IoT).
Other capabilities such as faster data rates, lower latency, and ultra-reliability,
6G networks will elevate the digital capabilities provided by 5G to an entirely
new level. To realise the potential of 6G, security of these systems is essential.
The effective and widespread protection of 6G infrastructure and services is
a crucial component of this demand, as discussed by Wissem Soussi et al.®
In this article, the researchers see MTD as a vital component of proactive
defense and go into detail about how it could be included into systems that
are beyond 5G. In addition to this, discussion on future research prospects,
pertinent research obstacles, and the standardizing perspective also features
in the article.

Based on the discussion in the above-mentioned literature, there seems
an urgent need to develop an effective model which can use the stated facts to
develop an Artificial Intelligence powered, synchronized, fast attack structure
for real-time targeting of hostiles which can be future potential threats
individually or collectively with other potential hostile targets.



84 Journal of Defence Studies

Secondary data has been used for collecting data related to the literature.
Further, different models of artificial intelligence algorithms with high
precision rates have also been modelled into the architectural layout of
recognition types.

DAT1A ANALYSIS AND DiscussioN

The data has been collected extensively using secondary research on
various developments as recorded and stated by different published sources
including journals and websites. The proposed model includes various
stages with inherent algorithms as suggested by different researchers and
have been put together to generate a coherent possibility of application and
execution.

Model Development
(a) Stage A: Target Detection and Recognition (TDR)

Figure | Architecture of TDR
Source: Author’s analysis

Highly advanced sensors shall be needed to collect the data aided with
satellite imagery for confirmation and analysis. Multiple sensors each for
Facial recognition, Voice recognition, Behaviour recognition, Body wear
recognition and Armor recognition can be used or a single advanced sensor
can collect all such data together.

As seen in Figure 1, the TDR system consists of four essential parts namely:
i.  Human Type
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The human type has been classified into two groups namely the civil
type with no association to any military, militia or in contract with some
military of any nation and the military type with some or full association
with the military, militia or in contract with some military of any nation.
ii. Recognition types
Under the recognition types, the system shall verify the human type
classification with facial recognition, voice recognition, behaviour
recognition, bodywear recognition, armor recognition with arms if any
(using classification algorithms).
iii. Database Match
Once the recognition type is available, the social network, purchase
network and any other available networks can be searched for with
the primary key for such human identity. The data obtained can then
be analysed using neural networks to verify the availability, feasibility,
habits and other cognitive details which can determine scores obtained
on a 10-point rating scale for each network.
iv. Score card
Individual scores calculated from each network can be assimilated and
percentages can be calculated and categorised further under:
a. High T.S score: Between (81% and above)
b. Medium T.S score: Between (61%—-80%)
c.  Low T.S score: Below 61%

(b) Stage B: Target Destruction and Evidence proof of destruction
(TDEP)

See Figure 2, The TDEP model is related to the scorecard and the support
structure available in the vicinity of the targeted object which is based on self
artillery support, Joint support and self target support (when the other two
support systems are not available).

The scorecard mainly includes target scores obtained and classified into
either high score (H.S), medium score (M.S) and low score (L.S). After the
classification is available, it can be forwarded to the support structure for
implementation.

Depending upon the threshold, intensity and category of threat
perceived, the higher scores can be communicated to the base support for
artillery support, the medium scores can be communicated for joint support
and those in the lowest can be self supported with self ammo.
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Figure 2 Architecture of TDEP

Source: Author’s analysis

The features under consideration for possible human threat are: (to be
collected by individual separate sensors or a combined sensor) (see Table 1).

1. Human face.
2. Human voice.
3. Human behaviour (personality, attitude).
4. Human body wear.
5. Human armor and arms if any (light weapons to heavy weapons).
Table | Proposed Algorithmic Selection
S. Recognition | Algorithms Usage
No. Type
1. Face Naive Bayes (Parametric), Classification
Recognition | K- Nearest Neighbours (Non- of samples
parametric), Support Vector (parametric or
Machine (SVM), Deep Learning Non-parametric)
Convolutional Network
(DLCNN) - Facebox.?
2. Voice 1. Voice Recognition: Based on:
Recognition Hidden Markov models a. One is called
(HMM) and Dynamic Time speaker
Warping (DTW) dependent
Components used: voiced and the other
sound, resonance, and is speaker
articulation.” independent.
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Voice Recognition can work
without NLP, but NLP cannot
directly process audio inputs.

2. Natural language processing
(NLP)
Components of NLP

* Natural Language
Understanding (NLU)
extracting the metadata from
content such as concepts,
entities, keywords, emotion,
relations, and semantic roles.

* Natural Language Generation
(NLG) Generating output in
natural language of users.

b. Gender based
Women
(3 groups):_

soprano,

mezzo-
soprano, and
contralto.

Men (4 groups):
countertenor,
tenor,
baritone, and
bass

Behaviour
Recognition

Also known as Action
Classification and Recognition
Algorithm (see Figure 3)

Performance
comparison of
different algorithms
in different datasets
and selecting the
best algorithm with
higher accuracy
and fewer errors.

Behaviour
Recognition

Biosignal monitoring algorithms
(see reference)®

The key issue that
must be addressed
is skin contact,
which must be

as excellent as
possible in order to
detect tiny voltages
on the skin that
occur throughout
a cardiac cycle.

Armor
Recognition

SMCA-_-YOLOvS5, multi-scale
representation network (MS-RN)
and shape-fixed Guided Anchor
(SE-GA)*

Key issue to classify
armors (light,
medium, heavy),
background, other

hostiles*!

Source: Author analysis
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Figure 3 Action classification and recognition algorithms

Source: Author’s analysis

TDRD = TDR + TDEP

RECOGNITION ADVANCED SELECTION OF
SENSOR AGENTS FOR TARGET
(SINGLE OR DATA MINING DESTRUCTION
MULTIPLE) AND RUNNING SYSTEM
called as ALGORITHMS Called as
“System R” Called as “System D”
“System A”

Figure 4 Interconnection of sub-systems of TDRD

Source: Author’s analysis

Therefore, the proposed model could be named as TDRD, a combination
of TDR (System R +System A) and TDEP (System D) (see Figure 4).
There are several advanced targeting systems used in various applications.*
Here are a few examples:
a. Laser-Guided Systems: These systems use laser technology to target a
specific location. The laser emits a beam that is reflected off the target,
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and the reflected beam is detected by a sensor on the weapon or platform.

The system then adjusts the weapon’s aim to hit the target accurately.”
b. GPS-Guided Systems: These systems use Global Positioning System

(GPS) technology to target a specific location. The GPS receiver on the

weapon or platform receives signals from GPS satellites and calculates

its position. The system then adjusts the weapon’s aim to hit the target
accurately.*

c. Inertial Navigation Systems: These systems use accelerometers and
gyroscopes to track the weapon or platform’s motion and calculate its
position. The system can then adjust the weapon’s aim to hit the target
accurately, even if GPS is not available.®

d.  Image-Guided Systems: These systems use cameras and sensors to detect
and track the target. The system analyses the images and calculates the
target’s position and velocity. The system then adjusts the weapon’s aim
to hit the target accurately.*

e. Radar-Guided Systems: These systems use radar technology to detect and
track the target. The system analyses the radar signals and calculates the
target’s position and velocity. The system then adjusts the weapon’s aim
to hit the target accurately.”

These targeting systems are used in various applications, such as military
weapons, commercial aviation, and autonomous vehicles. Each system has its
advantages and limitations, and the choice of the targeting system depends
on the specific application’s requirements.*

This TDRD system model can be mounted on UAVs (unmanned aerial
vehicles), other aerial systems, ground systems, ground combat vehicles, sea-
based systems that can purposefully determine the nature of threat posed
by humans or humans occupied systems and neutralise such threats with
precision.

Moreover, TDRD can send such data and information to the command
station for analysis of threats and take other measures besides neutralising the
effect of targeted humans or systems.

CONCLUSION

From the above literature and discussion on the proposed model development,
we can conclude that there is an urgent need to develop fast Artificial intelligence
algorithms integrated with each other to facilitate a unique super system that
can determine the calculated threat posed by potential humans and systems
and take necessary actions as and when deemed suitable. The above system can
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be initiated as the base model of development for a real-time improved system
that can aid Indian armed forces in their battle against hostiles both within and
outside the Indian territories as needed for national security.

The proposed system can be further developed with the aid of further support needed

in this domain.
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