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Summary

• What are codes?

• 1540 relevant codes?

• The issue of intangibles

• Codes to prevent intangible transfers

• Linked initiatives 

• Strengths of this approach

• Weaknesses: Need for management and ownership



What are Codes?

• Set of principles/instructions that are adopted by members of a 
particular group, profession or industry:

• E.g. Hippocratic Oath & Declaration of Geneva

Guidelines Codes Treaties

• Different types of code, vary depending on:

• Content & target group

Codes of Ethics

Codes of Conduct

Codes of Practice

More specific 

More 
binding



1540 Relevant Codes

• A number of codes are relevant given the objectives of UNSCR 1540

• NSG Good Practice Corporate Guidelines 

• Developed by industry and Alpha for industry

• Endorsed by the NSG in mid-2013

• Export Code of Conduct for Nuclear Power Plant exporters

• Developed by the Carnegie Endowment for International Peace with 

nuclear vendors

• Safety, Physical Security, Environmental Protection, Compensation, 

Non-proliferation and Ethics

• Code of Conduct on the Safety and Security of Radioactive Sources

• For states - revised code approved by IAEA BOG in 2003



The Intangible Challenge I

Technology 

• Tangibles

• Related intangibles

• Crucial for states to acquire new capabilities

• Difficult in the information age

• Relevant across 1540 – Nuclear Security or Non-proliferation 

• Need to build a culture 

• Everyone an actor?

• Have a computer / email access 



The Intangible Challenge II

• Difficult for industry / academia to understand? 

• Abstract, poorly explained

• Poor state-level implementation?

• Viewed by some states as less important than controls on tangibles

• Even in developed economies, license applications relating to intangibles can 

be very low

• How to build a culture?

• Tensions

• Scientific / academic freedom

• Transparency 

• (Part of this solved by how it is presented)



Synergies

• There are synergies between protecting intangibles, and other industry objectives:

• Protecting profit

• Intellectual Property Rights (IPR)

• E.g. ‘please ship in kit form with instructions /diagrams’

• Working with others (defence community)

• Physical security – E.g. List X sites in the UK

• Mitigating risk

• Information Communications Technology (ICT) security

• Secure systems required

• Responsibility

• Corporate Social Responsibility (CSR)

• (newer concern?)



Codes and Intangibles 

• Two key examples:

• Dutch Bio-Security Code (2007)

• Royal Netherlands Academy of Arts and Sciences

• H5NI issue

• Nuclear Information Security Code of Conduct

• King’s College London / Institute of Physics

• Protection of sensitive nuclear information

• E.g. Sensitive technical / design information

• E.g. Layout of facilities



Linked Initiatives? Guidance for Academia

Where are intangible transfers likely to take place?

• Industry 

• Universities / academia (less aware?)

Package of guidance for this sector: Link together with…

• Export controls 

• Sensitive information / publishing

• Physical protection? 

• Admissions (student vetting)

• Projects / Consultancy work

• NB – potentially relevant to different depts.



Strengths of Codes

• Length/ detail (not too long, not too short)

• Allow for top level-buy in?

• Cascade effect / plays on reputation



Difficulties Associated with Codes

• Efforts sometimes too specific (e.g. Carnegie code)

• Need to ensure there is relevant practical guidance for implementation

• Multiple codes

• Who to operationalise codes?

• National authorities?

• Alpha role in the UK?

• Industry? Supply chain linkages?

• Who to manage codes? Role for the 1540 Committee? 

• Need coordination

• Framework to map out? 



Conclusions:

• Codes are (potentially) a useful tool

• Several relevant to UNSCR 1540 

• Utility of codes in building cultures – relating to intangibles

• Although codes need to be:

– Linked to appropriate guidance materials 

– Operationalized 

• Above all – need to manage codes (avoid duplication) 
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