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Proliferation Threats Today

____________________________________________________________

� Access to dual-use, WMD-relevant, items, technologies, 

materials & knowledge by select States

� Access by non-state actors/terrorist groups (insider 

problem)

� Emerging suppliers (states)

� Industry (complicit or ignorant)

� Inadequate strategic trade controls in transit or trans-

shipment states

Growing fungibility (of dual-use items & technologies)… 

requires balancing trade with security imperatives



Impact of Globalization

__________________________________________________________________

Transnational production & supply chains

� Complex genealogy of firms

� Globalization of factors of production

� Spatially distributed units for sourcing, know-how, 

production, marketing & distribution

Transnational proliferation trends 

� Not import the entire system & therefore risk detection

� But assemble items in bits and pieces

� Then acquire expertise to integrate them



Government – Industry Role in UNSCR 1540

Govt ���� prevent proliferation & terrorism

Industry ���� prevent mis-use of its products (including IP)

UNSC R 1540 explicitly recognizes the need for 

PARTNERSHIP between govt and industry 

Emphasis should be on monitoring & managing

�TRADE AND TECHNOLOGY

�TRADE IN TECHNOLOGY-EMBEDDED PRODUCTS
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Continuous Information and Communication

Singapore 

Customs
Industry

• Informative website on SGCA

• Interaction with Industry

• Performs surveys on product classification

• Service centre to address issues relating to SGCA 

via email/telephone

• Conduct discussion and training sessions on 

changes in procedures/regulations with targeted 

industries on update of control list

Singapore: Engaging Stakeholders1



Singapore: User-friendly Resources 

Singapore Customs Homepage General Information:
• Legislation

• Control List

• Sanction List

Crucial Links:
• License application 

forms

• Notices/Circulars

Contact Information

Handbook for Export 

Permit Scheme

Email Notification

Subscription

Singapore 

Experience2
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Singapore: Training to industry3
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www.bis.doc.gov “Compliance”

US: Online Resources1



US: Targeted Information2



US: Comprehensive Information3



US: User-Friendly Tools 4



US: Interaction (Regular + Requested)5



Malaysia: Comprehensive resources1



Malaysia: Targeted information2



Malaysia: Well-publicized Outreach 3



UK: Dedicated govt agency - ECO/BIS

Export Control Organization (Department of Business, innovation & skills)

1



UK: Useful tools & updated information2



UK: Linkages with related policies3



Japan: Info from Govt1



Japan: CISTEC – an industry supported org.2



Japan: CISTEC services & information3



South Korea: KOSTI – govt supported org 1



South Korea: Kosti - assistance to exporters2



South Korea: YesTrade Video3



Key Recommendations for Governments

Clear procedures & consistent decisions

1. Penalties for non-compliance

2. Incentives for compliance

Build Awareness through information dissemination

1. Multiple channels

2. User-friendly resources

Capacity building for compliance

1. Through Govt agencies

2. Through non-govt experts
a. Industry associations

b. Technical experts

c. Dedicated agency (govt or non-govt)



Key Recommendations for Industry

Understand the rationale & regulations
1. Be responsive to outreach events
2. Spend staff-time & resources in getting info

Assess own risks & establish risk-mitigation procedures 
internally
1. Investment into your own capabilities
2. Proof of due diligence in the event of violation

Provide feedback to government agencies
1. On effectiveness of procedures
2. Concrete suggestions for improvement
3. Voluntary disclosures about 

a. suspicious customers
b. questionable activities of rivals
c. own mistakes



Conclusions

� 1540 should recognize crucial role of industry in 

� technology innovation

� Generating  new uses of existing line of products and services 

� Recommend that govts create institutionalized 

mechanisms to solicit industry feedback 
� On regulations/procedures (Comment period before publishing new 

guidelines)

� Simplification of forms and procedures � will expedite & foster routine 

compliance  

� Consistent recognition of Industry as a partner in 

international non-proliferation efforts; both operating 

in a dynamic threat environment


