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FOREWORD

This volume consists of the presentations made at the 18" Asian Security
Conference at the Institute for Defence Studies and Analyses (IDSA) in February
2016. Since its inception in 1999, the Conference has provided a forum for frank
exchanges among analysts, scholars and practitioners from across Asia and the world.
‘Securing Cyberspace: Asian and International Perspectives’, was chosen as the
theme for the last Conference since cyberspace has become an arena for co-
operation, competition, as well as conflict. Asian internet users, currently at 48
per cent globally, are growing faster than in any other continent. Although, Asian
countries will be highly impacted by developments in cyberspace, they play a
marginal role in the management of cyberspace. With the shift of global economic
activity towards the south and the east, and a concomitant rise in data flows towards
Asia, Asian representation is critical to the management of international institutions
and regimes, including in the domain of cyberspace.

The Conference papers cover six different facets of cybersecurity — the global
cybersecurity environment, the international and regional responses to cybersecurity
challenges, non-state actors and cyberspace, securing strategic critical infrastructure,
cybersecurity and the digital economy, and the role of the military in cybersecurity.

In a broad sense, and in a language comprehensible to non-technical readers,
cyberspace is where information technology and the electromagnetic spectrum come
together — its superstructure layered over by the sub-structure of cables, computers,
and sea, land and space-based communications networks, and energised by the
use of information technology. India’s cybersecurity policy defines cyberspace as a
complex environment comprising interaction between people, software and services,
based on a world-wide platform of information and communication technology
devices and networks. At the strategic level, cyberspace and cyber technologies have
become key components in the formulation and execution of public policies. They
have added a new variable to the components of comprehensive national power,
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creating both new synergies and new sources of vulnerabilities. Cyber technologies
connect across all key bases of national power and act as a force multiplier,
sometimes with disruptive effects.

India has a substantial stake in the stability and security of cyberspace, with a
growing number of users from across the spectrum, ranging from government
agencies to private enterprises, besides individual users — there are now an estimated
462 million internet users in India. Moreover, the Indian government has invested
in a number of programmes to leverage information and communication
technologies for the benefit of its citizens. This accelerated capacity building has
implications for the country’s national security.

Cyber has added a new dimension to conflicts and wars. Cyber operations have
the capacity not just to augment conventional military operations, but to subvert
them. Attacks in cyberspace can be fast, silent, inexpensive to mount, and potentially,
devastating in their impact. While boots on the ground are not going to be replaced
by cyber armies operating in a virtual battlefield in the near future, information
dominance in the battlefield may well make the difference between victory and
defeat. The crossover between cyber and space, and the role of cyber in nuclear
deterrence, add to the challenges nations face in maintaining cybersecurity.

These issues are not unique to India. In efforts to forestall increasing national,
regional and global vulnerability, the international community has been seeking
norms and conventions for securing cyberspace. India has been at the forefront of
many such efforts, in different fora. It is a member of the newly constituted UN
Group of Governmental Experts on Developments in the Field of Information
and Telecommunications in the Context of International Security. Later this year,
Hyderabad, also known as Cyberabad, is hosting ICANNS57, the second such public
meeting of the Internet Corporation for assigned Names and Numbers (ICANN)
to be held in India. India has been a strong and consistent votary of an open,
global, and secure cyberspace, cognisant that this goal can only be achieved through
international co-operation.

The Institute looks forward to continuing its contribution to the national and
global discussions on cybersecurity through its research and interaction with partner
institutions. Its Task Force Report on “India’s Cyber Security Challenge” appeared
in March 2012, and was a precursor to India’s National Cybersecurity Policy,
unveiled on July 2, 2013. We hope that dissemination of the ideas considered at
the 2016 Asian Security Conference to a wider audience would inspire further
suggestions on how India and the international community could devise cooperative
measures on cybersecurity.

Jayant Prasad
Director General
Institute for Defence Studies and Analyses
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INTRODUCTION

The use of cyberspace by governments, businesses and individuals to ease and
accelerate all kinds of activities has led to the global expansion of cyber-enabled
networks in a relatively short period of time. While cyber experts have repeatedly
warned that the many inherent and existing vulnerabilities in devices and networks
have neither been resolved nor can be adequately managed to ensure security of
the networks, these have largely been ignored or downplayed. The escalation in
the number and magnitude of attacks has meant that most policymakers are now
cognisant of the wide gamut of issues associated with cybersecurity. The varying
perspectives of different countries on cyber issues and the sheer complexity of issues
have made cybersecurity a concern for not just national but also international
security: the geo-political overtones have increased the cybersecurity challenges.

Even as the connected systems and networks have grown more intertwined
and complex, cyberspace is being used by malicious actors for a variety of nefarious
purposes — from cyberespionage, both for commercial and security interests, to
cybercrime and cyberterrorism. A Distributed Denial of Service (DDoS) attack
can disrupt business operations or cause severe outages, having a direct impact on
revenue and reputation. Companies also face the risk of losing trade secrets or
intellectual property rights. Moreover, a massive data breach for companies or
governance portals storing data of customers or citizens compromises personal
information. A cyberattack on entities that are part of critical infrastructure can
have a debilitating impact on national security. The risk increases manifold for
electricity grids, nuclear installations, and telemetry/command and control network
of space assets. Surprisingly, social media, as a threat vector, has become a channel
of least resistance to conduct reconnaissance, steal identities and gather information
on employees, projects, systems and infrastructure, besides spreading hateful
propaganda and enticing impressionable youth to follow extremist ideologies.
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Over the years, cyberspace has also become an intricate constituent of national
power. The strategies for the development of cyberspace are not just restricted to
civilian purposes; rather, this domain now falls well under the ambit of the armed
forces. With the advent of Network Centricity in military operations and
Revolution in Military Affairs, armed forces are at elevated risk of cyber incidents.
The integrated use of land, air, maritime and space assets for enhanced domain
awareness or real-time information access warrants the armed forces to build
expertise in both defensive and offensive cyber operations. Nation states have
documented their Cyber Strategies and executed them in the form of Cyber
Commands. The military dimension has seen cyberspace witnessing the beginnings
of a race for the development and deployment of cyberweapons. An arms control
regime, the Wassenaar Arrangement has enlarged its controls list in consonance
with the way cyberspace has altered the present-day security landscape. The
development of cyberweapons and their potential usage against high-value targets
has been one of the major security concerns for nation states.

The threats in cyberspace are varying in nature and intensity. Leading
companies operating in the energy, telecommunications, finance and transportation
sectors are targets of Advanced Persistent Threats (APTs). Non-state actors, such
as terrorist organisations and criminal syndicates, have become tech-savvy,
employing human resources to develop malware. These tools are used extensively
in committing cybercrime. Terrorist organisations leverage the benefits of
cyberspace, harnessing it for ideology propagation, recruitment and
communication. The Islamic State of Iraq and Syria (ISIS; also called ISIL/IS/
Da’esh), for example, is a prime case study. It leverages its tremendous presence
on social media to spread propaganda and recruit sympathisers, from every corner
of the world, as fighters. Al-Qaeda is also reported to have developed encryption
software to secure its communication in cyberspace.

As the extent of commerce transacted over cyberspace grows, along with the
dependence on information technology to gain cost-efficiencies, the risk to
enterprises increases manifold. And as Asia continues to grow its share of the global
trade and commerce, the threats from cyberattacks are expected to increase
proportionately.

Cyberattacks, like many of the new security challenges, are transnational in
origin and nature, and no nation can combat them alone. Despite variations in
ethnic, economic and governance systems, Asian countries need robust security
architecture to resolve the issues specific to the geographical region as well as
international issues detrimental to Asia’s economic and societal growth.

With the shift in power towards Asia, its representation in international
governance mechanisms and its inputs towards creating a secure cyberspace are
critical to international politics, the world economy and for the credibility of
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international institutions and cybersecurity regimes. Within Asia, cyberthreats have
altered the security perceptions of institutions and government systems.

Against this backdrop, the papers presented by strategic experts, academicians,
domain specialists and policymakers at the 18th Asian Security Conference attempt
to examine a range of issues — global cybersecurity environment, non-state actors
and cyberspace, securing critical infrastructure and the role of military in
cybersecurity, to name a few.

Thus, the chapters in this Volume not only provide an outline of the journey
so far, but more importantly, give indicators of future trends in cybersecurity from
the vantage point of the respective experts.

Section I: International Perspectives on Cybersecurity

Arvind Gupta sets the stage with a broad overview of the state of play in
cybersecurity. He touches upon every aspect of concern for the international
community as well as India, conforming that cybersecurity is now an international
security concern. The chapter opens with a brisk overview of important events
related to cybersecurity in 2015 and their connotations: Chinese President Xi
Jinping’s visit to the US in September and the subsequent agreement between the
two countries; China and Russia signing a comprehensive agreement on
cybersecurity; and the efforts of the United Nations Group of Governmental Experts
(UNGGE) concerning international law.

Gupta delves into the challenges before states, such as defending their critical
military and civilian infrastructure, tackling cybercrime — theft of personal
information and intellectual property — and the blurring distinction between state
and non-state actors in cyberspace. He questions whether “cyber deterrence” can
work analogous to nuclear deterrence, and declares that an effective cyber deterrence
strategy must, nevertheless, include deterrence by denial as well as by punishment;
and that the state would need to clearly indicate its cyber thresholds. The chapter
also looks at the developments in the 7allinn Manual. In addition, Gupta outlines
the steps taken by India in the recent past to strengthen its cyber defensive
capabilities, pressing on the needs of suitable response measures including the
capability to conduct cyber operations, if required, and closely studying the idea
of cyber deterrence and spawning strong cyber diplomacy. Ultimately, he draws
attention to the dearth of consensus within the international community on issues
such as definition of a cyberweapon, means of verification and attributability.

Greg Austin dissects the response by middle powers to the emerging centrality
of cyberspace in the conduct of future war, which he assesses to be slow and
fragmented. The chapter calls out major trends in the policy settings of two
pacesetter countries: China and the US. Both regard military dominance in
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cyberspace as one of the primary determinants of success in war. Austin argues
that the two major powers are placing considerable attention on disabling enemy
cyber systems in the early stages of hostilities, or even on a pre-emptive basis. Unlike
the US and China, few governments among the middle powers have been prepared
to canvas in public the centrality of cyber-enabled warfare and craft policies and
doctrines accordingly.

Austin previews trends in the technologies and characteristics of cyber-enabled
war (attack technologies and defensive systems) and complex cyber-enabled war
scenarios. These trends are moving in a direction that will present almost
insurmountable challenges to the security of most middle powers. He infers that
middle power defence forces will need to maintain distinct capabilities for
cyberwarfare at the strategic level. The capabilities need to be unified in both policy
and doctrinal terms in a way that lays a clear pathway for mobilisation in a very
short time to fight a medium intensity, cyber-enabled hot war. This will require
new technologies of decision-making that do not yet exist in most middle powers.
He prescribes that, in the next two decades, the war-fighting needs of middle powers
in cyberspace, as for their counterterrorism needs, cannot be met without
considerable dilution of pre-existing alliances and blocs and more effective bridging
of the big geopolitical divides. He asserts that collective security in cyberspace may
be the only answer for middle powers.

Information is a strategic enabler or force-multiplier that has revolutionised
the contemporary age to an extent that this age is often termed as the information
age; nevertheless, it has also induced a strategic vulnerability in our critical assets
which in current scenarios is exploited by a new form of warfare called strategic
cyberwarfare, and Amit Sharma meticulously analyses the subject. He draws parallels
from Clausewitz’s Trinitarian Warfare, postulating that strategic paralytic effect can
be induced onto the victim nation if the Warfare is performed in cyberspace. The
chapter attempts to define strategy through the Triad Theory of Cyberwarfare,
which aims at destroying the elusive Clausewitzian Trinity in cyberspace by
performing parallel warfare in cyberspace. He also analyses the critical components
to be targeted in waging strategic cyberwarfare and provides satisfactory reasons
for the failure of contemporary cyberattacks to generate a strategic effect. Further,
Sharma presents a framework of strategic cyberwarfare involving the Triad Theory
of Cyberwarfare: its operational cyber campaign plan and formation of a ‘Known’
and ‘Credible’ cyber deterrence to generate a scenario of Mutually Assured
Destruction in cyberspace. Establishing the strategic aspect of the cyberwarfare,
he concludes by providing various recommendations for developing cyber
deterrence capabilities, especially embroiling the notion of Prepare, Pursue, Protect
and Prevent in cyberspace.
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Alexandra Kulikova notes that efforts have been underway for over a decade
to develop norms and conventions, and taken together, these efforts and initiatives
form a rich ecosystem of tools and standards to ensure cyber stability serving global,
regional or local goals. However, this diversity of needs, goals and agendas make
reconciliation as well as implementation and operability a major challenge. The
landscape consists of multiple stakeholders as well as disruptors. The human
dimension of cyber politics, she notes, will certainly be further monitored by civil
society and academia expert groups to ensure end users’ rights are protected online
as well as offline.

Further, Kulikova stresses that rather than congruence, there will be increasing
competition among the various fora to be the standard setter and to push its vision
of cybersecurity forward. She notes that state efforts in the area of cybersecurity,
and especially the protection of critical infrastructure, depend on collaboration
with the private sector; integrating business interests and profit models into the
agreements achieved is crucially important. She underlines the possibility of a joint
effort for the protection of critical infrastructure such as financial, nuclear, water
facilities and their cyber interfaces as well as the ‘public core of the Internet’ — the
root servers. Thus, it would be critical for the states to establish a workable format
of interaction with the private sector to implement the commitments they make.

Sico van der Meer considers the foreign policy instruments available to nation
states in order to secure their states from cyberattacks. Deterrence by denial and
deterrence by retaliation are probably the most ‘simple’ counter-measures to
international cyber aggression but while they look like promising policies, they
face many difficulties in practice. In the case of the former, it is expensive and
complex and requires continuous investment since technology changes at a rapid
rate. Even if such investment is available, people are the weakest link in the chain
and easily exploitable by malicious actors, as repeated intrusions into even the most
safeguarded networks have amply shown. On the other hand, deterrence by
retaliation requires very good forensic capabilities since misrepresentation and mis-
direction are very easy in cyberspace. Deterrence based on the possibility of
retaliation also only works if the party seeking to deter communicates clearly about
the retaliatory measures that may be taken in the event of a cyberattack. Defence
and deterrence are not able to create long-term cybersecurity and stability, but may
instead even create further escalation and uncertainties.

Van der Meer suggests that a more viable option, therefore, is creating sustained
diplomatic efforts centred around Confidence Building Measures (CBMs) and
internationally accepted norms regarding cyberthreats to actively address the core
problems of international cyber aggression. While such efforts are on-going, they
have not had much success since they are yet to reach critical mass in terms of
support by a large number of states. Nonetheless, such multilateral diplomatic
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efforts are crucial for long-term cybersecurity and stability. Instead of an on-going
‘cyber arms race’, efforts could better be focussed on building mutual confidence
and respect as well.

An ambiguity remains over the description of cyberattacks on a nation’s critical
infrastructure, whether it is a subversive action or an act of war, or rather a proxy
war. A. Vinod Kumar constructs his argument on this ambiguity, delving into the
dimension of warfare. He argues that the numerous calibrated attacks in recent
years on critical infrastructure (including strategic assets) of various countries
underline the new dimensions and frontiers of warfare, involving ‘adversarial forces’
that blur conventional combatant identities. While the deployment of non-state
actors for transnational cyberattacks highlight the element of proxy conflicts in
this spectrum, that states are forming techno-military groups (Cyber Commands)
reveals the truism of cyberspace evolving into the new battleground. The chapter
conceptualises this battlefield and the threat environment, while pointing to its
numerous complexities in terms of objectives of the attack, defining the nature of
this neo-warfare, attacks on nuclear infrastructure and destruction and instability
of states. Kumar concludes that conventional deterrence doctrines may not suffice
as cyberattacks run short of triggering a full-fledged war. In this domain, norms
are non-existent and state actors use plausible deniability and virtual camouflage
to endow cyberwarfare with the same attributes or flexibility of terrorism.

Liina Areng elaborates the military dimension of cybersecurity, underlining
the evolving phenomenon of cyber capabilities being used as a tool to gain leverage
in international security. It is further challenging the traditional military capabilities
and doctrines. She is apprehensive about cyberattacks against national critical
infrastructure, which could have a cascading effect on the economy, society and
government in ways difficult to understand, model or predict. These man-made
disasters might have serious national security implications, yet the response to
cyberthreats cannot be conceived purely in terms of classical warfare. She analyses
the need to defend the society as an “ecosystem” by orchestrating military planning
and preparation for civil emergencies. Moreover, while nations are developing their
arsenals of defensive and offensive cyberweapons, most cyber problems remain in
the “grey area”. Areng concludes that although hostile cyber activities will continue
to flourish, cyberspace will also play an important role in future military conflicts,
response to which would not only need proper preparedness and resilience, but
also adequate international containment and de-escalation mechanisms. She
advocates for militaries to focus on the defence of their networks and infrastructure,
and insists that their role in cybersecurity is limited even if governments
acknowledge it as a national security concern.

Madan M. Oberoi underscores the importance of understanding how
technology is impacting crime and the criminal justice system, and its stakeholders,
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namely the law enforcement agencies, prosecutors, judiciary and also the world
within which the criminal justice system operates. Technology can be exploited by
both law enforcement and the criminals, and currently the criminals have the upper
hand since they are able to adapt to technological trends much faster than the law
enforcement universe. His chapter attempts to understand some of the current
technological trends and their impact on a myriad of law enforcement activities
from intelligence gathering, investigation, police information management, to
training. He notes that while the perception that the criminals are far ahead of the
law enforcement agencies may be over-hyped, but the threat is real, and few
agencies/organisations/countries are in a state of readiness to fully combat this
threat.

This in itself leads to changes in strategy — from a prosecution-based strategy
to a disruption-based strategy. However, this approach does not target the criminal
actors, and only leads to criminals shifting the infrastructure in case of a successful
disruption. The victims are also turning to private agencies in the face of their
seeming inability to respond to these challenges, thus eventually leading to the
marginalisation of state actors in this domain. Oberoi calls for a recalibration of
law enforcement strategy and shift towards a multi-stakeholder model involving
private sector, academia, research bodies, inter-governmental bodies, civil society
and law enforcement agencies.

Accepting that most of the nation’s critical infrastructure (energy, transport,
finance, medicine, etc.) now lies in the hands of the private sector, Kah-Kin Ho
deliberates on the evolving role of government in cybersecurity, particularly in regard
to attacks on critical infrastructure by adversaries ranging from non-state actors,
such as terrorist groups, hacktivist groups and organised criminals to state actors,
and the high degree of interconnectedness across the globe. He analyses the specifics
of challenges in the shadow of divergent interests, between the private and public
sectors, and deducts that, on the one hand, the private sector’s primary focus is
corporate efficiency, in terms of implementing the bare minimum level of security,
while, on the other hand, the government is principally concerned with achieving
social order, national security and economic prosperity for its population. Ho argues
that the role of governments as the legitimate providers of security has diminished,
and that it will continue to weaken. However, at present, it is critical, and their
remit must transcend what the historical regulatory role has typically entailed. To
achieve that, he asserts the Regulate, Facilitate, Collaborate (RFC) framework,
through which governments must strategise and draw upon analogous lessons learnt
from past strategies geared towards other areas of threat, such as pandemics and
terrorism.

[luminating another dimension of cybersecurity, Jana Robinson analyses the
security issues lying at the intersection of space and cyberspace. Concerning the
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critical role of cyber and space domains for national security and war-fighting,
Robinson points out that decision-makers must configure proper crisis management
mechanisms, including proportionate responses to any hostile or disruptive actions
by nations. She stresses that understanding the cross-domain parallels as well as
differences is essential to the successful safeguarding of both of these domains, in
addition to physical and technical properties. Accordingly, she examines how the
cyber and space domains interact (e.g. the transmission of cyber signals by satellite
communications systems), the vulnerabilities associated with how they connect
(e.g. cyberattacks on space systems), and possible risk-mitigation strategies. She
also emphasises on active involvement of both government and private sector actors
to formulate realistic norms and guidelines for responsible behaviour in these two
domains. Beyond norms development, Robinson traverses to Transparency and
Confidence Building Measures (TCBM:s), and deems them to be critical, especially
when traditional arms control methods cannot be easily employed.

Caroline Baylon meticulously analyses the case of nuclear facilities, which, even
among critical infrastructures, have been at persistent risk from cyberattacks. She
affirms that most of the operators in the sector do not fully understand the risk,
and therefore, a key first step is to develop guidelines to assess and measure this
risk as accurately as possible. This would help them to understand the economic
rationale of investment in cybersecurity. Baylon draws from her extensive research
on cybersecurity of nuclear facilities to delve into the development of cyber
insurance and cyber risk guidelines, disclosure and information-sharing measures,
improved communication between the Information Technology (IT) and
Operations Technology (OT) teams to bridge cultural divides and the

implementation of technical solutions.

Ted G. Lewis brings in the technologists’ perspective and proposes a technical
solution to address the various policy and technical challenges arising from the
spread of malware in a computer network. Delving into the technical aspects of
architecture, Lewis justifies his argument with illustrations that the monoculture
design and scale-free structure challenges posed by the Autonomous System (AS)-
level Internet promote widespread contamination even under very small probability
or vulnerability to an exploit. On the other hand, he explains, the scale-free structure
of the AS-level Internet can be turned to the defender’s advantage by relating
resilience to vulnerability and self-organisation as measured by the spectral radius
of the network. Furthermore, Ted analyses the AS13579 Internet and identifies
944 (7 per cent) of the AS-level nodes as blocking nodes. This builds his argument
that, by blocking these nodes, spectral radius diminishes dramatically, with
corresponding increase in resilience and protecting 13.5 per cent of the global
Internet’s AS-level nodes can eliminate nearly all malware.
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Sanjeev Relia seeks for a clear delineation between the different non-state actors.
In the first instance, there are the good non-state actors, like companies and non-
profits who are largely responsible for the creation and maintenance of cyberspace.
According to Relia, the bad non-state actors can be further sub-divided into those
non-state actors who form part of radical organisations such as the ISIS and
Al-Qaeda; also referred to as cyberterrorists. Then there are the cyber militia who
can be defined as a group of volunteers willing and able to use cyberattacks or
other forms of disruptive cyber actions on behalf of a nation state in order to achieve
a political goal. Increasingly, state agencies are co-opting such militia to carry out
terrorist activities in cyberspace.

In the geopolitical and geostrategic realm, non-state actors are not a novel
phenomenon in Asia, and Gillane Allam highlights the rise of Da'esh. She establishes
the historical linkages of the evolution of this phenomenon and elaborates the
appearance of armed non-state actors, notably Da'esh, addressing whether its modus
operandi inclusive of cyberspace is a threat to Asia’s ambitious economic progress
affirmatively. Her central argument revolves around the pressing need at the
international level to wage a committed digital counter-insurgency campaign, in
addition to the national and international military campaigns. Drawing in the
perspective from Egypt, which is undertaking its responsibilities as Chair of the
United Nations Security Council Counter Terrorism Committee for 2016-2017,
Allam gives a comprehensive account of the activities of Egypt and builds a case
for Asia’s booming economies to be part of these endeavours, to ensure sustainable
economic prosperity, stability and security.

Uchenna Jerome Orji examines the legal frameworks developed at the regional
and sub-regional level in the African continent by various organisations including
the Economic Community of West African States (ECOWAS), Common Market
for Eastern and Southern Africa (COMESA), Southern African Development
Community (SADC) and African Union (AU). He notes that, while harmonisation
of laws is a laudable goal, it can only succeed if there is requisite political will.
Thus, while the AU Cybersecurity Convention is closely modelled on the Budapest
Convention on Cybercrime, it falters when it comes to the specific legal provisions
that would facilitate prosecution of cybercriminals. The lack of political will and
sensitisation on cybersecurity has meant that though the AU Convention requires
only 15 out of 55 African states to sign in order to be ratified into law, not a single
state has signed so far. The large size of the African continent with its 55 sovereign
states and their diverse legal traditions and how they receive and implement
international treaties is indeed a challenge to effective national harmonisation of
regional cybersecurity measures.
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Section II: Asian Perspectives on Cybersecurity

Asia is the fastest-growing Internet region with its own unique characteristics.
However, there is inadequate understanding and discussion within Asia on the
opportunities and challenges confronting this region in cyberspace. As such, a
particular focus of the Conference that provided the inputs for this Volume was
the Asian region. In addition to perspectives on the economic opportunities and
challenges, and the scope for military cooperation to secure cyberspace, it includes
country perspectives from South Korea and Japan, the most advanced countries
in the region.

Liam Nevill emphasises that cyberspace can be a force-multiplier in tackling
the many problems of the Asian region: from lowering traditional barriers to
development and providing access to health and education resources. It provides
an easy way for the advanced economies to help the less developed, in the process
improving connectivity as well. However, none of this would be possible without
a stable and secure cyberspace. Without confidence in the security of personal data
and financial information, consumers will hesitate to engage with digital commerce.
Cybercrime has to be tackled at a regional level with states being provided the
resources to engage in capacity building as well as sharing information. Nevill argues
that harmonising regulatory and legislative measures will help in not only combating
cybercrime but also enable and incentivise the formation of a regional digital
economy. However, he asserts that though trade frameworks such as the Trans Pacific
Partnership can help towards harmonising regulations, but may also be seen as a
means to push a particular framework which might be detrimental towards
developing indigenous economies.

Contemplating on cybersecurity policymaking, Candice Tran Dai notes that
it has been evolving in recent years from a technology-focused issue towards a more
holistic issue, encompassing economic, social, educational, legal, technical,
diplomatic, and military, intelligence aspects. Two major dimensions tend to be
more systematically integrated into recent cybersecurity strategy roadmaps: national
sovereignty and economic policy, both aspects being often tied up into the dual
concept of national independence and indigenous innovation. Governments seek
to incentivise their entrepreneurs in the quest for indigenous cybersecurity capability
and technology by constructing barriers and raising costs for foreign companies.
This comes into conflict with broader goals of facilitating international trade by
reducing barriers and also has an impact on global aims to develop norms for
cybersecurity. What is called the digital revolution is fundamentally based on global
networks, cross-border flows of data, and network infrastructures and content
platforms largely owned by global companies. She asserts that the question,
therefore, becomes: How do countries protect national security interests without
inappropriately undermining the value produced by a global supply chain? And
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that there is a balance to be reached between what is non-negotiable from a national
security point of view and what is negotiable from an international cooperation
point of view.

She also considers the challenge arising out of cybersecurity having evolved
into a key issue in global economic relations, and wonders to what extent it tends
to become more than an objective in itself, going beyond securing cyberspace, in
other words, possibly as a tool for broader objectives in the political, economic
and technological realms. She concludes that there are a few hints of nascent
velleities geared at nurturing what is called a cyber-industrial complex, which could
possibly broadly materialise into a cyber military-industrial complex within the
framework of the current digitalisation process of the military.

Nandkumar Saravade notes that cybersecurity is a global problem that requires
a global solution. On the bright side, the cybersecurity challenge is emerging as a
big uniting factor with unprecedented collaboration across the board — from
information sharing amongst trusted parties on security threats and collaboration
amongst law enforcement agencies to bring cybercriminals to justice, to devising
treaties and regulations for the cyber domain. At the same time, tracking
cybercriminals and bringing them to justice in sovereign countries is increasingly
difficult with challenges in collection of appropriate cyber forensics data,
applicability of laws and acceptance by courts. The question is whether enough is
being done, as countries try to bring law enforcement agencies and the legal
framework to deal with the problems of the 21* century.

For Saravade, this holds true even when it comes to adapting the business
environment to new technologies such as cloud computing. While transitioning
to ‘Cloud’ offers immense benefits especially in terms of cost, flexibility, scalability
and agility, there are major challenges — non-tariff barriers in the form restrictions
on the global data flows, jurisdictional issues because of location of servers in the
Cloud, stringent investigation/surveillance regulations in countries that give legal
rights to law enforcement agencies for accessing data, concerns over security and
privacy of sensitive business and personal information hosted in the Cloud and
sharing of ownership and accountability between the user and provider
organisations.

Further, he adds that India lacks the necessary structures and capabilities within
the country to understand complex cybersecurity issues, and the government has
to build the necessary frameworks to engage in consultations with the key
stakeholders and develop a position on key cybersecurity issues.

Munish Sharma and Cherian Samuel discuss the case of cybersecurity
cooperation in South Asia, as much of the economic development in this region
has been facilitated through the advances in information technology with the
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digitisation of public services and opportunities for business development in
Information and Communications Technology (ICT). However, they argue, that
countries in the region are yet to internalise cybersecurity as essential to their
economic, political and national well-being. They note that the existing lack of
capabilities and capacities to understand and remediate threats make not just
individual countries, but the entire region vulnerable to threats from state and
non-state actors.

Sharma and Samuel postulate that as an economic and geopolitical organisation
of eight countries, the South Asian Association for Regional Cooperation (SAARC)
can play a pivotal role in capacity building as well coordinating cybersecurity efforts
of all the members facing non-traditional security threats, such as cyberterrorism
and cybercrime, from non-state actors to both their populace and businesses. The
chapter objectively examines the prospects and challenges of SAARC putting across
cybersecurity as a key agenda item for cooperation, given the divergences among
members over traditional security threats.

Dwelling on the role of the military with specific reference to the Asia-Pacific,
Caitriona Heinl states that cybersecurity issues within the region are shaped by
high national security sensitivities, exceptional levels of military modernisation and
defence spending, on-going maritime and territorial disputes and increasingly
malevolent non-state actors who further complicate matters. Other factors that
impact on cybersecurity include culture, ideologies and perspectives which also
colour the developing strategies and doctrines. She notes that there is an increased
emphasis on the part of some countries to engage in non-traditional warfare through
cyberspace and attack targets that disrupt information systems, decision-making
processes, and cognitive perceptions on the battlefield, as well as critical
infrastructure like financial, energy and transportation systems. Obviously, this
would result in fundamental changes to the character of warfare.

On the flip side, Heinl reflects, while militaries might aim to be prepared to
win in conflict, there should be an obligation to avoid escalation. The military is
after all an important stakeholder with an interest in a safe and secure cyberspace.
She suggests that having the defence community engage in military-to-military
dialogues and other practical measures could complement the aims of building
transparency and confidence to improve international stability through international
political agreement. Military-to-military relations might even be easier to establish
given common hierarchies, terminologies and structures that can transcend national
differences.

Li-Chung Yuan contemplates on the role of military from the Taiwanese
perspective, in regard of cross-strait relations and the national security imperatives
of Taiwan. He exhibits the Taiwanese apprehensions with respect to the possibility
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of military confrontation, and its percolation into the cyber domain, as the Taiwan
Government has been a target of cyberespionage and attacks allegedly sponsored
by China. Yuan alludes that these issues have been addressed appropriately, and
armed forces of Taiwan are authorised to tackle threats of, inter alia, sabotage,
subversion, and especially espionage in cyberspace. The chapter further explores
the role of Taiwanese military in various aspects of cyberspace, focussing on
intelligence and national critical infrastructure.

Yasuaki Hashimoto elaborates on Japan’s role in promoting cybersecurity
policies at various strata of governance, in particular the objectives of National
Security Strategy, National Cybersecurity Strategy, Basic Act on Cybersecurity and
various security-related organisations. He explains the role of Japanese Ministry of
Defense and Japan Self-Defense Forces in the stability of cyberspace. The chapter
also takes a detailed account of cybersecurity initiatives, with a focus on the Cyber
Defense Unit, its functioning, roles and responsibilities as well as the objectives.
Finally, Hashimoto deducts that bilateral, multilateral, regional and global
cooperation is essential for a more secured cyberspace, because cybercrime and
attacks are crossing national borders.

Il Seok, Oh elaborates on the many threats faced by Korea in cyberspace and
the various measures, legislative and administrative, that have been put in place by
the South Korean Government. The major Acts are the Electronic Financial
Transaction Act (delineating liability in fraudulent electronic transactions), Cyber
Security Industry Enhancement Act (making the Ministry of Science, ICT and
Future Planning the nodal agency for all cybersecurity-related activities), Network
Protection and Ciritical Information Infrastructure Protection Act and Personal
Information Protection Act. He notes that these legislative measures have gone a
long way in ensuring the cybersecurity of all Koreans and could serve as a model
for other countries.

Finally, a Chinese perspective of the bilateral discussion between two key
players, the United States and China, rounds off this section. Comparing the
American and Chinese perspectives on cybersecurity, Cuihong Cai discerns that
over-interpretation of cybersecurity risks strengthens the threat cognition, which
results in conflicts and control-oriented security practices. It further leads to trust
deficit and weakening of rules, resulting in the self-fulfilling prophecy of heightened
cyber conflicts. She confers that the cybersecurity environment is a subjective state
and it is related to discourse construction as all the actors in cyberspace have the
capacity to launch attacks. The chapter further elaborates the problems confronted
in the global cybersecurity environment, including information inundation,
information pollution, information infringement, information monopoly and
cybersecurity crisis. It talks about the common characteristics as well, such as the
diversity of threats, asymmetry of subjects, lagging of security technologies, absence
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of institutional norms, imbalance of cyber power, lack of collective security
mechanism and malfunction of deterrence in cyberspace. She finally delves into
the details of subjective cognition of US and China, elucidating the divergences
in the understanding of core cybersecurity interests, in terms of freedom of action,
commercial, social and political interests, which in turn become part of the global
cybersecurity environment.

It is hoped that this volume fulfils the purpose of discussing the current issues
in cybersecurity and their particular resonance to Asia. It was the institute's
endeavour to bring out the volume at the earliest and we were aided in no small
measure by our authors who were prompt to finalise their papers.
Acknowledgements are also due to Nidhi Pant for copy-editing the papers, and
Virender Negi for page-setting the manuscript. Our thanks also go to Rajan Arya
and his team at Pentagon Press for bringing out the volume in record time.
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SECURING CYBERSPACE:
A NATIONAL SECURITY PERSPECTIVE

Arvind Gupta

The world is becoming increasingly turbulent. The unstoppable march of
globalisation, facilitated by Information and Communications Technology (ICT),
has raised many troubling questions concerning the maintenance of peace and
stability. Cybersecurity is now an international security concern. It is also a top
concern for most countries and figures high in their national security priorities.
The focus is on managing the threats in cyberspace which affect everyone. The
key question before a state is how to defend itself from the ever increasing
occurrences of cyberattacks.

The year 2015 saw a number of important developments in the field of
cybersecurity. President Xi’s visit to the US in September 2015 will be remembered
for some outspoken public comments by President Obama on US concerns over
online theft of intellectual property. Aware that cyber concerns, if unresolved, could
create misunderstanding and destabilise ties, the two countries agreed to bilateral
cybersecurity dialogues. In President Obama’s words, the two governments agreed
that “neither the US nor the Chinese Government will conduct or knowingly
support cyber related theft of intellectual property including trade secrets or other
confidential business information for commercial advantage”. President Obama,
according to reports, took up strongly with President Xi the issue of cyberthreats.
On his part, President Xi, declared that “China strongly opposes and combats the
theft of commercial secrets and hacking attacks”. The meeting took place against
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the backdrop of a well-publicised cyberattack in December 2014 on the Office of
Personnel Management (OPM) that resulted in a major data breach, compromising
the fingerprints of 5.6 million people and security clearance records of some 22
million people. Both the sides acknowledged cybersecurity as an issue between
them, and that was in itself a remarkable development. During the same year (2015),
China and Russia also signed a comprehensive agreement on cybersecurity.

In 2015, the United Nations Group of Governmental Experts (UNGGE) came
out with its third report — an advance over the previous report. As a result of the
efforts of the UNGGE, there is now a growing recognition that international law,
particularly the UN Charter, applies as much as to cyberspace as to other domains.
The UNGGE emphasises that principles of sovereign equality; settlement of
international disputes by peaceful means; refraining from the threat or use of force
against the territorial integrity or political independence of any state; respect for
human rights and fundamental freedoms including the freedom of expression; and
non-intervention in the internal affairs of other states are some of the principles
which also apply to the ICT security. In other words, international law is technology
neutral. One of the main observations of the report is that states have jurisdiction
over the ICT infrastructure located within their territory.

The international law has many aspects including intervention in self-defence,
economic sanctions, counter measures and so on. A debate has broken out whether
intervention through cyber means in other countries’ networks, under certain
circumstances, is justified or not. The debate is sharp but inconclusive.

Cybersecurity issues are contentious and proving to be difficult even as the
incidents of cyberattacks, cybercrime and cyberterrorism grow exponentially. Every
year new types of attacks are invented and carried out. The toolkit of attackers is
expanding. It is quite possible that states may be clandestinely developing arsenal
of tools of cyberattack even as they discuss the need for accepted norms in
cyberspace.

The challenge before states is how to defend their critical, military and civilian
infrastructure from the destabilising cyberattacks. Cybercrime is on the increase.
Theft of personal information and intellectual property is rampant. The distinction
between state and non-state actors in cyberspace is blurring. Even as technologies
of active defence are developed, the attackers are several steps ahead.

Most states are engaged in implementing strategies to defend their networks
from cyberattacks; simultaneously, they are also toying with the idea of developing
capabilities which would deter potential attackers. Efforts have been made to
develop a theory and practice of “cyber deterrence” on the lines of nuclear
deterrence.
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Drawing analogies from the nuclear arms control vocabulary, it is argued that
both denial and punishment are essential for deterring cyber aggression. The idea
is to make it clear to the potential attacker that the cost of cyber aggression will
outweigh the benefits. An effective cyber deterrence strategy will include deterrence
by denial as well as penalty by punishment. Deterrence by denial will rely on strong
defences. The efforts of the attacker would be rendered futile if defences and
resilience i.e. the capabilities to bounce back are strong. Deterrence by punishment,
on the other hand, relies on the ability to counter-attack. It is argued that if the
attacker knows retaliation would be “certain, severe and immediate”, it will deter
him.

The question is whether cyber deterrence can work in the way similar to nuclear
deterrence. Nuclear deterrence works because both sides know fairly accurately
the nature, size and scope of each other’s nuclear arsenal and the means of delivery.
Over decades, arms control negotiations were focussed on issues such as
transparency and verifiability of each other’s arsenals. Detailed nuclear Confidence
Building Measures (CBMs), based on verification, were developed. Attempts were
made to understand each other’s nuclear doctrines. In the nuclear case, actors were
few — non-state actors did not possess nuclear weapons. In cyberspace, the situation
is vastly different. As yet, there is no clarity even on what cyberattack means. There
is no agreed definition of a cyberweapon. There are no means of verification.
Multiple actors operate in cyberspace with complete anonymity.

Sceptics point out that cyber deterrence will fail because of the lack of
attributability in cyberspace. In cyberspace, where anonymity is the key, it is difficult
to identify precisely who the attacker is. Non-attribution is the fundamental
weakness of the cyber deterrence argument. There is, however, some literature which
suggests that the problem of attribution may be overcome sooner or later. Such
claims are, however, unverifiable at present.

For cyber deterrence to be meaningful, a state would have to define its
thresholds through appropriate signalling. It would need to indicate its cyber
thresholds. Some ambiguity will no doubt be deliberate. Yet, a potential attacker
must know that retaliation would be severe and unacceptable if a redline is crossed.
Indicating redlines will depend upon a country’s capabilities, intents and interests.
Today, however, the redlines are absent. For instance, should cyberespionage,
directed against military and non-military targets, be treated as an act of
cyberwarfare? Is an attack on the banking networks, stock exchanges, power grids
an act of war? Does cyberespionage merit a counter-attack? Should retaliation be
in cyberspace or by other means? With key questions unanswered, to have a cyber
deterrence on the lines of nuclear deterrence seems difficult.

The Tallinn Manual 1.0, originally called the Tallinn Manual on the
International Law Applicable to Cyber Warfare, deals with conflict scenarios in
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cyberspace where international law would apply. While 7allinn Manual is not an
official document, its work is sponsored by the North Atlantic Treaty Organisation
(NATO) and other countries. Presently, a second version of the Zallinn Manual,
Tallinn Manual 2.0, is being worked out. It deals with the application of
international law to cyberspace during peacetime. A recent meeting held in The
Hague on February 2-3, 2016 dealt with these issues. During discussions, attempts
were made at defining a diplomatic law for cyberspace. It was suggested that attack
on the computer systems of a foreign embassy should be prohibited by law. It was
also professed that intervention in cyberspace may be permitted under certain
circumstances.

From India’s point of view, Zallinn Manual, while being a useful exercise, does
not reflect the existing law on the subject because of the absence of state practice
which is critical for the development of customary international law.

These difficulties notwithstanding, states are going ahead with the
incorporation of cybersecurity into their military doctrines. Such doctrines postulate
that a state, exercising its right to defend itself, could retaliate to a cyberattack by
cyber or any other means. The 2015 US National Strategy says that the US could

use cyber tools or other means to retaliate against cyberattacks.

The problem of cyberattacks cannot be seen in isolation. Today, cyberspace is
intertwined with other domains of warfare, namely land, water, air and space. This
intertwining implies that cyberattacks will not be seen merely as that. The retaliation
in non-cyber form i.e. retaliation through non-cyber means including possibly
military means cannot be ruled out. Cyberattacks, as means of warfare, would only
enlarge the battle domain. Cyberwarfare may induce states to opt for full-spectrum
deterrence.

Cyberwarfare is a contested concept. Cyberespionage, attack on critical
infrastructures, etc. are routine happenings in cyberspace. So far, military means
have not been used to deter attacks. Nor have economic sanctions been used because
attributing a cyberattack has been so difficult. Further, many victims feel shy of
reporting cyberattacks. Such incidents have not been regarded as acts of warfare
thus far because no definition of cyberwarfare exists. Whether a cyberattack is seen
as a component of cyberwarfare will depend upon the context of the attack. The
authors of the Tallinn Manual have grappled for many years to come up with some
acceptable definitions, but the progress has been slow.

India cannot be oblivious to these developments. Internet usage is spreading
rapidly in India. Even though Internet penetration in the country is still low, nearly
400 million people are using the Internet. Digital India will take broadband Internet
to every village Panchayat. With one billion SIM card subscribers, a revolution in
connectivity is sweeping India. India’s future progress and growth is linked with
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the expansion of the digital network, overcoming digital divides and ensuring that
robust cybersecurity policies are adopted right from the beginning.

India has taken several steps in the recent past to strengthen its cyber defensive
capabilities. To mention a few:

* A national cybersecurity policy has been announced and is being
implemented.

* An elaborate national cybersecurity assurance framework is under
implementation.

* The National Cybersecurity Coordinator was appointed in 2015.

* Coordination amongst various agencies has improved.

¢ A National Critical Information Infrastructure Protection Centre (NCIIPC)
has been set up. There is a regular dialogue with the key sectors of the
economy.

* DPublic-private partnership is being constructed. There is an active dialogue
between the government and the private sector.

* A National Cyber Coordination Centre (NCCC) is being set up.

* Efforts are being made to develop cybersecurity skills in the country. New
cybersecurity curricula are being introduced in the colleges.

* Cybersecurity Research and Development (R&D) policy has also been
under active consideration of the government.

* The Indian Computer Emergency Response Team (CERT-In), an
organisation that was set up in 2004, has done significant work in dealing
with cyber incidents as well as spreading awareness.

* India is pursuing active cyber diplomacy by setting up cybersecurity
dialogues with several countries and is participating in several international
fora including the UN on cybersecurity.

All these synchronised and coordinated efforts are already showing results. But we
cannot be complacent in the face of growing threats and evolving technologies.
Due to the explosive growth of ICTs, cybersecurity scenario is likely to remain
challenging. We will need to work hard on the various aspects of cybersecurity
including the emerging challenges.

Like other countries, India also faces the daunting task of stopping and
preventing cyberattacks on its networks. India will have to closely study the
evolution of cyber deterrence idea. Building cyber deterrence capability would entail
building robust networks that can be defended, encouraging comprehensive R&D
in the area of cybersecurity and strengthening indigenous manufacturing of ICT
products. It will also require strong cyber diplomacy to ensure that India is not at
the receiving end of the emerging ICT Export Control regime under the Wassenaar
Agreement. We also need to closely analyse the patterns of cyberattacks against us
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and build suitable response measures including the capability to conduct cyber
operations if required. India would need to take note of the increasingly assertive
cybersecurity doctrines that are being adopted by other countries. This will help
in working out our own cybersecurity doctrines.

In conclusion, I would like to point out that there is a lack of consensus in
the international community on norms of behaviour in cyberspace. We are at a
stage where technology is far ahead of our thinking on cyber laws and cyber norms.
The UNGGE has proved to be a useful platform to discuss these issues, but the
absence of a broader representative platform where contentious issues can be
hammered out and consensus arrived at is conspicuous by its absence. Ad hoc groups
adopting ad hoc procedures to deliberate over ad hoc cybersecurity agendas will
not necessarily build a consensus. The international community needs to come
together to discuss how to deal with threats in cyberspace which are growing by
the minute. The task may seem daunting but states should seriously reflect whether
the world needs a Cyber Convention on cybersecurity. Unlike the other commons,
namely the land, sea and space, wherein international law has grown immediately,
cyberspace is still largely lawless. Sustained discussion by international experts is
necessary to generate ideas on the way forward towards building a consensus on
cybersecurity issues.
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MIDDLE POWERS AND CYBER-ENABLED WAR:
THE IMPERATIVE OF COLLECTIVE SECURITY

Greg Austin

Introduction

For a quarter of a century, middle power governments have been outclassed by
more nimble small powers in coming to terms with the full import of the digital
revolution transforming the world. This consistent edge of certain small powers
has been captured in the annual Network Readiness Index prepared for the World
Economic Forum (WEF), the 2015 version of which saw Singapore and Finland
ranked yet again at the forefront (1 and 2, respectively), ahead of Sweden, the
Netherlands and Norway (at 3, 4 and 5, respectively), with no G20 countries in
top five.! This laggardness in cyber readiness among most middle powers has been
particularly visible in the defence sector even though the world’s only superpower,
the United States, began a clear transition in its cyber-military ambitions in the
mid-1990s. For example, in the case of India, in 2012, an Institute for Defence
Studies and Analyses (IDSA) Task Force recommended that “India must raise a
cyber command”.? By August 2015, The Times of India reported that the Modi
government was preparing to implement the recommendation, but the newspaper
observed that “India has been quite slow to respond to the ever-expanding military
challenges and threats in space and cyberspace”.?

There has been little effort in public by middle power governments to
benchmark national security needs in cyberspace in the same way as they benchmark
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naval, air and ground capability against strategic needs (strengths and weaknesses
of potential enemies and their intentions) and balance those against national budget
constraints. Most of these countries have high-profile national debates about
whether they need a sovereign capability to build naval combat ships, submarines,
or fighter aircraft but have been relatively silent on the type of national cyber
innovation system they need for future warfare. To help stimulate such a debate,
this chapter attempts to use a benchmarking approach across a combined set of
political, economic, military and technical issues.

While recognising the limitations of benchmarking, the chapter sees the value
of such an exercise as helping to evaluate a country’s current levels of performance,
build political pressure for change, identify gaps, expose other countries’ pathways
to success and find innovative approaches.”

The first main section of this chapter lays out selected aspects of what two
countries of high strategic interest — China and the United States — have done or
may be planning to do in the 10-20 year time frame. The second section previews
trends and characteristics of cyber-enabled war, systems for attack and defence,
asymmetric warfare, distributed warfare and scenario planning. In summary, the
benchmarks reviewed in the chapter are derived from the sources listed in Table 1.

Table 1: List of Benchmarks Discussed

Future National Defence Postures
China: cyber power intent, cyber S&T intent, distributed cyberwar, militia

United States: prompt information dominance, cyber weapons for all, R&D innovation, military
education

War avoidance and peace building
Future ‘Cyber-enabled War’ Trends

Future technologies of complex cyberattack and defence
(multi-vector, sustained, cyber + kinetic)

Technologies of decision-making

Scenario planning

A comprehensive study of middle power national security needs in cyberspace
relying on such benchmarks would require more research, expertise and time.
Therefore, the value of this chapter is more in its pointing to the need for, and
potential scope of more comprehensive, public domain studies.

The discussion in the chapter is introduced by a necessary review of the
boundaries of “national security in cyberspace” or “cyber-enabled war”. Many policy

documents are not as consistent or rigorous in differentiating keys aspects of this
as they might be. The North Atlantic Treaty Organisation (NATO) Cyber
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Cooperative Defence Centre of Excellence notes: “There are no common definitions
for Cyber terms — they are understood to mean different things by different nations/
organisations, despite prevalence in mainstream media and in national and
international organisational statements.” In many policy documents, the term
“cyber security” is too often used as a catch-all to avoid specific public elaboration
of concepts like cyberwar and cyber-effect operations.

National Security Needs in Cyberspace: Information Dominance

The term “cyberwar” is shorthand for a phenomenon that is not easily captured in
a single term, much less one that may have shared meaning for people involved in
national security policy around the world. The inadequacy of the word “cyber” as
a prefix is illustrated quite well by the title of the book, Cyber War Will Not Take
Place.® The book depends, as its main argument, on a narrow interpretation of the
term, “cyberwar”, as one limited to operations in cyberspace. As such, the argument
is defensible but the number of countries actively preparing for what most of us
call “cyberwar” is growing. They obviously believe that something like cyberwar
or war in cyberspace may take place. The only way to get around this lack of
terminological precision in the word “cyber” is for each publication that uses it to
say how it understands the term.

There has to be a clear distinction made between “cybersecurity” on the one
hand and, on the other, discussions of military and defence needs in cyberspace.
The latter encompasses the former, but is very different from it and involves a
much larger canvas of policy.

That said, it is worth reflecting on the concept of cybersecurity. It has at least
eight “ingredients” or foundation elements, some of which are narrowly technical
(but which all involve human input and institutions) and others which are
simultaneously technical and deeply dependent on the character of the non-
technical ecosystem. One view of these ingredients is captured in Figure 1, which
describes them as vectors of attack and response, each of which can involve civil
or military targets or actions.

The meaning of each of the terms describing a vector is self-evident, but
“ecosystem” is worthy of recalling as we consider a national security environment.
The ecosystem for military purposes must be understood to include the entire
“infosphere”, including attack and defence systems of potential or actual enemies
and allies. This approach leads us towards cyber impacts on warfare and war
planning beyond those involving traditional notions of “cybersecurity” (involving
computer software and hardware).
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Figure 1: A Cybersecurity Model’

Eight Vectors of Attack and Response™*

But this approach does not go far enough. It is a framework developed by
engineers to address problems of protection of information and information systems
largely at the enterprise or network level and in peace time. Though the eight-
ingredient framework is a useful departure point for broadening our understanding
of what shapes security in cyberspace in the military sphere, the framework does
not do justice to wider political, economic, legal and social aspects of war fighting
in the kinetic space. All military strategy and planning for any kind of war depend
on the political, economic, legal and social environment as much as they do on
engineering, systems management or capability-based approaches.

For this reason, we are obliged to understand the term “cyberwar” (adapting
Clausewitz) to refer to the continuation of politics through cyber means with
warlike intent. Cyber means must involve “machine-based computation” with or
without support from kinetic military capabilities (missiles, bombs, guns). But
“cyberwar” independent of the non-cyber domain, is as Rid argues, probably
unimaginable. This chapter therefore see the interests of national defence planning
as better served by using a concept like “cyber-enabled war”, since war of any kind
is an act involving the political, economic and civilian resources of states, as well
as their military technological resources. We must also note that most developed
countries depend on computers and IT-based communications systems for the
targeting and operation of all modern missiles, bombs and guns. One of the best



Middle Powers and Cyber-Enabled War 27

scholarly analyses of the impact of the information age on war may be a 2009
paper by Amit Sharma.® He addresses the strategic impact on war fighting goals of
the information age in a way that few scholars have done, even in leading think
tanks in the United States.

For this reason, among others, the use of the term “cyber-enabled war” in this
chapter should not be seen as conforming in definitional terms to the meaning
either of the term “information operations” or the term “cyberspace operations”,
as used by the US Joint Chiefs in their doctrinal publications,’ since these US
terms are intended only to convey the scope of military operations that do not by
themselves constitute the totality of a state’s strategic objectives and actions in any
war, including in cyber-enabled war. The US Government avoids public discussion
of concepts like cyberwar, even though, as is clear later in this chapter, the current
administration assigns an overwhelming centrality in its military strategy to
cyberspace.

A unifying element between the concept of “cyber-enabled war” and
“information operations”, is the concept of “information dominance” as the
principal organising objective of national security policy (preparation for war) in
the information era. Both the United States and China have used this concept but
not always with the consistency one might expect.

In sum, the author does not see cyberspace as a separate domain'® of military,
social, economic or political life. It cuts across all domains. Cyberspace governs all
economic, social, scientific, business and medical activity dependent on any sort
of computerised record-keeping or more complex analysis. In military affairs,
cyberspace encompasses the entire fabric of strategic command and control,
weapons systems, battle space management and intelligence dissemination, on
which national military security depends. Cyberspace unifies all domains of warfare,
especially its political control and its political impacts.

Moreover, the US Joint Chiefs have identified three layers of policy and
operational activity in cyberspace: physical, logical and the “persona”, but go further
by integrating these into consideration of the environments (informational,
operational and political), and considerations like the relationship between
information operations and cyberspace operations, and the involvement of the
private sector."

International Trends in Planning for Cyber-enabled War

The national security needs of middle powers should be shaped above all by the
threats or opportunities emanating from more powerful countries or non-state
actors of military significance to them. This involves comprehension not only of
their intent and capabilities of today but also of their likely intent and capabilities
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in the future. This section of the chapter looks at two cases: China and the United
States. Since national security is a balance between political, economic, military
and social considerations, any estimate of how the two great powers impact the
security needs of other countries in cyberspace must address the full spectrum of
national security: economic as well as military. The economic and social bases of
national security include a country’s national industry base, its scientific and
technical potential, and the skills of its people. The political setting is also an
essential determinant of war policy, so this section concludes with a review of the
dominant trend in war policy globally: that of war avoidance in a situation of
cyber arms racing.

Cyber Military Policy in China

China is a country of immense national security interest to most middle powers,
not least because of its economic weight and value as an economic partner. Chinese
leaders accept the view that the cyber age is revolutionary in its impact. In February
2014, President Xi told his country and the world that the government would do
everything needed for the country to become a cyber power.'? As analysed in my
book, Cyber Policy in China, this announcement came almost 15 years after China
first committed itself to the goal of what it called informatisation: the maximum
exploitation of advanced information and communications technologies to all walks
of life, including military power and internal security.’® The Xi announcement
was intended by him to convey the view that China was lagging badly in cyber
capability across a broad range of civil and military missions and interests and
that it would henceforth work much harder to catch up.

Cyber Power Intent: In September 2014, Xi told the country it needed a new
cyber military strategy. In December 2014, the government introduced new
regulations for cybersecurity intended to help promote the rapid growth of China’s
domestic cybersecurity industry. In May 2015, the country issued a new Military
Strategy in which the government declared for the first time in such a document
the idea that “outer space and cyberspace have become new commanding heights
in strategic competition among all parties”."

Since declaring his intent in February 2014 to do whatever was needed for
China to become a cyber power, President Xi and his government have been
hyperactive on all relevant fronts: political, legal, economic, organisational and
diplomatic. Leadership attention to this set of issues became even more focused in
May 2014 when the United States indicted five Chinese military personnel for
cyber espionage involving commercial secrets of US-based corporations.”

Today, China is among the G20 countries with a very high level of government
commitment to transform itself to exploit the information revolution. Most middle
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powers can learn from that level of commitment. In 2015, the WEF ranked China
at 25% in the world in terms of the importance of Information and
Communications Technologies (ICTs) in government vision of the future.'® India
was ranked at 71% on this criterion.

Cyber S&T: The scale of the China’s ambition to become a world leader in the
Science and Technology (S&T) base of cyber power is documented in a 2011 plan
by the country’s Academy of Sciences, called “Information Science and Technology
in China: A Roadmap to 2050”. The vision is staggeringly ambitious and complex.
It sees China approaching the frontiers of science, economics and social organisation
in the sphere of information technology by mid-century.

One impetus for the 2011 report was a strategy document, “Technological
Revolution and China’s Future: Innovation 20507, from the Academy of Sciences
which served not just as an overarching mobilising document, but also marked
the launch of a series of 17 subsequent sector-based roadmap reports also looking
ahead to 2050. The 2009 foundation report on innovation, which had involved
some 300 Academy researchers and experts for more than a year, recommended
that China prepare itself for a new revolution in S&T in the coming 10 to 20
years in green energy, artificial intelligence, sustainable development, information
networking systems, environmental preservation, space and ocean systems, and,
most interestingly, national security and public security systems.

This all means that China as an economic and military actor in cyberspace is
determined to look and feel very different in 20 years’ time. For the benchmarking
exercise in this current chapter, we need therefore to ask: how in the next 20 years
will China change its S&T profile in cyberspace and how middle powers can benefit
from that or otherwise secure their national security interests in respect of China?
This benchmarking leads not just to an academic comparison of estimated static
national capability at given intervals, but also provides an insight into a dynamic
policy process inside China in which other countries may seek to intervene to
shape China’s choices to meet their own strategic interests. This has diverse aspects,
not least in respect of shaping normative behaviour about cyberwar but also in
respect of mutually advantageous development of both internationalised and
exclusively sovereign S&T capability in both countries.

On current indications, within 20 years, China’s civil economic and military
capabilities in cyberspace will likely be very far ahead of most countries. A “great
leap forward” by China in cyberwar S&T relative to middle powers is inevitable
given China’s current wealth and its scientific and industrial capability. These other
countries cannot do much about that. But they must prepare now to respond to
the likely impact over the longer term of Beijing’s higher commitment in the past
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15 years to transformation through military cyber S&T compared with their own
lack of commitment in key areas of policy over the same period.

China’s Concept of Distributed Warfare: In spite of undoubted successes in
cyber espionage by the People’s Liberation Army (PLA), China had until recently
moved quite slowly to adjust to the opportunities and challenges presented by
cyberwarfare.'” As mentioned above, it has now made a series of new commitments
and taken innovative measures to make the transition more quickly. Among these
measures has been a move to joint or unified commands on the model of the US
armed forces. This has been based on the strong conviction of Chinese specialists,
learning from their American counterparts, that maximum exploitation of and
defence against cyber assets can only be assured through inter-service operations
and advanced command control systems, which in turn are integrated with space-
based surveillance, intelligence and targeting capability (C4ISTAR)."® It will take
China a decade or two to bed down this transition.

Against the background of this perceived need to centralise command and
control, and given China’s past practices of clinging to outmoded patterns of
national level command and control, including compartmented intelligence
collection, it is all the more remarkable that it has in 2015 also committed to a
countervailing doctrine that accepts the unique characteristic of cyberwar called
“distributed warfare”. This is discussed later in the chapter as a general phenomenon
of high importance to any advanced country, but its application in the Chinese
case is worth calling out. This is the principle that the operational combat
environment of cyber-enabled war provides new opportunities for lower level
formations widely dispersed to achieve strategic impacts in quite distant theatres.
It also captures the consideration that the cyber environment places a premium
on decapitation of superior level command authorities and even of basic
communications systems in such a way that lower-level combat units may need to
fight without the benefit of continuous communications and intelligence feeds.

For China, recognition of this concept of distributed authority at the same
time as it is moving towards unified command centralisation is all the more
remarkable. It has been captured in a turn of phrase in the 2015 military strategy:
“You fight your way, I fight my way” in Section 3, “Guidelines of Active Defence”:
“The armed forces will adhere to the principles of flexibility, mobility and self-
dependence so that ‘you fight your way and I fight my way’. Integrated combat
forces will be employed to prevail in system-vs-system operations featuring
information dominance, precision strikes and joint operations.”” The two sentences
presented together make plain the need for self-dependence even in operations
intended to achieve information dominance.
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In practical terms, it will take some 5 to 10 years for China to develop its
forces to any meaningful capability in this direction, but when it does achieve
such a capability it will be at a scale that dwarfs that of most smaller or less wealthy
countries.

One practical implication of the shift in Chinese doctrine might be that any
country operating with or against Chinese forces may well face isolated warships
or ground force units acting confidently but with superseded orders and/or degraded
intelligence assets because they have been cut off from superior echelons. This
circumstance would not be desirable in fast-moving combat regardless of whether
one is fighting with or against China.

Militia: China has two levels of reserve forces: what might be called normal reserve
forces (reasonably well trained personnel and units that can be mobilised for combat
anywhere in the service of the country); and far less-trained militia units which
are normally assigned to civil defence tasks in their own locality. China has been
developing cyber military capabilities in some militia units. While this might be
construed as related to civil defence tasks in the home province, such as protection
of cyber aspects of critical infrastructure, the character of cyberwar is far different
from kinetic warfare in that the latter has always been shaped by geographic
proximity to one degree or another. Since this civil defence function of militia has
been revived and professionalised by Chinese leaders in the past decade and since
the Chinese Government has developed a massive internal surveillance and
communications take-down capability based on cyber assets, China is exceptionally
well placed to develop the most powerful and best-organised cyber militias in the
world. It does not now have such a strong capability but it has taken steps along

this path.

One added reason for China to develop cyber militia for integration into
strategic and operational military tasks in wartime or in preparation for war is
that it can draw on a massive pool of personnel in the civil work force who have
high skills in their normal employment, in contrast to the PLA and reserve forces
which will probably not have large numbers with the necessary skills on a scale
that can compete with the US forces for several decades. In the 10 to 20 year time
frame, China’s capability in cyberwar will need to be assessed against the certain
availability of a skilled workforce that no Western country could easily marshal in
support of state policy short of an all-out declaration of war and general
mobilisation.

Middle powers with a small highly trained cyber work force in uniform can
usefully learn from the Chinese conditions that could, in a 10 to 15 year time
frame, create a unique and powerful cyber militia capability.
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Cyber Military Policy in the United States

Prompt Information Dominance: The United States has a military strategy
premised on information dominance as the foundation for what it calls “prompt
global strike”. This is a strategic objective in war, not just a tactical or theatre-level
ambition. In conformity with this strategy, the United States is investing heavily
in military uses of cyberspace and undertaking a rapid transformation of its forces.
In 2015, the Pentagon issued a new Cyber Strategy®® and the Commander of Cyber
Command, Admiral Mike Rogers, issued a new planning document, titled “Beyond
the Build”.”!

In US planning, “cyber effect operations” (CEO) in wartime seek to impair
the confidentiality, integrity or availability of not just the machines but the data
contained therein. This can include penetrating enemy intelligence systems and
altering the information about one’s own forces or even information about the
disposition of the opposing country’s forces. A Presidential Directive says that the
United States will seek to apply CEO in all spheres of national activity affecting
war, diplomacy and law enforcement.” It says that offensive CEO (OCEO) “can
offer unique and unconventional capabilities to advance US national objectives
around the world with little or no warning to the adversary or target and with
potential effects ranging from subtle to severely damaging”. The Pentagon Law of
War Manual issued in June 2015 says it is lawful for a country in wartime to
undertake pre-emplacement of “logic bombs” in an enemy country’s networks and
information systems.*

But there is a deeper dimension to the US concept of cyberwar beyond
“information operations” or COE. It relates to the role of information and how a
country’s military power and strategic impact in war can be magnified by cyber
means. In November 2012, the US Joint Chiefs of Staff issued a new joint training
manual on “Information operations”.* It identified the information environment
as the aggregate of “individuals, organisations, and systems that collect, process,
disseminate or act on information”. This is a strategic-level orientation in which
the United States aims above all else to disrupt the enemy’s decision-making as a
prelude to and adjunct for kinetic operations: the integrated employment during
military operations of information capabilities “in concert with other lines of
operation, to influence, disrupt, corrupt, or usurp the decision making of adversaries
and potential adversaries while protecting our own”. Cyberspace operations, covered
in part by a separate military doctrine (Joint Publication) under that rubric, provide
a sub-component to information warfare strategy.®

There are significant innovations in the 2015 policy statements from the
Pentagon, including recognition in “Beyond the Build” that cyber defences in the
Department of Defense (DoD) are weaker than the threats it faces and that military
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units must be able to operate with degraded systems and a lack of cyber situational
awareness (including command and control, intelligence and targeting data).

The most important lesson from the 2015 “DoD Cyber Strategy” is that to
be effective in cyber-enabled war a country needs to plan for it, structure its forces
accordingly, train them for it and develop the foundations for public engagement
in it. The strategy document makes plain that there are many foundations of
cyberwar that need to be out in the open, ranging from critical infrastructure
protection to industry-based research and development (R&D) and shaping a
civilian cyber work force. The document makes plain that any country intent on
fighting a cyber capable adversary will be more effective the more it can talk publicly
about the main elements of the strategy.

By comparison, there has been little recognition among middle powers of the
novel, arguably central role, of cyber-enabled warfare. There has also been no
recognition of the value of public engagement in devising cyberwar polices. Of
some note, for example, as of January 12, 2016, the term “cyber effect” does not
appear to be found anywhere on the Australian Department of Defence website,
except in a submission for the Defence White paper by this author. It is more than
likely that the concept is well known in development work in the Australian Defence
Force (ADF) and that the ADF has already conducted cyber effect operations of
some kind.?* On the UK Ministry of Defence website there is not a similar aversion
to the term, though one finds quickly a plea on September 24, 2015 by the current
Secretary for Defence in the UK, Michael Fallon, to “put cyber front and centre
of our thinking”.””

Cyber Weapons for All: In spite of billions of dollars spent, new forces and
command entities raised, and military education and recruitment revamped, the
United States recognised in 2015 how far it had yet to travel. On June 3, the
Commander of US Cyber Command, Admiral Mike Rogers, observed as follows:

Odur task is to make this domain understood by other warfighters and integrated
into broader military and governmental operations while providing decision-
makers and operational commanders with a wider range of options while resources
are constrained and threats are growing.?®

In the short report, titled “Beyond the Build: Delivering Outcomes through
Cyberspace”, Adm. Rogers emphasised the need to be able to offer commanders
and policymakers “cyber tools in all phases of operations” and an increase in
momentum in building both “capacity and capability”. One report of a large project
on US decision-making for information operations found that, “the DoD does
not yet understand how to measure the decision-making agility of a cyberspace
operations organisation”.”” These concepts rarely receive a public airing in the
debates of middle powers.
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R&D Innovation: One key element of US national policy is its recognition of
the need to “leverage the nation’s ingenuity through an exceptional cyber workforce
and rapid technological innovation”.* It was expressed in just that language in the
2011 DoD strategy which was the predecessor to the 2015 strategy.

In 2011, this was held up as one of the Department’s five principal strategies
for cyberspace. The language was not picked up in the same way in the 2015 strategy
which has a much sharper focus on operational aspects of the cyberwar problem.
Yet the centrality of the civil sector underpinning of the country’s cyberwar
capability is visible through the 2015 document. The references from the 2011
strategy provide a more concentrated expression of the set of issues involved in
innovation policy for defence purposes, and these are highly relevant to middle
powers. It makes the obvious commitment to catalysing new education
opportunities in a situation of high and unmet demand: “Catalyse US scientific,
academic, and economic resources to build a pool of talented civilian and military
personnel to operate in cyberspace.” But it says that its plans in this area of skill
development will be paradigm changing and will include the private sector:

* Streamline hiring practices for its cyber workforce.

* Exchange programmes to allow for “no penalty” cross-flow of cyber
professionals between the public and private sectors to retain and grow
innovative cyber talent.

* Adopt and scale cross-generational mentoring programmes.

* Develop reserve and national guard cyber capabilities.

* Infuse an entrepreneurial approach in cyber workforce development.

* DPreserve and develop DoD’s intellectual capital.

* Replicate in the DoD the dynamism of the private sector.

* Harness the power of emerging computing concepts (especially speed and
incremental development rather than a single deployment of large, complex
systems).

* Create opportunities for small and medium-sized businesses and
entrepreneurs to move concepts rapidly from innovative idea, to pilot
programme, to scaled adoption across the DoD enterprise.

* Empbhasise agility, embrace new operating concepts, and foster collaboration
across the scientific community.

Thus, for the United States, the national goal of ensuring military
competitiveness in cyberspace depends on a “paradigm changing” approach to
innovation, national education and work force development, which will then be
reflected in paradigm changing approaches to military workforce development and
deployment. There is almost no evidence in the public domain that any middle
power has such a comprehensive view of how to make this paradigm shift.
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Military Education: On a narrower military front, we can look at the education
of junior officers and the role of their officer training academies in cyber policy
development. The US Military Academy at West Point is arguably the most
advanced in all aspects. Here are some highlights:

* The first undergraduate institution certified by the National Security
Agency in 2001 as a “Centre of Excellence” in Information Assurance
Education.

* Ranked ninth among more than 5,000 tertiary education providers in the
United States in 2014 in terms of quality of education in cybersecurity.

* A Cadet Cyber Enrichment Programme offering internships in industry.

* A Cyber Leaders Development Programme providing up to 800 hours of
non-academic training for each cadet.

* A community outreach programme where cadets teach local students
cybersecurity.

* An Army Cyber Institute (cyberwarfare research and teaching, set up in
2014; planned for 75 members of staff by 2017, funded in excess of $ 20
million) which involves cadets in its work.

* Co-publisher of the journal, Cyber Defense Review (launched in February

2015).

* Cyber Research Centre (in the Electrical Engineering and Computer Science
Faculty).

* Host of the first Joint Service Academy Cyber Security Summit in May
2015.

The United States Air Force Academy (USAFA) has extensive cadet-based
programmes in cyber security, outer space operations and broader challenges of
technological and management innovation. Its Centre of Innovation combines a
range of disciplines pertinent to the broader information revolution in civil affairs
or the revolution in military affairs.*! The US Naval Academy has an undergraduate
major in Cyber Operations.

War Avoidance and Peace Building

At the beginning of this section of the chapter, I have noted that the national security
needs of middle powers in cyberspace should be shaped in large part by the military
intent and capabilities of other actors. But these needs must also be driven, above
all else, by the goal of war avoidance. Diplomacy and politics are the main tools
in war avoidance. Therefore the trend in global politics toward or away from
confrontation in cyberspace or on cyberspace issues should be a major driver of
national security planning for middle powers. The global trend on this front is
mixed, with both increasing tensions and stepped-up efforts to reduce tensions.
The seriousness of this consideration should not be underestimated.
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The importance can be illustrated at one extreme end of the spectrum by
developments involving the nuclear forces of Russia and the United States.” In
June 2013, Russia and the United States agreed to set up a cyber-risk reduction
centre (a hot line) staffed by technical specialists inside the existing bilateral nuclear
risk reduction centre. Its purpose was to allow the two countries to exchange
information on cyber incidents that might impinge on nuclear military readiness.
This was an important development in the bilateral cyber military relationship.*

Yet in December 2014, Russia’s revised military doctrine declared that the US
cyber-enabled strategy of “Prompt Global Strike” is one of Russia’s four main
military dangers.** The Russian Government had been a little more circumspect
in its 2010 doctrine with the statement that the only military nuclear threat it
faced was “disruption of the functioning of its [Russias] strategic nuclear forces,
its systems of missile warning and control in outer space or of nuclear munitions
storage facilities”.*® By October 2014, Russia had already acted on its increased
concern about cyber threats, including through the deployment into its strategic
missile forces of cyber defence units for the first time.*® This link between cyber
risk reduction and nuclear threats goes a long way to explaining rhetoric like a
“cyber Pearl Harbor” used by former CIA Director Leon Panetta in October 2012.

The case of United States/China relations on military uses of cyberspace is
also very important in terms of overall strategic stability. According to the few
authoritative sources available, China’s military leaders are deeply disturbed by the
US policy of prompt global strike and see it as new evidence of muscle-flexing
and dominating behaviour.’”” This concern is aggravated by perceptions of
inadequacy in cyberwarfare capabilities relative to the United States, and a sense
in China of profound weakness in the face of the information and electronic warfare
power of the Americans’ global alliances. The core diplomatic challenge is how to
manage the asymmetry in cyber military power (which will persist for some time)
without falling into a new Cold War.*®

At the other end of the spectrum of cyberspace interaction among states are a
string of cooperative measures over more than decade in multilateral and bilateral
settings. These include agreements in the G20, Asia Pacific Economic Cooperation
(APEC), the Association of Southeast Asian Nations (ASEAN) Regional Forum
and various iterations of a Group of Governmental Experts (GGE) under the
auspices of the United Nations (UN) looking at international security aspects of
information and communications technology.* (The details of the UN GGE report
are discussed later in the chapter.) By 2015, the overwhelming message of these
initiatives was that global and national economic stability, as well as plain good
governance, depend on constraining state-on-state cyberattacks in peacetime.®” An
equally important objective of these efforts has been to contain cyber probing and
attacks in order to prevent unintended conflict escalation. The management of
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these issues was seen as a protracted but feasible process in an environment where
all major powers not only see war amongst them as highly unlikely but also hold
up this view as a major plank of policy.

The most surprising moves in 2015 were bilateral, between China and Russia
and between China and the United States.

On May 8, China and Russia concluded a formal agreement with Russia not
to interfere unlawfully in each other’s information resources and networks.*" (In
January, China and Russia had participated in tabling a slightly revised draft of
the proposed code of conduct for cyberspace initially submitted to the UN in
2011.)%

By signing the new bilateral agreement in May, China and Russia together
appeared to have pre-empted the advisory effect of the 2015 GGE report, and its
recent predecessors, to give legal effect to some of the principles proposed. The
bilateral agreement also goes very close to constituting a formal military alliance
in cyberspace, since it lays out a mutual obligation of assistance in the event of a
wide range of cyberattacks.

The Russia/China agreement is a fulfilment of a decade of involvement by
the two countries in cooperative measures on cyberspace governance, including
through the Shanghai Cooperation Organisation (SCO) talks beginning in 2006.
The 2015 agreement formalises, at a bilateral level, the intensifying multilateral
effort building of the proposal in the UN system for a code of conduct in
cyberspace. The agreement is as much about that effort as it is about strengthening
each other in the face of US cyber pre-eminence. Article 1 describes malicious use
of cyberspace “as a fundamental threat to international security”. Article 4 commits
the two countries not to undertake actions like “unlawful use or unsanctioned
interference in the information resources of the other side, particularly through
computer attack”.

This is not a commitment to refrain from all use of military cyber assets against
each other. Neither Russia nor China regards cyber espionage or preparations for
war in cyberspace as “unlawful” or “unsanctioned”. Of some note, Article 6.2
commits both parties to protect state secrets of the other, and references a prior
bilateral treaty with that precise effect dating from May 24, 2000.

In early September 2015, in advance of a state visit by President Xi Jinping to
the United States, China sent the Politburo member with responsibility for its non-
military spy agencies, Meng Jianzhu,” to Washington for several days of official
discussions to try to dampen controversies within the United States about the norms
of cyber espionage.* This was at that time the high point in direct official contact
on the subject resulting from a robust diplomatic campaign by the United States.
This campaign reached a new peak in March 2013 when National Security Adviser,
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Thomas Donilon, made public demands on China to abide by rules of the road
prohibiting cyber espionage for commercial purposes.®

The Meng visit was highly productive, with the two countries agreeing not to
conduct commercial espionage against each other for the benefit of their own
companies and to set up a Cabinet-level working group for problem solving on
cyber security issues from a law enforcement angle.“¢

Just weeks earlier, the UN had published the report of the fourth GGE.” With
Chinese representation in the group, this report marked a new stage in
intergovernmental consensus on some related issues, including most importantly
the endorsement of a range of possible “voluntary, non-binding norms, rules or
principles” for restraint in international cyber practices.

The 2015 GGE report proposed three potential “voluntary non-binding
norms” for state behaviour in cyberspace:

* States should not attack each other’s critical infrastructure for the purpose
of damaging it.

* States should not target each other’s cyber emergency response systems.

* States should assist in the investigation of cyberattacks and cybercrime
launched from their territories when requested to do so by other states.*

As promising as these moves in the direction of restraint and war avoidance
have been, they only begin to scratch the surface of what is needed. There is no
commitment among the major military powers of the world to any idea of military
sufficiency in cyberspace or the idea of the security dilemma (the concept that
when a state strengthens its own military power such action can have the unintended
effect of weakening its security because it prompts military rivals to increase their
capabilities).

Cyber War: Trends and Technologies

In 2009, Martin Libicki, one of the most respected scholars of cyberwarfare,
concluded in a report he wrote for the United States Air Force that “strategic
cyberwar is unlikely to be decisive” and that “operational cyberwar has an important
niche role but only that”.* In 2012, Thomas Rid and Peter McBurney from King’s
College London made an important distinction between target-specific
cyberweapons that may be high value in terms of effect and those of more general
application (not target-specific) that are of lower value in terms of effect.”® They
say there is a clear penalty involved in developing the high-value weapons which
“increase the resources, intelligence and time required for development and
deployment” and are “likely to decrease the number of targets” and the “political
utility of cyber-weapons”.
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These assessments are sound, but they must be interpreted against the
y g
definitions of “cyberwar” or “cyberweapon” that the authors use. Libicki’s definition
of cyberwar is a narrow one (does not involve “real” war, that is a physical one),”!
and Rid and McBurney define a cyberweapon as “computer code that is used, or
y Y
designed to be used, with the aim of threatening or causing physical, functional,
g g g phy:
or mental harm to structures, systems, or living beings”.>*

There are at least three important dimensions of the policy problem presented
by cyber-enabled war that such assessments do not take into account:

* Will the cost/benefit relationship in technical development and use of
cyberweapons change in the 10-20 year time frame?

*  Will the political character of a cyberweapon change as countries accumulate
entire cyber arsenals, rather than single cyberweapons?

* Does the political character of a cyberweapon change as countries move
away from conventional military strategies to information age strategies
where information dominance is judged to be the decisive capability?

My answer to all three questions would be yes. Over time, the conclusions by
Libicki, Rid and McBurney are likely to be less relevant. For the purposes of this
chapter, we must note the highly dynamic character of the policy field represented
by cyber-enabled war as countries accumulate capability, as technological options
expand, and as key governments of interest continue to move decisively toward
information dominance as an over-arching military strategy.

One of the best descriptions of the trends may be a 2011 book, America the
Vulnerable, by the former Inspector General of the US National Security Agency,
Joel Brenner, who takes a distinctly non-technical approach and accords political
and economic underpinnings of war and strategy a higher place than most specialists
on cyberwar.”® While not agreeing with a number of his conclusions, I would like
to illustrate the preceding point by calling out his understanding of how China
has reacted to US and Allied capability for information operations over the time
since the first Gulf War in 1991 with a deepening and quickening attention to
cyberwarfare.” This is laid out in different parts of the book, and is essential for
understanding that the technologies and strategies of cyber-enabled warfare are
not static — anything but! One essential takeaway from the Brenner book is that
cyberwar as a real-life phenomenon (budgets, soldiers, politicians, industry and
war-fighting) is only in its infancy and that it may be about to mature very quickly.

Another essential conclusion from the Brenner book is a very stark one that
has grave national security implications for war planning by middle powers. Brenner
concludes that his country “cannot defend our [its] electronic networks that control
our energy supply, keep aircraft from colliding in midair, clear financial transactions,

or make it possible for the President to communicate with his cabinet secretaries”.>
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For any country, as cyberwar capabilities of potential adversaries expand, those
highly vulnerable aspects of cyber civil infrastructure that underpin military
preparedness, including mobilisation of forces through civil airspace, also become
more likely targets.

Brenner aptly titles his first chapter, “Electronically Undressed”. If the United
States cannot defend its critical infrastructure in cyberspace at present, and it cannort,
and if the world is on the edge of a rapid expansion of cyberwarfare capabilities by
the most powerful countries, this would appear to have implications which middle
powers should publicly acknowledge and to which they should more consistently
provide appropriate responses.

Brenner outlines a suite of policy measures, most of which are highly reasonable.
While few address issues of war fighting capability or strategy, all of them represent
potential contributions to national security preparedness in cyberspace. For example,
he calls out the need to move toward highly secure computing (“verifiable software
and firmware”) by promoting public support for research in this area. The
implications of this transition are spelled out at length in a 2014 paper from the
EastWest Institute, which argued that governments have tolerated for too long the
exposure of their security to vulnerabilities of the sort outlined by Brenner.’ This
EastWest paper called on governments to “send clear [market] signals to enable
security-driven IT innovation, starting top-down with the highest security
requirements in the highest value targets”. As importantly, it urged governments
to “cooperate internationally to realise this new paradigm quickly and to stem the
evolution of high-end cyber attackers before they can inflict more damage”.

Brenner’s book, America the Vulnerable, is but one of many sources indicating
the scale of the challenge in national security arising from the rapidly intensifying
transformations of the information age. A policy framework that is slow,
incremental and largely oblivious to the emerging trends of cyberwar (the sort of
framework most middle powers have had) will fail badly. For this reason, the
September 2015 document, “Beyond the Build”, issued by the Commander of
the US Cyber Command, Adm. Rogers, and referred to above, must stand as a
summary indicator of where all countries seeking to maximise national security
and cyberwar planning must head in the 10-20 year time frame.

We might note two US assessments, one official and one from an academic
source:

o US Worldwide Threat Assessment 2015: “2014 saw, for the first time,
destructive cyberattacks carried out on US soil by nation state entities ...
we must be prepared for a catastrophic large scale strike — a so-called cyber
Armageddon ... unpredictable instability is the new normal.”’
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*  Emerging Cyber Threats Report 2015: “Low-intensity online nation-state
conflicts become the rule, not the exception.”®

Special Features of Cyberwar

Leaving aside the great powers preparations for cyber war for a moment, there are
other important politico-strategic aspects of war in cyberspace that have relevance
regardless of the country involved and which are also likely to evolve in the next
10-20 years in ways that middle powers should take into account.

First, there is the new potential offered by cyberspace for asymmetric warfare
by weak military powers (and non-state actors) against states that are clearly superior
in conventional (kinetic) military terms. While this concept has been present for
along time, it is not a static phenomenon but changes with advances in technology.
According to a study compiled by the US Director of National Intelligence (DNI)
in 2000, of likely threats to 2015, asymmetric warfare was then the first of only
three likely military threats faced by the United States.” The other two were strategic
threats from weapons of mass destruction and regional conflict threats. The DNI
report defined asymmetric conflicts as those in which “state and non-state
adversaries avoid direct engagements with the US military but devise strategies,
tactics, and weapons — some improved by ‘sidewise’ technology — to minimise US
strengths and exploit perceived weaknesses”. By 2015, the DNI confirmed in its
annual worldwide threat assessment just this prognostication, though in slightly
different words. Listing “cyber” first in its list of threats, the DNI concluded: “The
likelihood of a catastrophic attack from any particular actor is remote at this time.”
He said that the more likely threat, rather than one that debilitates the entire US
infrastructure, would be “an ongoing series of low-to-moderate level cyberattacks
from a variety of sources over time, which will impose cumulative costs on US
economic competitiveness and national security”.®

Second, there is opportunity for “distributed” warfare, a capability (and
arguably a practice) that will become more pervasive over time. In simple terms,
distributed warfare is the translation of the national-level use of coercive power to
disconnected individual units. It mirrors the same decentralisation of political
authority that has been visible in the use of social media to break down the power
of authoritarian regimes in places like Egypt or the Hong Kong Special
Administrative Region. There are several ways of understanding this phenomenon
in respect of military applications. One is to look at the role of patriotic hackers,
whose potential in warfare may be likened to partisan forces capable of disrupting
an enemy but which are either affiliated loosely with their home government or
not connected at all, often acting against its interests or express wishes. Patriotic
hacking is an important and evolving phenomenon in several regions, especially
East Asia (most notably in China, South Korea and Japan).
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Another dimension of distributed warfare is the contribution and role of cyber
militias, people who have a civilian day job but who can be directed by the national
government at short notice to participate in national security activities, including
cyberwar if need be. As noted above, China has an active programme for developing
cyber militia units, but also relies on its unique political system to co-opt companies
and firms. The United States does not have such an explicit reliance on cyber
militias, in part because it has an established network of high-tech companies who
can be quickly and easily paid to feed into US national security activities if need
be. According to the government, it has at least 10,000 cleared companies it can
consult for advice on highly classified technical aspects of the country’s intelligence
needs.®!

The above forms of distributed warfare are challenging enough to national
security operations, demonstrated not least by the Snowden affair in which one of
these paid employees was able to use his individual “network power” to blow open
some of the most sensitive aspects of US cyberwarfare capability and preparations.
The Snowden revelations on Operation Prism, which implicated nine leading US
corporations in direct and large-scale involvement in US national security missions
in cyberspace, produced an even more damaging outcome in that these companies
reacted by distancing themselves from any political subordination to or co-optation
by the national government as participants in distributed cyberwarfare capability.
Microsoft, for example, has made plain its position that it treats all clients equally,
including the United States and China.®* This reverse positioning of US
corporations away from integration into the distributed warfare assets of the
government was evident when the US-based company, Symantec participated in
the analysis of and revelations about Stuxnet, leading to the disruption of that live
US intelligence operation and subsequent exposure of it.*> One implication of this
is that middle powers must continually evaluate any presumption they make about
the security affiliations and dispositions (patriotic or neutral) of foreign
corporations, not to mention domestic ones.

But the biggest challenge presented by distributed warfare is the fundamental
change in the relations between a central command authority and its deployed
units. In an era of information dominance and concrete enemy plans for
decapitation of command and control, whether through cyber or kinetic means,
all military units must now have ways of re-connecting with each other if key links
in the central chain are broken. As mentioned above, China has responded to this
much more explicitly than most countries in its recent military strategy (May 2015).
It foreshadows a lessening of central command authority to foster the conditions
of victory in cyberwar under the rubric of “self-dependence” for individual military
units (“you fight your way and I fight my way”).
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One of the political consequences of distributed warfare and its asymmetric
potential is that it may also break down the traditional value of military alliances,
especially the provision of extended deterrence. Some countries benefit from the
technical support of its intelligence alliances, especially the Five Eyes,* in preparing
for cyberwar and conducting information operations. Even in that case however,
while the UK, Canadian, Australian and New Zealand forces enjoy considerable
integration into advanced command and control arrangements with the US forces
for operations, there is however considerable evidence to suggest that their reliance
on the United State for extended deterrence may not have as much impact in
cyberspace as for kinetic operations. In NATO, the United States has agreed with
its alliance partners that an attack in cyberspace can constitute an armed attack
for the purpose of invoking mutual response under Article 5 of the treaty. The
question however is whether cyber incursions of a warlike character or preparatory
to war would in practice attract US defensive action. It is more than likely that
middle powers allied to the United States would have to plan for a higher degree
of self-reliance in cyberspace than in maintaining kinetic military capability because
the recognition of thresholds of incursion or assault in cyberspace is far less
developed and far more ambiguous than in kinetic scenarios. There is little room
for doubt about intent when several bomber aircraft of one country penetrate the
airspace of another without prior clearance. This would constitute a threat of armed
attack. The same clarity is not yet in place for cyber incursions.

Future Systems of Attack and Defence

Trends in technologies for cyberattack and defence have been described in many
places: from government agencies, scholars, vendors, netizens and hackers. Those
of significance for benchmarking national security needs range across all eight
vectors of the “cyber flower” described in Figure 1, but they also include those
that cut across and combine the individual vectors. These might be called “systems
of systems” technologies. The scale of the challenge in forecasting technologies of
attack and defence systems should not be dumbed down by any one person’s
understanding of security in cyberspace. The first thing that strikes a policy analyst
coming to the question from a neutral, non-specialist position is the immense
diversity of estimations about future technologies of attack and defence systems.
There is also the consideration that novel (disruptive) cyber technologies will emerge
and be deployable at short notice, in time periods as short as a matter of days in
terms of warning.

From the point of view of benchmarking the national security needs of middle
powers, this chapter has chosen to highlight just a few ideas of future systems that
are not particularly prominent in public discussion by officials or among specialists
in middle powers.
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If one looks narrowly at the typical security specialist’s horizon, the
characterisation of threat development around complex cyberattacks is a useful
place to start. In 2015, a US-based analyst, Carl Herberger, the Vice President of
Security Solutions at Radware, reported that in 2013 the average cyberattack he
had observed involved seven attack vectors (though some had reached over 25 attack
vectors), different phases (each with several waves), with successive phases relying
on methods that worked in the previous phase but adding new attack vectors.®
This was rather well captured in a FireEye presentation in 2013 which listed four
characteristics of the emerging threat landscape: coordinated persistent threat actors,
dynamic polymorphic malware, multi-vector attacks and multi-phase attacks.®

These characterisations are very important benchmarks. But they don’t take
us as far as we need to look. They address only a narrow slice of the eight vectors
of attack, and don't say a lot about defensive systems.

As one leading international example of future defensive systems, we might
look at the topic of critical infrastructure protection and the acknowledged world
leader in cyberspace defence of it, the Idaho National Laboratory (INL). The focus
of this work is not military battlefield systems, but it provides many benchmarks
for development of battlefield systems and for defence policy makers and military
leaders who must be able to depend on certain critical infrastructure. After all,
there is no victory in war without survivable critical infrastructure. That is one
meaning of the word ‘critical’.

We can take the case of electric power supply which is just one of eight
ingredients of cybersecurity. Not only is it controlled by digital assets, but it is
possibly the most ignored vector of attack and response in cyberspace. This was
the subject of testimony of an Associate Director of INL, Mr Brent Stacey, on
October 21, 2015, which is extracted verbatim below and which gives any country
considerable cause for concern:

* The presumption that a control system is “air-gapped” is not an effective
cyber security strategy. This has been demonstrated by over 600 assessments.

* Intrusion detection technology is not well developed for control system
networks; the average length of time for detection of a malware intrusion
is four months and typically identified by a third party.

* As the complexity and “interconnectedness” of control systems increase,
the probability increases for unintended system failures of high consequence
— independent of malicious intent.

* The dynamic threat is evolving faster than the cycle of measure and
countermeasure, and far faster than the evolution of policy.

* The demand for trained cyber defenders with control systems knowledge
vastly exceeds the supply.’
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The sort of defensive response outlined by INL is also quite instructive. It has
identified a three-tier approach rendered verbatim below:

(a) Hygiene: “the foundation of our nation’s efforts, composed of the day-
to-day measure and countermeasure battle”; “important routine tasks
such as standards compliance, patching and password management”;
“primarily the role of industry, with both vendors and asset owners
participating”.

(b) Advanced persistent threat: “the more sophisticated criminal and nation
state persistent campaigns’; requiring “a strategic partnership with
industry and government”; “these roles are still evolving”; “ICS-CERT*®
provides critical surge response capacity and issues alerts of current
vulnerabilities to the government and asset owners”.

(c) High impact low frequency events: “catastrophic and potentially
cascading events that will likely require substantial time to assess, respond
to, and recover from. This level is primarily the responsibility of the
government.”

Research at INL focuses on the two high priority tiers [(b) and (c) in the list
above], aiming for a “two-four-year research-to-deployment cycle” and to “achieve
transformational innovations that improve the security of our power infrastructure
by reducing complexity, implementing cyber-informed design, and integrating
selected digital enhancements”. The laboratory “is pursuing a grand challenge to
develop novel and deployable solutions to take a set of high value infrastructure
assets off the table as targets”. This programme assumes pervasive insecurity: It
promotes “a paradigm shift in the methods used to historically develop control
systems. This paradigm is predicated on the fact the traditional trust relationships
in peer communications are no longer a satisfactory assumption. Instead, a resilient
control system design expects a malicious actor or actions to be part of normal
operation and is designed to mitigate such actions”.®

Most middle powers have no comprehensive effort that remotely matches the
approach adopted by INL, and in fact much of their governmental effort is spent
on the lowest priority tier [(a) in the list above] identified by INL: the cybersecurity
hygiene of operators and enterprises.

A 2012 UK analysis provides some additional insight into the processes
threatening cyber resilience of another aspect of critical infrastructure, the financial
services sector.”’ The study was based on consultation with industry. Interviewees
identified as one of the top three technology risks the “development or emergence
of new technology and poor change management in relation to new technologies™.”!
A 2013 academic study on a similar subject warned against the danger of estimating

risks in isolation from each other: “Estimation of CPS” risks by naively aggregating
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risks due to reliability and security failures does not capture the externalities.””* It
called out “biased security choices” that “reduce the effectiveness of security
defences”. Looking to future threats, it warned that CPS “are subjected to complex
risks, of which very little is known despite the realisation of their significance”.

Technologies of Decision-making

High performance computing, a technology that is well established though rapidly
evolving, is being seen increasingly as an essential tool of cyber defence management
at the national military level, as well as a new weapon in the hands of adversaries.
A 2014 paper from Sandia Laboratory lays out a future “technology of decision-
making” based on high performance computing’® that might usefully be understood
by analogy as an attempt to create for cyberspace, as a global civil domain, an
upscaled version of the global strategic C4ISTAR system for U.S. command of its

strategic nuclear weapons, including indicators and warning,.

The study took as a core operating principle the proposition that the
cybersecurity terrain for national decision-making is a “continuous lifecycle with
human, organisational, legal, and technical interdependencies”. It identified seven
high priority “wide-area problems” in the field of cyber security that have high
relevance to middle powers in understanding its technologies of decision-making
for cyber-enabled war. These priority problems, listed verbatim, are as follows:

(a) Disjointed response to wide-area and multi-target attack.

(b) Widely dispersed and fragmented detection and notification capabilities.

(c) Ill-defined government, commercial and academic roles and
responsibilities.

(d) Divided and rigid wide-area cyber protection posture.

(e) Unresolved wide-area common and shared risks.

(f) Fragile interdependent wide-area critical access and operations.

(g) Unresolved attribution of attack and compromise.

The authors concluded by recommending areas for further research in high
performance computing to support national security decision-making for
cyberspace.”

It is unsurprising that US Government laboratories have the remit and resources
to take on such challenges, and that scientists in middle powers do not have the
same opportunities. Several middle powers do have well developed assets for research
in and application of high performance computing, but one might reasonably
assume that these have not been rigorously applied to the special demands of
decision-making for cyber-enabled war at the strategic level.



Middle Powers and Cyber-Enabled War 47

If we translate the ecosystem of threat and defence implied by the mere handful
of trends in technology (and response to those trends) mentioned above, we can
only conclude that middle powers are staring down the barrel of almost
insurmountable challenges unless they are able to develop complex responsive
systems of decision-making for medium intensity war that address simultaneous
multi-vector, multi-front and multi-theatre attacks in cyberspace by a determined
enemy, including against civilian infrastructure and civilians involved in the war
effort. And all of that before we even think about emerging technologies like
quantum computing, anti-satellite weapons, mass deployment of drones as
distributed airborne C4ISTAR platforms, a return to traditional HF-based

communications for cyber activities, and laser-based communications.”

Scenario Planning for Cyber-enabled War

There are many components to planning, funding and training a defence force for
the future. One of the most important is the intelligence foundation: What are
other countries doing and planning to do? What might they do in certain
circumstances based on what we know? How might future technologies affect their
military strategies? These are the sorts of issues canvassed above. An additional
tool is that of scenario development, which is especially useful where uncertainty
about the intelligence available will be high, as will be the case in cyber-enabled
warfare. The value of scenario planning is widely appreciated by most military
leaders, though not often exercised in respect of cyber-enabled warfare.

The merits of scenario planning, as summarised by two research scholars for
a NATO-related cyber conflict conference, are worthy of mention.”” There are classic
elements, such as the elucidation of likely geopolitical environments, but these
scholars also see merit in cyberspace scenarios for their ability to tease out alternative
responses to future technologies and in creating a stimulus to change among
policymakers and managers. They also call out, as Adm. Rogers has done, the value
of providing a common ‘language’ and doctrinal approach to possible future trends
in cyberwar. Above all, the authors highly recommend the use of scenarios as a
concrete tool for reducing strategic surprise (“reduction of the impact of uncertainty
through the notion of ‘robustness’™).

Most middle powers have been involved in scenario planning for civil cyber
emergencies. Few have published details of scenarios for cyber-enabled war, but
there is no shortage of demonstration scenarios. As one example, in late 2014, the
United States government conducted an exercise, Cyber Flag, with a wide number
of scenario elements’® that have not been present in similar public domain
announcements in most middle powers about their preparation for cyber-enabled
war. These included:
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* Joint force response to a regional crisis involving significant cyber military
activity.

* Full spectrum military operations (with “cyber plus kinetic” combat goals).

* Alliance cyber operations with air, land and naval forces.

* Operating while being subjected to cyberattacks affecting national
command and control.

This type of exercise scenario is useful but, like most scenarios, it has specific
training and development purposes that need to be limited to the development
stage of the forces involved in the exercise. They do not necessarily reflect the totality
of the type of situation (contingency) for which military planners at the executive
level of government must prepare.

For the purposes of benchmarking international best practice in scenario
development or contingency planning for cyber-enabled warfare, it would be
important to undertake a detailed study since none seems to exist in the unclassified
domain. But for the purposes of this chapter, it may be sufficient to note that
defence planning at the national level, in terms of future war, would be the
“kingdom of the blind” if a country did not have an agreed vision of the likely
contours of a cyber-enabled war. For the United States, one of the most cited is
the case of a military confrontation with China over Taiwan.” This is highly credible
and involves wide-ranging cyberattacks against US civil infrastructure to prevent
mobilisation of US forces or delay their deployment to the Western Pacific.

An alternative way of constructing a scenario would be to take the most notable
incidents of state-sponsored and criminal cyber actions that might be most relevant
to a particular type of medium intensity conflict and see how they might be
combined to develop a scenario of relevance to particular countries. For a middle
power, the list of possible attack vectors for cyber-enabled kinetic war would be
long, but we can illustrate the scope by alluding to the following potential
combination:

Estonia 2007 (a shut down of the financial and banking system) + Chinas kinetic
anti-satellite test 2007 + Stuxnet 2010 (cyber sabotage) + release by the group
Anonymous of military personnel data + cutting of undersea cable (numerous
incidents) + closing down of civil satellite links (Egypt) + closing down electric
grids (US operation in Yugoslavia 1999) + insertion of false data into military
systems + attacks on Saudi Aramco + planting malware in civil aviation systems
+ opening flood gates on dams + closing down military communications.®

Consideration of such scenarios leads us to only one of three possible
conclusions about government policy in middle powers. First, medium intensity
cyber-enabled war outlined in such a scenario may be such a remote possibility
that we need not plan for it. Or, second, we have not studied it sufficiently to
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know or to have developed a national consensus on what type of cyber-enabled
war we are most likely to face. Or third, we cannot regard cyber military policy in
any country as mature. This author thinks that either of the second or third possible
conclusions is more logical than the first. I lean to the third, but am prepared to
credit the second subject to much deeper analysis by relevant agencies, scholars

and think tanks.

A government’s cyber military policy cannot be considered as mature until it

has:

* an open and candid conversation in public with key stakeholders about
the sort of threat scenarios our armed forces and communities may face in
a medium intensity cyber-enabled war;

* developed defence policies and armed forces, supported by the civil sector,
that could perform credibly in those scenarios given reasonable warning
time;

* articulated a diplomatic strategy to reduce the risks of such a war if it looks
like emerging;

* articulated a civil defence strategy for the inevitable high impact disruption
of our civil economy and communities in such a war; and

* set in place policies for development of our industry base and work force
that can support all of the above to the extent that our national economy
permits and limitations of alliance support dictate.

Conclusion and Recommendations

There are many departure points for benchmarking the national security needs of
middle powers for cyber-enabled war. On the one hand, there are developing
capabilities in countries like China and the United States, and middle powers
therefore need to respond with their own sovereign capabilities. On the other hand,
there is the important consideration that the technological trends in cyberwarfare
present a high complexity problem that defies past practices of defence policy
formulation in most middle powers. The type of problem seems much bigger than
the collectivity of institutions normally involved in framing national defence
strategies for middle powers.

Just where a country needs to position itself in this highly dynamic and complex
environment (the information ecosystem) is something that only the collective
wisdom of its best and most expert minds, working in partnership, can answer. A
prerequisite though has to be an open and public debate on the country’s military,
security and civil needs in cyberspace and how well its emerging capabilities match
those needs. Where this has begun to happen in a few middle powers (especially
among members of the European Union, in India and in Australia), the conclusion
has been that the countries in question are badly lagging.



50 Securing Cyberspace: International and Asian Perspectives

While a large slice of the national security cyber domain must remain secret,
the public in any country and its key actors in policy (private sector companies,
state governments, foreign suppliers, military allies, citizens, civil society groups,
lawyers, judges, security agencies, university researchers and educators) need to
have a clear vision, in a number of private places and in public, of where the
government is headed. This vision needs to reconcile competing demands of
national security in the information age with each other and with other public
policy demands, such as open trade, international investment, privacy, industry
regulation or industry support.

Based on this chapter, governments of middle powers and their armed forces
leadership might consider articulating a comprehensive set of policies around the
following benchmarks:

* A national innovation strategy that keeps the country at the forefront of
international best practice in cyber technologies that can be applied in
war.

* A military strategy for cyber-enabled warfare that takes account of the
proven and estimated character of such an armed conflict, including public
intelligence assessments of likely cyberwar threats and a top-end (but
credible) scenario.

* A strategy for sovereign cyberwar capability and cyber survivability in a
time of direct military confrontation with a major power.

* A capital procurement programme centred on advanced cyber-enabled war
capabilities, including space-based assets and new technologies of decision-
making.

* A renovation of military institutions, training and education.

* Necessary investments in niche technologies and research capabilities.

* Astrategy for managing civilian-military divides and critical infrastructure
protection in times of military conflict.

* A strategy for mobilising cyber-capable reservists or civilians in times of
military crisis.

* A sharp distinction between the national needs for cybersecurity as largely
a civil domain set of issues and the needs for cyber-enabled war fighting
capability.

Above all else, a middle power needs to build a community of interest around
the concept of cyber-enabled warfare with a recognised authoritative hub that can
unite political, military, diplomatic, business, scientific and technical interests and
expertise.

One thing is crystal clear: middle powers will not make the necessary transitions
for cyber-enabled warfare at all unless they make a number of new policy
commitments and substantial institutional transformations very soon.
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At the same time, no middle power need stand alone in constructing a national
defence strategy and diplomacy that can help secure the country’s security interests
in cyberspace. This consideration has been driving work by the countries most
passionately engaged in the UN GGE. If national defences in most countries are
unlikely ever to rise to meet the potential threat of cyber-enabled warfare, the
collective security response must remain a live and fruitful avenue for policy
investment. There is ample evidence in this chapter that the tension between
advancing threats and multilateral restraint still favours the threats and not the
defences. This is likely to remain the case as long as other developments (such as
Russia’s action in Crimea or a threat dynamic between China and the United States)
reinforce geopolitical divides without compensating collective defence measures.

Cyberspace, in spite of its military threat potential and high sensitivity for
national security, may well be a locus for collective defence measures in the civil
sector that can help to compensate for persistent or increasing geopolitical tensions
either around military uses of cyberspace, or for other reasons. Such a conclusion
is based in part on the symbiotic relationship between cyberspace and national
economic stability of even the most powerful military actors. It is also based on
evident commitment, for the most part, of all great and middle powers to war
avoidance.
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THE TRIAD THEORY FOR STRATEGIC
CYBERWARFARE

Amit Sharma

“War is thus an act of force to compel our enemy to do our will.”

—Clausewitz, On War'

“One hundred victories in one hundred battles is not the most skilful. Seizing
the enemy without fighting is the most skilful.”

—Sun Tzu, The Art of War*

Sun Tzu, the elusive military thinker of the East believed that the best form of
warfare is the one in which there is almost no application of force® and Clausewitz,
the military theorist of the West professed that the primary aim of the war should
be to make the enemy submit to your demands.* Cyberwarfare draws on the essence
of both, as it is a warfare that is capable of making the enemy to submit to your
will, with almost no application of physical force. Hence, in order to elucidate the
strategic aspect of cyberwarfare, a cyber strategy involving the conduct of warfare
in cyberspace should be based on the directions of these great military theorists.

There is a paramount need of shattering the misinterpretations of information
warfare. To address these needs, it is imperative that the framework for strategic
cyber or information warfare should have a strategy, which will highlight the
strategic aspect of cyberwarfare. This chapter defines a cyberwarfare strategy, which
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is based on destroying the Clausewitzian Trinity in cyberspace by conducting parallel
warfare® to gain rapid dominance in cyberspace and generating a strategic paralytic
effect on the victim nation called the #riad theory of cyberwarfare. The triad theory
of cyberwarfare provides ways and means to conduct strategic warfare in cyberspace,
which will have a catastrophic effect especially on the information-dependent
Western nations. The chapter will also analyze the effects of this warfare on the
population of the victim nation based on the characteristics of Ulrich Beck’s “risk
society”.® Based upon the cyberwarfare strategy, the analysis also illuminates the
reasons as to why previous cyberattacks such as the Titan Rain” and the ones
conducted on Estonia® and Georgia’ could not achieve the strategic effect.

The chapter also elaborates a framework of strategic cyberwarfare involving
the triad theory of cyberwarfare, its operational cyber campaign plan and formation of
a ‘Known’ and ‘Credible’ cyber deterrence to generate a scenario of Mutually Assured
Destruction (MAD) in cyberspace thus guaranteeing a strategic status quo; as the
primary means of achieving grand strategic objectives in the contemporary world
order. Once the strategic aspect of the cyberwarfare is established, the chapter
concludes by providing various recommendations for creation of cyber deterrence
capabilities especially involving the notion of Prepare, Pursue, Protect and Prevent
in cyberspace to capitalise the strategic opportunities provided by this framework
of strategic cyberwarfare.

The Triad Theory of Cyberwarfare

“A computer-based attack on the national infrastructure could cripple the
nation more quickly than a military strike.”

—Robin Cook, former UK Foreign Secretary'

“The results of cyber-terrorism ... could be worse even than those caused
directly by explosion.”
—Jack Straw, former UK Home Secretary!

The kind of ramifications, which Robin Cook'? and Jack Straw'? illustrated, may
sound dire, but when a cyberattack is conducted with a well-laid strategy, then the
cascade effect would generate ramifications far beyond the arithmetic benefits of a
direct attack. In order to formulate such a strategy, Clausewitz’s Trinitarian Warfare
provides suitable inroads. Clausewitz believed that his wondrous trinity held the
key to victory in wars'* and his claims are well proven even in contemporary wars.
His elusive trinity is composed of three dominant tendencies. He defined these
three tendencies as “the primordial violence, hatred, and enmity, which are to be
regarded as a blind natural force; of the play of chance and probability within the
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creative spirit is free to roam; and of its element of subordination, as an instrument
of policy, which makes it subject to reason alone”."

He abstracted these tendencies as the military or means to fight a war; the
people or support for war in terms of manpower and finances; and the political
instrument or government to provide leadership and direction in a war. Over
centuries these tendencies have interacted with each other, although their
interactions and interrelationships have changed over time. Nevertheless, until the
time all these three tendencies are active and are constantly interacting with each
other, a nation can withstand any attack or hostile event of any magnitude. He
predicted that even if anyone of the tendencies is completely destroyed, the trinity
is resilient enough and the other two tendencies will revive it back and the trinity
will survive.'®

Figure 1: The Notion of Trinity in Terms of Strategic Cyberwarfare'”
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In the contemporary world, all of these three tendencies are extensively
dependent on information and information assets in one form or the other
(Figure 1). Denning elaborates that every aspect of modern nations, right from
military systems to household essentials, everything is in one way or the other,
dependent on information systems.'® Goldman reaffirms that these information
assets are not only adjunct, but have become a crucial arena for conflict."”” As this
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reliance on information assets is increasing, the susceptibility of nations to strategic
information warfare attack is also increasing.”

Under these circumstances, the three tendencies of the Clausewitzian Trinity
are becoming extensively susceptible to strategic information warfare. Hence, if
all the three tendencies are simultaneously attacked, or in conventional terms are
subjected to parallel warfare in cyberspace, then it would generate a cascade effect,
inducing strategic paralysis, and the victim nation would crumble as a system,
resulting in chaos and mayhem. To analyse the effect as a whole, the effect on each
individual tendency must be examined in terms of its susceptibility to such kind
of a coordinated parallel warfare in cyberspace.

Military: The Means to Fight a War

As mentioned earlier, information and information assets have become an integral
component of almost every aspect of warfare. The last couple of years have seen a
colossal change in the conduct of conventional warfare with information assets at
its centre. The change in the conduct of militaries is often termed as information-
enabled or information-enhanced warfare, which has proven its metal especially
during contemporary conflicts such as the Operation Desert Storm (1991),*
Operation Iraqi Freedom (2003)** and the Operation Enduring Freedom
(Afghanistan, 2001),” acting as a potent force-multiplier capable of turning the
tides of the war.

Modern military forces, especially in scenarios of global deployment and of
joint/coalition warfare, are extensively dependent upon information assets for the
mobilisation, coordination, and to an extent for operation. Militaries rely extensively
on information assets in the form of systems like the Command, Control,
Communication, Computer, Intelligence, Surveillance, Reconnaissance (C4ISR)
systems; Strategic Information Dissemination Systems (SIDS); Net-Centric
Warfare/Network Enabled Operations (NCW/NEO); Global Positioning System
(GPS) for guidance and targeting; surveillance systems right from the theatre-level
target acquisition systems involving drones, Battle Field Surveillance Radars (BFSR)
and data acquisition networks, to strategic surveillance systems involving
surveillance satellites, acquisition and analysis systems; communication networks
involving theatre-level data links such as Link 16 to strategic level communication
systems involving communication satellites and Global Command and Control

System (GCCS); and so on.

These information assets have changed the way in which wars are fought and
have acted as a force-multiplier, but this dependence has also enhanced the
susceptibility of military systems to strategic information warfare. Most of these
networks have a significant number of vulnerabilities and are susceptible to attack.?
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There are numerous instances where military systems have been compromised. It
is estimated that every year nearly 250,000 systems at the US Department of
Defense are subjected to cyberattacks.”” With the most notable being the 7izn
Rain, which involved a chain of cyber intrusions from the year 2003 to present
day on US Defence establishment, with the source of attack traced back to China.?
Although most of the commentators classify Titan Rain as a tactical espionage
attempt, the author in Chinese Zixunhua Budui: A myth or a reality, believes that
Titan Rain was not just a tactical espionage attempt, but part of long-term cyber
intelligence to wage strategic cyberwarfare.”” This strategic vulnerability is not
limited to just military networks but over a period of time multiple cyberattack
vectors have been developed and orchestrated on even military hardware such as
drones,? air defence systems,” GPS networks,* satellites’® and missiles command
and control networks.*? The primary defence cited by the militaries around the
world against such types of attacks is the air-gapping of these systems from the
internet, but the Stuxnet and Duqu malware® and air-gap jumping vulnerabilities
and exploits such as LNK?* have clearly demonstrated that such air gapping is
futile as malwares with capabilities to hop between air-gapped networks are already
in wild. Hence cyberattacks on military infrastructure is a viable option.

People: The will to Fight a War

Similar to the tendency involving the military, the tendency involving the people
is also extensively dependent upon information resources. This dependence can
be seen throughout the world, but the scenario is even worse in developed Western
nations where people are dependent on information assets to such an extent that
they are considered an integral lifestyle component. Philippa Trevorrow argues that
this reliance of modern societies on information infrastructures has resulted in the
emergence of new threats and vulnerabilities.”> Streltsov also reiterates that the
dependence on information infrastructures has increased the susceptibility of
economic, social and public administration infrastructures to strategic information
warfare.*

Right from the basic utilities such as gas, electricity and water supply, through
to intricate systems such as nuclear power stations and dams, are all based upon
information assets and networks known as the Supervisory Control And Data
Acquisition (SCADA) and Distributed Control Systems (DCS). Malwares such
as the Stuxnet,”” which targeted the Iranian nuclear reactor, and Havex,*® targeting
the industrial control systems and utilities providing companies in Europe, have
clearly demonstrated the development of advanced cyberweapons, which are
primarily designed to destroy critical infrastructure of nations. The recent
cyberattack, which disrupted the Ukrainian power grid,* is a blatant instance of
inevitability of the threat to the critical infrastructure.”” Linden argues that these
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networks are susceptible to cyberattacks and hence pose a considerable
vulnerability.*' Forrest reaffirms this claim, categorising them as a national security
threat.*> The scenario is the same with the systems related to Air Traffic Control
(ATC),® transportation systems, navigation systems and communication systems
involving Public Switched Telephone Network (PSTN) and mobile networks.*
Apart from these basic utilities, one of the key sector which is vulnerable to strategic
information warfare is the economy, especially in the light of globalisation. Banking
infrastructure and stock exchanges where money in the form of financial data
depends extensively on information assets. Martin Libicki terms this sector to be
a critical arena of information warfare, known as the economic information
warfare.> Another aspect that further exacerbates the problem is the
interdependence of these systems on each other. For instance, the global stock
exchange networks are extensively dependent on time synchronisation for effective
trading, for which they usually rely on GPS networks. Therefore, a spoofing attack
on the GPS network would have indirect, but catastrophic impact on trading,
possibly to an extent of a massive meltdown of the monetary exchanges, a
phenomenon explained in detail by Todd Humphreys, University of Texas®. All
these instances clearly elucidate the fact that cyberattacks on the Pegple component
of the Trinity will not only have a direct, but also indirect effects have with
exponential impacts, in the form of unintended consequences.

There are numerous instances where these critical national infrastructures have
been subjected to attacks, intentionally or unintentionally. The most notable being
the shutdown of the Ohio nuclear plant due to slammer worm, a denial of service
worm that crippled nearly 75,000 victims within ten minutes of its initiation;"
the crippling of financial and political institutions in Estonia;*® and Georgia;* the
Titan Rain;*® and the most recent one in July 2009 involved the crippling of systems
at the New York Stock Exchange and at various government and security agencies
situated across the US and South Korea.”!

An important aspect in this context is the impact of such attacks on the
population. To understand the nature of this impact, it is imperative that the state
of the people be analysed first. Commentators such as Bill Durodie,”* Frank Furedi*®
and Robert Putnam®® suggest that the modern, especially Western, societies are
becoming increasingly individualistic. People are becoming socially disconnected;
politically disengaged; and are in scientific disbelief. This society, classically termed
as Ulrich Beck’s “risk society”,” is continuously living in an atmosphere of fear,
where “perceptions overweigh reality”.”®

A society that is in such a state and is completely dependent on information
assets for almost every aspect of their life, the sudden disappearance of information
resources in the event of a cyberattack would render people in a state of shock. For
example, in a scenario where suddenly people find that they have lost all their
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money; are left with none of the basic utilities; and the safety of their near ones is
at stake due to critical infrastructure failure of transportation networks and Air
Traffic Control; and exacerbated by the fact that they cannot contact their near
ones due to loss of communication system. Such a scenario would result the society
to be thrown into chaos, resulting in mayhem and bedlam.

Government: The Political Direction

In contemporary world, governments act as an instrument of political direction
and hence play a critical role in steering the nation. This is achieved by exercising
control and by gaining the mandate of the people. The former goal is achieved by
means of effective law enforcement, whereas the latter is achieved by means of
providing secure, secular and democratic environment to the people. An important
aspect of this government-people linkage is the media. In this risk society media
has become the sensory organ of the people and is acting as a vital connector
between the government and the people. The “CNN effect” has been a potent
tool in framing the perceptions and mental framework of general public and
decision-makers, alike.”

The effect of information assets on this tendency are very much alike the
previous two (Figure 2). For example, law enforcement agencies rely extensively
on criminal databases and on various emergency response and recovery networks
like the 911 service and police nets.”® These networks are not only force-multipliers,
but have also induced an inherent susceptibility to cyberattacks.”” The scenario is
the same with the government and political institutions especially with the evolution
of concepts like e-governance,” and the excessive reliance of political leaders on
the Internet, right from campaigning to the spreading of political manifestos and
ideologies of the party or the “E-mocracy”.®’ These networks and the media
networks provide a perfect target for spreading disinformation and for tarnishing
the image of the politicians, government and ruling elite, by means of Psychological
Operations (PSYOPS) in cyberspace.®> The PSYOPS in cyberspace have
metamorphosed to a new dimension with cyberattacks providing new means to
attack television networks like the hijacking of state TV network in China® and
TV5Monde in France.* Their potential is further exacerbated with the advent of
social media and attack vectors such as the use of social bots® for manipulation of
public opinion in open sources, especially the social media networks, thus
demonstrating the military use® in future conflicts.

These PSYOPS can be used to induce fear, chaos, misconceptions and division
of perceptions within a country which could further result in political upheavals
and mass movements, for example, the role Twitter played in the June 2009
upheavals in Iran® and Belarus.®® The hijacked networks of the victim nation can
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be utilised for orchestrating cyberattacks on a third nation; hence they can attribute
to conflicts of the victim nation at an international level. It is paramount that as
part of the triad theory of cyberwarfare, this tendency should be destroyed, as the
political instrument is the most dominant of the three and is significant in combing
the means and efforts to achieve political ends.

Figure 2: The Reliance of the Government on Information Assets and the Related
Vulnerabilities to Strategic Information Warfare®
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These three tendencies of the Trinity form the core of a nation, and hence to
destroy a nation, it is important that all the three be destroyed. Their dependence
on the cyberspace makes them a perfect target for strategic warfare in cyberspace.
An important fact worth taking into account is the necessity to destroy all of the
three tendencies simultaneously, as together they form a resilient system, which is
capable of reviving any individual tendency target as part of the strategic
information warfare.

There are numerous instances of coordinated cyberattacks, which failed to
materialise the strategic effect just because they were targeting individual tendencies
at a time; and since these tendencies form a resilient system hence the non-targeted
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tendencies usually recovered the tendency, which is targeted during the attack. The
author believes that Cyberattacks such as the Titan Rain’ and the ones launched
on Estonia’” and Georgia” could not achieve a strategic end primarily because
they were tactical in nature and were targeting individual tendency rather than all
three which resulted in their failure to achieve strategic paralytic effect on the victim
nation.

Figure 3: The Triad Theory OF Cyber Warfare Involving Cyber Trinity-based Parallel
Cyber Warfare Attack to Induce Strategic Paralytic Effect on a Victim Nation”

In order to achieve the strategic paralytic effect, parallel warfare’ in cyberspace
should be pursued. This parallel warfare conducted by means of rapid decisive
operations to gain rapid dominance envisaged by Ullman and Wade” in cyberspace
would not only simultaneously destroy the trinity, but also generate a cascade effect,
resulting in chaos, anarchy and bedlam in the victim nation (Figure 3).

This form of parallel warfare based upon rapid decisive operations to gain
rapid dominance by inducing strategic paralytic effect at all levels, strategic,
operational and tactical, and across spectrum against the critical components of
the trinity in cyberspace of the victim nation will generate the desired end result
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of compelling the enemy to submit to your will. The rapid dominance is essential
not only for inducing the strategic paralytic effect, but also as it renders the enemy
incapable of taking necessary counter-measures or initialling the process of pulling
the plug.

The triad theory of cyberwarfare envisages the amalgam of simultaneous parallel
warfare in cyberspace with the Clausewitz’s Trinitarian Warfare. The excessive
dependence of the three tendencies of the Trinity has made it susceptible to
cyberattacks. As this dependency is increasing predominantly as a force-multiplier,
the vulnerability is also increasing. An important aspect in pursuing strategic warfare
in cyberspace is that all the three tendencies of the Trinity should be simultaneously
destroyed, as being a resilient system the chances of revival of the Trinity and the
failure of the attack to achieve a strategic effect are very high. This strategy of
generating a strategic paralytic effect to compel the enemy to submit to your will
not only provides for an alternative to the annihilation-based approach, but also
provides a constructive conflict termination which is important to avoid protracted
conflicts generated due to a flawed exit strategy, like the Iraq War.

An important aspect to underlined is the imperative need for parallel attack
on all the three tendencies, as otherwise the three tendencies are resilient enough
to withstand a worst case scenario, if they are individually attacked. Hence, even
if an attack manages to completely destroy one of the tendencies, the other two
will rejuvenate the destroyed tendency. To cater this resilient nature of the trinity,
simultaneous parallel attacks should be conducted to destroy the trinity
simultaneously to gain rapid dominance and strategic paralytic effect on the victim
nation. The triad theory of warfare clearly establishes the fact that the contemporary
cyber attacks could never have generated the strategic paralytic effect as envisaged
as the consequence of strategic cyber warfare; as they were not only tactical, but
were also aimed at individual tendency rather than the trinity. The author believes
that the Triad theory of cyberwarfare, if not only then the primary means to achieve
a strategic effect of compelling the enemy to your will as envisaged by Clausewitz.

The Ways and Means: The Framework of Strategic Cyberwarfare

The analysis and operational ability of the triad theory of cyberwarfare would entail
the analysis of evolutionary informationisation of mankind as a system. The last
few decades have seen an information renaissance, with information becoming an
integrated component of our societies to such an extent that it is been termed the
‘information age society”’® or ‘network society’.”” Commentators such as Manuel
Castells”® and Darin Barney argue that this information renaissance in the
contemporary world, has resulted in the rise of new power structures and has
radically and irreversibly changed the geo-political and socio-economic structure
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of current times to an extent that borders are slowly becoming meaningless in this
cyber village.

The impact of information is not only on the civil society, but throughout
the history of warfare, military experts such as Sun Tzu,”” Carl Von Clausewitz*
and Count von Moltke®' have always considered information to be an important
component of warfare. Over years the information and information assets have
radically changed the way in which conventional wars are being fought to such an
extent that experts such as George Stein refer this radical change in warfare as the
“third wave”.® This radical change of warfare has initiated a misinterpreted notion
of information warfare, which ideally would have been termed as information-
enabled warfare. This information-enabled warfare has led to the creation of a
paradigm where information warfare acted as a tactical force-multiplier, rather than
a strategic warfare which could initiate a revolution in military affairs.

Even though experts such as John Arquilla, David Ronfeldt,* Stephen J.
Blank,* Norman Davis,® Jeffrey R. Cooper,*® David Lonsdale,*” George Rattary,®
Siroli,* Molander” and Martin Libicki®' have tried to define this relatively
misinterpreted notion, but most of the attempts still highlight information warfare
as a decisive, but a tactical force-multiplier. The strategy elucidated in this research
endeavour tried to define the long-lost strategic aspect of information warfare, where
information warfare would act as primary means to achieve strategic objectives,
thus ushering a paradigm shift from information warfare acting as a force-multiplier
to a strategic warfare capable of achieving political objectives. This theory is designed
to befit Liddell Hart's” and Edward Luttwak’s” criteria for strategic warfare; and
utilises the elixir of Sun Tzu’* and Clausewitz.” It aims at destroying the
Clausewitzian Trinity in cyberspace.

In order to orchestrate the triad theory of cyberwarfare a cyber campaign plan
based on conventional phasing,”® but with an almost near parallel execution to
achieve a simultaneous destruction of the Trinity in cyberspace is required. In line
with conventional, kinetic, warfare, the success of the strategy for waging strategic
cyberwarfare, or the triad theory of cyberwarfare, extensively relies on a well-laid
cyber campaign plan. Hence, the cyber campaign should assess the means and
orchestrate the triad theory of warfare, to achieve a desired operational end-state
of strategic paralytic effect envisaged by the cyberwarfare strategy. An important
aspect of campaign should be the campaign-objectives, which should be consistent
with national strategy and should consist of decisive conditions required to achieve
the desired end envisaged within the strategy. For the cyber campaign, the strategic
end objective should be the strategic paralytic effect on the victim nation; although
for achieving this objective multiple intermediate decisive conditions or scenarios

should be achieved (Figure 4).
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Like the traditional campaigns, the cyber campaign is also based upon phasing,
but in exception to the conventional dictum of execution of campaign phases in
sequential or near-sequential order, the phases in the cyberwarfare would be executed
in almost near parallel order to achieve a simultaneous destruction of the trinity
in cyberspace in such a way, that at any temporal instance each of the phases will
have some impact at any spatial instance across the theatre. Hence, in order to
orchestrate the triad theory of cyberwarfare within a given time and space, all the
phases would extensively overlap and be integrated in the form of simultaneous
waves.

Such cyber campaigns plan like a traditional campaign should consist of five
phases, namely Shape, Deter, Seize Initiative, Dominate and Exit.”® These phases
can be further categorised as pre-conflict, conflict and post-conflict phases with
Shape and Deter being the pre-conflict phases; Seize Initiative and Dominate being
the conflict phases and Exit being the post-conflict phase. This cyber campaign
plan should consist of aggressive cyber reconnaissance to identify and induce
vulnerabilities in enemy cyber infrastructure through various covert and overt/cyber
means. The campaign capitalises on the information gained during cyber
reconnaissance and revolves around fortify-friendly cyber defence based on ‘defence
in depth’® and aims at exploiting enemy vulnerabilities by performing testing and
simulated attacks, which can be initiated during an actual conflict. Such a campaign
should also provide detailed guidelines for achieving a credible and known cyber
deterrence based on cyber triads similar to nuclear triads;'™ and on cyber countervailing
strategy based on nuclear countervailing strategy.”” The plan should have specific
guidelines to seize imitative and to dominate in cyberspace, in order to gain rapid
dominance and strategic freedom of operations. An important aspect of the cyber
campaign is its exit strategy which is essential to have a constructive conflict
termination in cyberspace, thus inhibiting the chances of a ¢cyber insurgency.

An important aspect for the operationalisation of the triad theory of
cyberwarfare as a means for strategic cyberwarfare would be to develop a credible’
and %nown’ cyber deterrence (Figure 5) that guarantees an achievable second strike
option, thus assuring Mutually Assured Destruction (MAD)'® in cyberspace.

In order to achieve the ‘credible’ aspect of the cyber deterrence, a cyber triad
capability should be developed similar to the nuclear triads.* This cyber triad
capability (Figure 5) can consist of; regular military and civilian, offensive/ defensive
cyber assets as first section of the triad; the second section can consist of a
conglomerate of air-gapped networks situated across friendly nations under
cooperative cyber defence initiatives, which can be activated during a conflict as a
credible second strike option; and the third section of the triad can consist of a
loosely connected network of cyber militia consisting of patriotic hackers,
commercial white hats and cyber defence contractors. This cyber militia along with
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their capabilities involving their botnets'” can be initiated in scenario of initial

strikes, or in scenarios of early warning of a strike; or in worst case to initiate a
protracted conflict or cyber insurgency.

Figure 5: Cyber Triad-based Credible Cyber Deterrence'®
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The ‘known’ aspect of cyber deterrence can be achieved using a countervailing
strategy for cyberspace, similar to the nuclear countervailing strategy'*® used by North
Atlantic Treaty Organisation (NATO) forces during the Cold War. This strategy
aims at making the enemy aware of the punitive aftermath, it may face in an event
of a conflict and creates an environment where the enemy is made to believe, that
the implications of a first strike would be far greater than its potential gains.'"”
The scenario will remain the same in a cyber countervailing strategy.

The cyber countervailing strategy may consist of, excessive media coverage of
the friendly cyberwarfare (offensive and defence) capability; cyber war-games and
simulated exercises to demonstrate both offensive and defensive cyberwarfare
capability; and although it may have legal implications, the covert initiation of
limited cyberattacks on potential adversary. These measures ensure the ‘known’
aspect of cyber deterrence capability. The author believes that the attacks on
Georgia,'*” Estonia,'” the Titan Rain'"* attacks on the US, believed to have
emanated from China, and the cyberattacks on countries such as the UK, Germany
and India'"" were certainly part of the cyber countervailing strategy with the sole
aim of giving clear indications to potential adversaries of the losses they may face
in a cyber conflict.
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The cyber campaign plan provides means to orchestrate the triad theory of
cyber warfare by envisaging a phased approach to achieve operational objectives,
thus acting as an extension to the commander’s strategy,''*
is the triad theory of cyberwarfare. The cyber campaign consisting of the pre-
conflict, the conflict and the post-conflict phases may sound sequential in nature,
but, as in any conflict, the phases in this campaign overlap extensively and have
some effect on the entire theatre both spatially and temporally. This overlapping
is especially important to achieve parallel warfare in cyberspace to induce strategic
paralytic effect onto the victim nation.

which in current context

This cyber campaign, as an orchestration of cyber strategy is long-term in nature
involving years, especially during the pre-conflict phases, to prepare for the conflict.
The campaign not only elucidates the need to shape the enemy as envisaged by
Sun Tzu,'? but also highlights the need to induce vulnerability in enemy’s cyber
infrastructure, which can be leveraged during a conflict. An essential component
of this campaign requires the creation of a ‘credible’ and ‘known’ cyber deterrence
based upon the concepts of cyber triad and cyber countervailing strategy. The
campaign lays great emphasis on laying a prudent exit strategy, once the desired
ends are achieved, to ensure a constructive conflict termination in cyberspace.

This campaign provides the inroads for an effective orchestration of the triad
theory of warfare to achieve rapid dominance and destruction of trinity in
cyberspace in offensive terms; and a deterrence mechanism to create a scenario of
Mutually Assured Destruction in cyberspace, thus guaranteeing a strategic status
guo. Nevertheless, extreme caution should be exercised while achieving cyber
deterrence capability, as there can be intricate scenarios in which actions like these
may be perceived as initiation of hostilities; or such an action may result in further
destabilisation of the geopolitical power balances, thus initiating an arms race in
cyberspace.

The triad theory of cyberwarfare; its operational cyber campaign plan and
Jformation of a ‘Known’ and ‘Credible’ Cyber deterrence to generate a scenario of
Mutually Assured Destruction in cyberspace thus guaranteeing a strategic status quo,
heralds the genesis of strategic aspects of cyberwarfare rather than a tactical force
multiplier or more appropriately a framework for strategic cyberwarfare. This
framework not only defines the strategic and operational aspect of cyberwarfare,
but in light of the formulated strategic cyberwarfare capabilities, defines a new
cyber defence strategy. A strategy involving achieving the deterrence by punishment
and deterrence by denial™ capability to achieve a strategic status quo, based on
‘known’ and ‘credible’ cyber deterrence; along with the traditional approaches of
defence in depth; and legal framework of international laws.



72 Securing Cyberspace: International and Asian Perspectives

Recommendations for National Security: Prepare, Pursue, Protect
and Prevent

“Our digital infrastructure will be treated as a strategic national asset.”
—US President Barack Obama'”

President Obama’s statement clearly pointed out that world leaders are considering
the importance and consequently the threat to information infrastructure, but an
important aspect, which is clearly missing, is the recognition of the strategic aspect
of information warfare. Although slowly because of rising instances of systematic
compromise of digital infrastructure both in civilian and defence sectors, most
notably the cyberattacks on Estonia''® and Georgia''” and Titan Rain,'"® decision-
makers around the world are taking this 21% century threat seriously. The author
believes that these situations will are likely to worsen, especially with this new
framework of strategic information warfare, which is capable of inducing strategic
paralytic effect upon the victim nation. In purview of such a framework, it is
recommended that the nations should build their strategic cyberwarfare capability.

This strategic cyber warfare capability can be orchestrated in the form of cyber
command, which is the buzzword in the cyberwarfare community, especially in
light of the steps taken by the US Government.""” Not only the US, but China is
also believed to have the cyberwarfare capability, which the author believes to have
the capability of orchestrating strategic cyber warfare.'*

In light of these circumstances, nations need to understand the potency of
strategic cyberwarfare and develop military doctrines for this relatively new field
and keeping in mind the strategic paralytic effect rendered by the #iad theory of
cyber warfare. The author also recommends that nations should develop their cyber
commands, which should aim at long-term strategic ends, rather than tactical attack.
In order to achieve this aim, the cyber commands should have cyber reconnaissance
capability and a campaign plan similar to the one mentioned in the framework.
These commands should aim at creating cyber deterrence by developing cyber triads
and cyber countervailing strategy.

Initiatives should be undertaken to recruit fresh talent as cyber warriors, who
should be groomed in the tactical aspects of information security, ethical hacking,
malware designing and so on along with the psychological grooming as these
warriors are double-edged weapons, with sufficient information and capability to
act as potent non-state actors. Steps should be taken to test the cyberwarfare
capabilities in the form of cyber war-games and exercises similar to the Cyber Storm
exercise, conducted by the US Department of Homeland Security in 2006 and
subsequently.'*!
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Nations should also modify their cyber defence strategies taking in purview
of the ramifications, which an attack orchestrating this framework can bring on a
nation. This strategy should be defined as a combination of “defence in depth”;'**
the legal instrument;'* and by achieving the deterrence by punishment and deterrence
by denial™ capability to achieve a strategic status quo, based on the cold war
strategies of Rational Deterrence Theory'® and MAD' in cyberspace.

In order to achieve these goals nations should appropriately increase their cyber
defence spending and commit budget allocations for long-term development of
human resources, cyberweapons, software and bugged firmware; and cyber
doctrines, strategies and tactics. Moreover, cyber military alliances should be formed
which should aim at developing collective cyber defence/offence capabilities and
facilities like the NATO Cooperative Cyber Defence Centre of Excellence'” etc.
being important components in the collective pursuit of excellence in cyberspace
at international level.

Future: The Pandoras Box of Strategic Cyberwarfare

The framework of strategic cyberwarfare involving the triad theory of cyberwarfare
and its operational cyber campaign plan and formation of a ‘Known’ and ‘Credible
Cyber deterrence to generate a scenario of Mutually Assured Destruction in cyberspace
thus guaranteeing a strategic status quo has opened a Pandora’s Box of possibilities
and opportunities, not only in cyberspace, but in the real world too; some of which
have been recognised while others are still in haze. This relatively virgin field of
strategic cyberwarfare is notorious for misinterpretations and lack of strategic
thought, predominantly due to the web of secrecy and technical knowhow woven
around it. This framework of strategic warfare is among the initial steps to elucidate
the strategic aspect of cyberwarfare, but a lot has to be done so as to define the
granularities within this framework in particular and the cyberwarfare in general,
especially the technical aspects of cyberweapons which in itself is a vast area of
research. Moreover, appropriate research and analysis is required for understanding
the ramifications and consequences of such a warfare. Although attempts are being
made in this direction by organisations such as the US Cyber Consequences Unit,'*
still more in depth research is required in this field especially in relation to
consequence analysis, feasibility analysis and psychological analysis. Further, detailed
research is also required to understand the psychological, legal and ethical aspects
in the creation of cyber warriors/soldiers. This in itself is a mammoth task as it
requires the mapping of behavioural analysis with psychological and ethical aspects
of training as these warriors have to walk a thin redline between efficient cyber
soldiers and cyber criminals/hackers.

The field of strategic cyberwarfare is a relatively unchartered realm of warfare
with endless possibilities. This field is in a novice state and in a process of evolution.
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Like the Pandora’s Box, it is open now. It is up to the world leaders to decide what
their approach to this warfare will be, whether they will behave like an ostrich and
just pretend that there is nothing out there; or they will face it and try to gain on
the opportunities that accompany this warfare.
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WORKING OUT THE RULES OF GLOBAL
CYBERSPACE (GOVERNANCE

Alexandra Kulikova

Introduction

The ongoing securitisation of online space has contributed to the establishment
and development of the ‘norms-building’ discourse over the past few years. As the
development of Information and Communications Technology (ICT) poses more
security and safety questions, be it at the end user, business, national or international
levels, the narrative is shifting from a focus on ‘response to conflict’ to ‘conflict
prevention’. This has also led to the emergence of a few norms development
initiatives and platforms driven by various actors, which introduces an element of
rivalry into the process. At the end of the day, the competition will most likely be
led by those formations and thought leaders that have the greater trust capital and
control.

The first steps in the direction of developing behaviour standards were taken
over a decade ago. Russia has been advocating the necessity to define ‘rules of the
road in the areas of both cybersecurity and information security at the state level.
The emphasis of these efforts has been not only on cyberthreats (software and
hardware compromise, cyberespionage, etc.) but also on information warfare
(interfering with the internal affairs of other states, propaganda, etc.). The latter
has been often linked to Russia’s perceived long-term efforts to assert
intergovernmental control on global Internet governance. Moreover, Russia was
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looking to gain ground in technological development by curbing other countries’
efforts to use technology for military purposes.

Nonetheless, the United Nations Group of Governmental Experts (UN GGE),
a group of individual experts representing a few countries that was created back in
the 1990s, received little attention from Western states until recently. Its first truly
vocal success was the report of 2013, which recognised the application of
international law to cyberspace. Prior to that the first draft of the International
Code of Conduct for information security was submitted to the UN Secretary
General in 2011 by Russia and its partners in the Shanghai Cooperation
Organisation (SCO) — China, Tajikistan and Uzbekistan. This, for the first time,
laid out the principles of responsible behaviour of states to secure both information
and cybersecurity. In the same year (2011), a draft UN Convention on international
information security was presented by then Russian Minister of Communications,
Igor Shegolev, at the first round of the Global Conference on CyberSpace (GCCS)
in London (also known since then as the “London process”), but it, too, found
little support.

At the GCCS in The Hague in April 2015 the idea of an international treaty
defining the norms of behaviour sounded premature. However, a few months later,
the UN GGE report somewhat unexpectedly, for many, gave proof of the desire
and ability of otherwise antagonist states to find common denominators in terms
of international efforts to provide cyber/information security and agree on at least
a few soft law standards of state behaviour to prevent conflict in cyberspace.

Apart from the international efforts, there are regional formats adding to the
trend of norms building. For instance, in 2013 the Organisation for Security and
Cooperation in Europe (OSCE) countries signed the first set of Confidence
Building Measures (CBMs) to reduce the risks of conflict stemming from the use
of ICTs,' focusing on transparency and confidence building among states to foster
cybersecurity. Their implementation might be uneven, but by March 2016 the list
was extended to include a second set focusing on more practical measures of
cooperation.

In July 2015, the Declaration of the BRICS [Brazil-Russia-India-China-South
Africa] Summit in Ufa’ also made note of the importance to continue work on
the measures to prevent conflict in cyberspace and further develop norms, standards
and principles of responsible conduct.

Moreover, the bilateral dimension adds to the ecosystem of the norms building
efforts in cyberspace. It feeds into larger formats, while at the same time often
defines the interaction among partners working together in various dimensions.
In this regard, it is especially interesting to look at the US-China-Russia triangle,
which has seen three bilateral agreements including attempts at establishing mutual
CBMs as well as principles on conduct in cyber domain.
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Thus, such activities (particularly, through expert platforms like the EastWest
Institute, The Hague Institute for Global Justice and Chatham House) related to
developing norms of state behaviour in cyberspace reveal an ecosystem of norms
building formats. The increasing number of places where cross-fertilisation of ideas
can happen suggests, on the one hand, more opportunity for joint work and trust
building; on the other hand, the interoperability of various platforms might
represent a challenge and duplication of effort. Besides, the involvement of non-
state actors adds another dimension and set of priorities to the agenda. Since any
state efforts in the area of cybersecurity, and especially the protection of critical
infrastructure (CI), depends on collaboration with the private sector, integrating
business interests and profit models into agreements is crucially important. The
human dimension of cyberpolitics will certainly be further monitored by civil
society and academia expert groups to ensure end users’ rights are protected, both
online as well as offline. Finally, there is a whole non-system element of criminal
actors, which can hardly be factored into even one layer of this conglomerate of
various interest groups, but could serve as a source of constant disruption despite
any agreement.

Furthermore, high-level political norms, even though non-binding thus far,
have finally gained traction to shape the landscape for granular and lower-level
norms development and implementation. The results of this work, however, will
only be seen in the practical implementation. Let us look at the achievements made
and challenges faced so far.

The Routes and Rules

The 2013 UN GGE report to the UN Secretary General® stated that the norms of
international law (including the UN Charter and the International Humanitarian
Law [IHL]) applied to cyberspace, too. It emphasised the importance of CBMs to
build trust among the states as well as develop capacities for better cooperation
and efficiency at the technical level. In the same year, the Tallinn Manual on the
International Law Applicable to Cyber Warfare,* developed by an informal group
of experts from the North Atlantic Treaty Organisation (NATO) Cooperative Cyber
Defence Centre of Excellence, attempted to describe how this principle can be
operationalised in the jus in bello and jus ad bellum situations. This guide remains
the only comprehensive work of its kind, except the US Department of Defense
(DoD) Law of War Manual’ released in 2015, which echoes the Tallinn Manual.
The Tallinn Manual 2.0, to be finalised later in 2016, will look at how peace-
time international law applies to cyberspace and how legal instruments can be used
to address threshold attacks.
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Given the scope of the UN GGE report and the reservations about the nuances
of THL application to cyberspace, the international community took some time
to arrive at a general consensus that the mere definition, specification and adaptation
of the bodies of international law applying to cyber-enabled conflicts was not
enough. In this respect, to avert a conflict-like situation in cyberspace, and to allow
space for deliberations, rather than have confrontations, the letter of hard law is
sometimes secondary to provisions of soft law.

As mentioned above, there have been a few attempts at defining such soft norms
so far; we'll focus on the most salient ones.

* InSeptember 2011, Russia, China, Tajikistan and Uzbekistan (all members
of the SCO) put forward an International Code of Conduct’ for
information security highlighting the threats that the use of ICT could
represent for state sovereignty, the security of information space integrity
and internal state stability. In the same year, the Concept for the Convention
on International Information Security® was presented at the high-level
meeting of international security officers in Ekaterinburg and in November
2011 at the first GCCS in London. January 2015 saw a second version’ of
the Code of Conduct (also signed by two other SCO members, Kazakhstan
and Kyrgyzstan) submitted in a letter to the UN Secretary General, with
little substantial change; however, the notion of information weapon was
removed from the text and a section on CBMs was included in Article 10.
Even though the initiative hasn’t gained signatories since then, the latest
UN GGE report (2015) contains a reference that takes note of the Code.

* The GCCS, which was launched in London in 2011, set up a high-level
ministerial platform for the discussion about the key themes in cyberspace.
The London Conference initiated a broad dialogue on the opportunities
and challenges that arise from an increasingly networked world."” The 2012
conference in Budapest was marked by discussions around cybersecurity
and norms of behaviour. The Seoul Conference of 2013 produced the
Seoul Framework for and Commitment to Open and Secure Cyberspace'!
against the backdrop of Snowden’s revelations. The 2015 GCCS in The
Hague revamped the format by introducing a multi-stakeholder
composition and setting up the Global Forum on Cyber Expertise,'” a
platform for cyber knowledge accumulation, sharing and implementation
facilitated by the founding states and private companies. The Hague itself
has been promoted as the centre for peace and security for cyber domain,
and the Netherlands might join the next UN GGE.

* The BRICS summit in Ufa in July 2015 allocated considerable space to
the cybersecurity agenda. The Ufa Declaration (Article 34) declares setting
up a Working Group of Experts of the BRICS states on security in the use
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of ICT to “share information and best practices relating to security in the
use of ICT; effective coordination against cyber-crime; the establishment
of nodal points in member-states; intra-BRICS cooperation using the
existing Computer Security Incident Response Teams (CSIRT); joint
research and development projects; capacity building; and the development
of international norms, principles and standards”. Despite some differing
stances, the BRICS format is the one where Russia feels it can reinstate the
shared values and vision with its partners, especially China and India. For
instance, the principle of sovereignty as applied to cooperation in the
prevention of cyber conflict, ICT export controls and Internet governance.
In 2013, the OSCE member-states took further the UN GGE achievements
and agreed on the initial set of CBMs" to reduce the risk of conflict stemming
from the use of ICT. The list of 11 measures enhancing transparency,
information and best practices exchange facilitation among states, respective
relevant agencies and Computer Emergency Response Teams (CERTs) lays
the ground for building the trust essential for any deeper cooperation on
conflict prevention. The extension of the initial list of CBMs'* was unveiled
in March 2016, focusing on measures assisting CI protection. The
recommendations include, inter alia, more cooperation on the alignment
of national definitions of CI as well as threat categorisation. For the
implementation of CBMs, where appropriate, the multi-stakeholder
approach is suggested to factor in advice from the private sector, civil society
and technical community. Further, developing private-public mechanisms
in accordance with the domestic law is also recommended. Finally, drawing
on the UN GGE achievements, the development of the stability measures
will mean embracing the normative approach to state behaviour in
cyberspace.

With all the limitations, given the caveat of differing national jurisdictions
and the level of distrust among states and CERTs, the CBMs-centred
collaboration still offers states a chance to fill this gap and build trust,
where possible. It also gives a favourable context and offers an opportunity
for the private actors engaged in strategic cybersecurity processes to interact
and cooperate with their respective governments as well as counterparts in
other countries.

In summer 2015, the report” of the fourth UN GGE, which comprised
20 experts, proved that despite some irreconcilable stances on cyber issues,
countries can agree on a minimum of voluntary norms of state behaviour
in cyberspace. Since its inception in the late 90s, mostly due to the Russian
diplomatic push, the UN GGE has been looking at the threats of the use
of ICTs and promoting responsible state behaviour online. Eventually, with
better understanding of the damage these threats were capable of, the idea
of responsible conduct gained traction.



86 Securing Cyberspace: International and Asian Perspectives

The latest UN GGE report outlines three initial norms of responsible state
behaviour in cyberspace: 1) not to conduct or knowingly support ICT activity
contrary to its obligations under international law that intentionally damages CI;
2) not to conduct or knowingly support activity to harm the CERTs of another
state; and 3) not to knowingly allow their territory to be used for internationally
wrongful acts using ICTs. The report also highlights CBMs and capacity-building
goals as important elements in states” efforts to establish long-term cyberstability
architecture and to raise the global level of resistance to cyberthreats.

The Group also confirmed the commitment to carry out due investigation on
malicious activity before counteractions are taken; assist in investigations of
cyberattacks and cybercrime launched from a country’s territory; and peaceful use
of ICTs as the basis for peace and security in cyberspace and beyond. Besides, the
Group subscribed to the principle of state sovereignty applying to cyberspace and
non-interference with states’ internal affairs via the use of ICTs.

On December 23, 2015, the UN General Assembly adopted resolution 70/
237, welcoming'® the outcome of the 2014/2015 GGE, and requested the Secretary-
General to set up a new GGE that would report to the General assembly in 2017,
and hold its first meeting in New York in August 2016. At the time of writing, it
is known that the group will be expanded by a few more members, but the list has
not been revealed yet.

Soft Law and Hard Truth

The wealth of international platforms and initiatives looking at the ways to avert
a cyberwar-like situation (even though there are no definite parameters to show
where the threshold is crossed) and enact the law of armed conflict is impressive.
States are discussing measures of restraint, deterrence and stability, though threats
often come from sides which are not parties to any of the political agreements,
and lead to below-the-threshold attacks. Cyber-enabled crime and terrorism are a
much bigger peril as the actors behind them cannot be put at the negotiating table
and the potential damage is huge."”

Is it feasible to achieve cyberstability as a result of interstate negotiated
commitments given the increasing capacity of various non-state actors having access
to state-of-the-art technologies and the challenge of identifying source and intent
of attacks? There are certain caveats here:

* The norms building process might not be the ultimate goal but rather a
medium to achieve an acceptable level of mutual trust and assurance at
least among the major players. Securing stability at this level could allow
shifting the focus on cybercrime and the non-state players, factoring in the
global cybersecurity ecosystem or persecution. If the private sector reinforces
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these measures, developing and abiding by the industry norms and codes
of conduct, especially in the sectors deemed critical by the respective states,
it would increase the synergy of the efforts made so far. For example,
Microsoft has attempted to bridge the dialogue between the states and the
business/technical community on mutual expectations and trust building
in ensuring cyberstability.'®

Though the norms, principles and recommendations set out in the GGE
report are voluntary, setting a high-level political benchmark is important
to frame the issue and provide background for constructive work in the
field at the national and regional levels. Some players also cherish a hope
that over time the practice of responsible behaviour and tools to maintain
it will allow for a binding agreement among the sides. The preparatory
work starts at home, in national jurisdictions, in the formats of state and
business cooperation to enable cyberdefence and protect CI. These form
the basis for implementing high-level agreements. But the level of maturity
in public-private partnerships differs from country to country, challenging
the possibility for a single solution, while the experience nonetheless then
feeds the discussion at higher levels.

Even at the European Union (EU) level, the Network and Information
Security (NIS)" Directive, looking at fostering cooperation between
member states and outlining security obligations for operators of essential
services (energy, transport, health and finance) and digital service providers,
is expected to be challenging to implement. It is to be integrated at the
nation-state level and harmonised with already existing and differing
national cybersecurity and data protection regulations; and fine-tuning
the public-private partnership mechanisms is equally relevant.

The normative frameworks are set to develop over the years as states will
try to achieve more granularity in the rules of the game, including on the
UN GGE platform and other fora. For instance, the norm on non-attacking
CI implies the specification of the types of such infrastructure, which are
not universally uniform and often have private operators. In the OSCE
second set of CBMs it is recommended that the states work at harmonising
the CI classification. A joint effort is needed to protect Cls, particularly
financial, nuclear and water facilities, their cyber interfaces as well as the
‘public core of the Internet’® — the root server infrastructure. This could
well be a part of the next UN GGE mandate. Thus, it will be critical for
the states to establish a workable format of interaction with the private
sector to implement the commitments they make. At the same time,
granular rules will be more challenging first to develop and adopt by
consensus, and then to abide by them: it is undoubtedly a difficult balance
to strike.
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* TheICTs develop at a speed which by far exceeds that of law- and decision-
makers. In this regard, the cyber element renders international stability,
peace and security a constantly moving target. This suggests that whichever
normative frameworks are developed at the UN/OSCE or other top-level
international fora will have to allow space for flexibility and adjust
accordingly or face irrelevance. To keep up with new challenges, the parties
might eventually develop expert, technical, academic formats and platforms
collaboratively feeding the political level. One of such platforms could be
the Dutch-Estonian initiative.”’ The United Nations Institute for
Disarmament Research (UNIDIR) series of workshops? on International
cybersecurity issues is another example of an expert platform feeding the
UN GGE work.

* The low trust level among states and other actors might undermine the
advances already made. The work on CBMs (by OSCE and other
organisations) helps keep up an open dialogue even if the resulting
agreements are non-binding. Trust at the level of technical operators (e.g.
CERTs) has always been mentioned as crucial, long in the gaining and
easily lost. However, even at the technical level institutional relations do
not necessarily function in a smooth un-biased way. And it is indeed the
responsibility of all stakeholders to work out conditions to facilitate efficient
cooperation, which often comes down to informal trusted network
collaborations. Such trust is both a pre-requisite and a desirable outcome
of public-private partnerships needed to be built to resist malicious cyber
activity. However, how such trusted channels can be reconciled with the
high levels of secrecy of classified information on vulnerabilities, which
hardly any side would readily share, remains to be seen.

While multilateral groupings find it hard to reach a consensus of multiple
voices, bilateral agreements suggest a more viable path for constructive and
implementable decisions. While sharing vision about threats and risks as well as
remedies, the sides can more meaningfully operationalise the decisions made. A
bilateral axis thus could be both a way to formalise unity of stances and to
implement practically the higher level decisions to which both are parties.

It is thus interesting to observe how the recent Russia-China-India summit
has shifted the focus from the BRICS agenda to the RIC agenda® on a range of
issues, including security in the use of ICTs. They emphasised their “adherence to
universally recognised principles of international law in the use of ICTs, in
particular, the principles of political independence, territorial integrity and sovereign
equality of states, respect for state sovereignty, non-intervention into the internal
affairs of other states” — the values of priority shared by all the three sides. The
three sides agreed on the importance of “elaboration and adoption of universal
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rules of responsible behaviour of states in the use of ICTs to prevent conflicts in
information space”. Reportedly, the states “underlined the importance of providing
timely and appropriate responses to requests from one another for information
and assistance concerning malicious incidents and activities in the use of ICTs
and agreed to cooperate in this area”. All these aspects echo the UN GGE and
OSCE commitments where both Russia and China are partners, and by embracing
India extend those diplomatic achievements. Thus, three out of five BRICS
countries agreeing to adopt universal rules in the given context indicates a bigger
proximity of stances, which eventually might lead to broader cooperation on
cyberthreats.

A lot of attention is given to the US, China and Russia triangle, which stands
out as the key to global cyberstability policy and cyberdiplomacy activity. The fact
that both China and Russia feature in the US DoD cyber strategy** of 2015 as
sources of major threats certainly makes this triangle ever more important. All the
three have a history of bilateral agreements in the field of cyber/information security
allowing for more meaningful discussions in other formats as well.

Russia-US, 2013

In autumn 2013, at the Group of Eight (G8) summit in Scotland, Presidents
Obama and Putin signed a series of agreements® on CBMs in cyberspace to address
“the issues of threats to or in the use of ICTs in the context of international security”.
The measures included the use of the 24/7 direct communication link between
the US and the Russian Nuclear Risk Reduction Centres (NRRCs) established in
1987 between the United States and the former USSR; information sharing
arrangements between the US and Russian CERTs for regular technical update on
cybersecurity risks to critical systems; a direct voice communications line between
the US Cybersecurity Coordinator and the Russian Deputy Secretary of the Security
Council to manage a crisis situation arising from an ICT emergency.

This bilateral breakthrough, a good example of how the two countries could
cooperate to work out practical tools for dealing with a cyber emergency, only had
time to serve the needs of Sochi Olympics but has been less operational since then
due to political tensions. In April 2016 the two sides reportedly held talks® in
Geneva led by the Deputy Head of the Security Council, Sergey Buravlev, and
Special Assistant to the US President and Cybersecurity Coordinator, Michael
Daniel, to discuss reinforcement?” of bilateral CBMs and shared goals in the
development norms of responsible state behaviour to confront the global security

challenges enhanced with the use of ICTs.

While a genuine rapprochement is hard to expect at the time when diplomatic
tensions are still high, such a meeting suggests at least two things: 1) Both sides
face high damage risks in case of any unfortunate mistake as a result of
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miscommunication and misinterpretation of intent (as the experience of the Cold
War suggests). 2) The existing tensions call for authoritative sources of information
of the other side’s intent. Besides, the experience of continuous cooperation in the
UN GGE, and other formats, might have helped develop more points of mutual
understanding.

Russia-China, 2015

In May 2015, Presidents Xi Jinping and Putin signed in Moscow a cyber non-
aggression agreement™® confirming the intent to abstain from knowingly attacking
each other with the use of ICTs. While reflecting the common take on the threats
in cyberspace, in many instances, it draws on the UN GGE report as well as the
SCO Code of conduct. The two countries agreed on joint development of standards
of conduct in cyberspace; shared vision on importance of Internet governance
globalisation; not attacking the respective CI facilities; cooperation on critical
information infrastructure protection; information exchange and mutual assistance
between law enforcement bodies to investigate cybercrime and ICT incidents; and
setting up official channels for such information exchange.

So far, there is little evidence to suggest that Russia and China have engaged
in intensive malicious activities against each other; therefore, this agreement appears
to be a framework for more granular cooperation tools in the future. It could be
a comfortable platform for operationalising the CBMs and a basis for further trust
building to the extent acceptable to both sides.

US-China, 2015

The issue of cybertheft of intellectual property was raised in John Kerry’s speech
in Seoul in May 2015 in which he voiced the principles” of cyber conflict
prevention (“no country should conduct or support cyber-enabled theft of
intellectual property, trade secrets, or other confidential business information for
commercial gain”). This is the only point from that list which was not reflected
in the UN GGE report the following summer.

The US makes a distinction between cyber intelligence gathering (which is
neither ruled out by any body of international law, nor openly endorsed) and
commercial cyberespionage. In April 2015, President Obama issued an executive
order threatening sanctions against those actors who posed a threat to national
security.® In August 2015, shortly before Xi Jinping’s state visit to the US in
September 2015, the US had reportedly planned to impose sanctions® specifically
against Chinese hackers. Such cyber concerns certainly composed the agenda during
this state visit, as was reflected in the White House statement,*” released at the end
of the visit. It proclaimed that the two sides had agreed to curb cybertheft: “neither
country’s government will conduct or knowingly support cyber-enabled theft of
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intellectual property with the intent of providing competitive advantages to
companies or commercial sectors.” Moreover, in certain aspects, the announcement
echoed the Russia-China and Russia-US agreements, particularly regarding the
commitment to “identify and promote appropriate norms of state behaviour in
cyberspace within the international community”, “cooperate using a hotline to
investigate cybercrimes” and “mitigate malicious cyber activity emanating from
their territory”.

However, the communique isn't a formal agreement, though both China and
the US have reiterated some UN GGE commitments. Given China’s cyber military
ambitions as part of the national security strategy and the intention to keep a close
control®® on data flows at home, the two countries can be expected to remain in
dispute over this and other issues, with the private sector on both sides kept hostage.

One important note to make in this context is that such agreements do not
stop the concerned states from developing cyberstrategies with both defensive and
offensive elements. For instance, the US Cyber Command (USCYBERCOM)
under the US Strategic Command focuses on both ensuring DoD information
networks security and developing a full spectrum of military cyber capacity to be
enabled when necessary.** To this end, the newly announced Cybersecurity National
Action Plan (CNAP®), in February 2016, puts focus on “paradigm changing’
approach to innovation, national education and work force development, which
will then be reflected in paradigm changing approaches to military workforce
development and deployment”. The Chinese white paper on China’s military
strategy,®® published in May 2015 by the State Council Information Office of the
People’s Republic of China, for the first time stated that “outer space and cyberspace
have become new commanding heights in strategic competition among all parties”.
The paper suggests China’s intent to join the world major powers which “are actively
adjusting their national security strategies and defence policies, and speeding up
their military transformation and force restructuring”. Therefore, the real restraining
effect of the norms of state behaviour in cyberspace could only be tested in an
impending or actual conventional conflict situation.

Conclusion

The not-completely-new discourse of developing norms, standards and principles
of state behaviour in the use of ICTs to avoid conflict in cyberspace is gaining
traction as more state and institutional players are joining this effort. The diversity
of such initiatives helps strengthen the dialogue among the key players and foster
trust building relationships through establishing cooperation commitments.

Nevertheless, as can be seen, the bilateral-level agreements made within the

UN GGE/OSCE frameworks represent the common ground; in other words, they
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are merely stepping stones to negotiating more pragmatic and relevant concerns.
This certainly doesn’t diminish the political achievements, as they have helped
establish a minimal level of understanding and even develop a common language
in the area of cyberthreats. On the other hand, such agreements should be used as
tools for more meaningful cooperation for which not all sides would be necessarily
equally ready, politically or technically. Otherwise, political norms of behaviour
in cyberspace will struggle to fulfil their declared aim of cyberstability, international
peace and security.
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DEFENCE, DETERRENCE, AND DIPLOMACY:
FOREIGN POLICY INSTRUMENTS TO INCREASE
FUTURE CYBERSECURITY

Sico van der Meer

Introduction

Predicting the future is hardly possible, but stating that cyber aggression — be it
espionage, sabotage or even warfare — will be a continuing threat to international
security and stability in the coming years seems a safe forecast. This chapter deals
with the question of how states can cope with this forecast from a foreign policy
perspective, focussing on cyber aggression conducted or sponsored by state actors.

Defence and deterrence, which could be labelled passive deterrence and active
deterrence as well, are probably the most ‘obvious’ counter-measures to international
cyber aggression that a state could implement. This chapter especially analyses why
defence and deterrence look like promising policies, but in practice face some
difficulties in the cyber realm.

Diplomatic efforts to create Confidence Building Measures (CBMs) and
international accepted norms regarding cyberthreats could be more effective in
actively addressing the core problems of international cyber aggression, but are
little successful so far. The chapter argues that such multilateral diplomatic efforts
are crucial for long-term cybersecurity and stability. Instead of an on-going ‘cyber
arms race’, efforts could better be focussed on building mutual confidence and
respect as well.
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Evolving Cyberthreats

Cyberthreats, also referred to as digital threats, are generally considered as an
important, and still increasing risk in international security. Cyberthreats encompass
a broad spectrum. Examples include digital warfare, digital terrorism, digital
espionage, digital activism and digital crime. While the purpose of each type of
activity differs, in each type the weaknesses within the cyber domain are exploited
to harm an ‘opponent’.

It is clear that the number of cyberattacks in the world is increasing sharply
over the years. It is very difficult, however, to determine the exact number of attacks,
as most attacks are never reported. Indeed, individuals or organisations often remain
unaware that they have been attacked, since the purpose of many cyberattacks is
precisely to hack into computers or computer networks while avoiding detection.

There are so many forms and types of cybersecurity breaches, and they are
committed by such a variety of actors, that it is not reasonable to analyse them as
a uniform group. Cyberattacks can literally range from students who hack into
other people’s computers for relatively harmless fun, to large-scale industrial
espionage, to digital warfare waged for the purpose of disrupting an entire society.
Nevertheless, within the limitations of this chapter, a cautious attempt is made to
provide a general outline of the situation, especially focussing on cybersecurity
from a state-level perspective.

Especially cyberespionage and cybercrime are currently conducted at large scale,
all over the world. Cyber sabotage, cyberterrorism or cyberwarfare are far less
common so far. One may forecast that this frequency of the types of cyber aggression
will not easily change.

The continuing digitalisation of most societies is increasing the risk of more
large-scale cyberattacks aimed at disrupting society. In terms of the security of
individuals and society, the greater the reliance on digitisation, the greater the impact
of malicious acts carried out by parties who abuse digital environments for their
own ends.

Cyberespionage and cybercrime primarily cause economic damage. In addition
to economic consequences, such as weakening the competitive economic position
of a state, cyberespionage in particular is also a security issue in that it can be used
by potential enemies, whether state or non-state actors, to learn a great deal about
the national security situation and to discover potential weaknesses. Stolen
information about vital infrastructure or military capabilities, for example, could
be used to cause harm by digital or non-digital means.

Whereas cyberattacks on organisations, companies and individuals are by now
fairly common throughout the world, there have so far been only a few cyberattacks
aimed at causing large-scale disruption in society. The most well-known examples
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are the attacks that took place in Estonia in 2007 (attacks on the government,
banks and media), the US (attacks on various banks) and South Korea (banks and
media) in 2012. There are also examples of large-scale cyberattacks that were carried
out for different purposes: Georgia in 2008 (by Russia to support its conventional
military operation), Iran in 2010 (aimed at sabotaging the country’s nuclear
programme), Saudi Arabia in 2012 (attack on state oil company, Saudi Aramco,
possibly to sabotage oil exports) and the US in 2014 (attack on Sony Pictures
Entertainment, possibly to prevent the release of a movie about the North Korean
leader, Kim Jong-Un). Although the economic damage was considerable in a
number of these cases, large-scale cyberattacks on a country’s truly vital
infrastructure, such as power plants, water purification plants, or, of vital
importance in a country like the Netherlands: flood protection and water
management systems, have as yet not taken place. Unfortunately, it cannot be
excluded at all that some states will experience such kind of cyberattacks in the
(near) future.

Although alertness to cyberthreats has increased considerably in most states
during recent years, technological developments in the cyber domain are occurring
at such a rapid rate that cybersecurity measures must constantly be modernised to
keep up in the fight against those who may have an intent of doing harm. In spite
of increased awareness of risks among users of cyber technology, whether they be
organisations or private individuals, such users remain a weak link in the chain in
terms of countering cyberthreats. To give just one example: in a highly digitalised
country like the Netherlands, a governmental assessment in 2014 estimated that
approximately 35 per cent of all computer users have not installed antivirus
software, even though installing such software is the first and most basic step in
the context of cybersecurity.'

A 5-10 year Forecast

Although there is currently a lack of clarity in terms of the exact number of cyber
incidents, the international threat of cyberattacks — in any way — will certainly
increase in the near future, mainly because of the further digitalisation of most
societies, also in vital sectors. The number of devices and appliances (medical
devices, household appliances and automotive devices, to mention only a few
examples) that are connected to each other and to the Internet will increase
exponentially worldwide to approximately 25 billion in 2020.> The greater the
dependence on cyber technologies, the more vulnerable any society will be to
cyberthreats. Because a growing number of processes are occurring in the digital
domain and a growing number of devices and appliances are connected to cyber
networks, the risk of these processes, devices and appliances being manipulated by
unauthorised parties is increasing correspondingly.
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While in many states considerable progress is being made with respect to the
security of the cyber domain in terms of, for example, increasing awareness of the
risks and the technological level of security of vital cyber infrastructure, other actors
are also very much on the move. Many state as well as non-state actors are investing
in offensive cyberwarfare capabilities; references are regularly made in this context
to a cyber arms race.’

Because cyberattackers immediately look for other weaknesses as soon as a gap
in security has been closed, they virtually always have an advantage over cyber
defenders, especially because it is impossible to close every security gap in the cyber
infrastructure. Cybersecurity will therefore always be a competition between
attackers who are exploiting or seeking to exploit a newly discovered weakness
and defenders who work to close a detected security gap as quickly as possible.

Cybercrime and cyberespionage will continue to pose the most common threats
in the future. Cybercriminals are becoming more professional and their cyberattacks
are becoming more sophisticated and greater in scope. Cyberespionage carried out
by states as well as private organisations (industrial espionage) will likewise increase.

In addition, a major cyberterrorist attack remains a possible nightmare scenario.
A great deal of damage could be caused by cyberterrorists who succeed in
sabotaging, for example, energy supply systems, hospitals, chemical plants, nuclear
installations, air and railway traffic control systems, flood protection and water
management systems, or payment systems. Such an attack would likely lead to
social unrest. In this sense, what applies to terrorism in general also applies to
cyberterrorism: although the probability of an attack may be relatively low in
statistical terms, the impact of such an attack would be considerable.

Actual cyberwarfare will presumably, mostly be combined with conventional
warfare. It is safe to forecast that the cyber dimension of warfare will become
increasingly important; even if a state has the most powerful conventional weapon
systems, if an opponent is able to influence the cyber technology behind them —
think of communication and command systems — they may be of less effect on

the battlefield.

It is also important to bear in mind that cyber incidents in other countries
can also have consequences for any state. A disruption to the American Global
Positioning System (GPS), for example, could disrupt traffic in many other
countries. Equally, if a cyberterrorist caused a nuclear disaster at a nuclear power
plant, any radioactive fallout could also be an issue in surrounding countries, just
as a cyberattack on international bank systems could disrupt payment transactions
in various countries at the same time.
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Dealing with the Threat: Defence

How states could most effectively deal with international cyberthreats is a subject
of ongoing discussion among researchers and policymakers. Although it is probably
impossible to prevent all cybersecurity breaches, it is definitely possible to prevent
many of them. Here some policy options from a foreign policy perspective will be
discussed: defence, deterrence, and diplomacy.

The most obvious way to deal with cyberthreats is making such attacks more
difficult for potential attackers by improving the security of cyber technology
systems. One could label this as ‘defence’ of a state’s cyber domain (although one
may also label it ‘passive deterrence’). One could think about technical defence
measures, for example: multilayered firewalls, advanced encryption and thorough
authentication methods. So-called ‘honeypots’ can also be used to improve security.
These appear to be the kind of vulnerable areas in a system that cyberattackers are
looking for, but they are in fact deliberately set traps designed to gather information
about the working methods of cyberattackers. In practice, especially cybercriminals
are known to avoid cyber infrastructures which are known for the use of such
honeypots.*

Improving security increases the costs that an attacker must incur to carry out
a successful cyberattack and makes it less likely that the attack will have the desired
effects and gains. If cyber opponents know beforehand that the defence of a certain
cyber infrastructure is well-constructed, they will less likely start a cyberattack (but
instead may look for other ways to attack — or to attack another potential victim).
From this perspective, defence is actually turning into passive deterrence. To achieve
this, the cyber infrastructure of the potential victim must be secured in such a way
as to ensure that attackers encounter barriers that considerably reduce the likelihood
of their attack succeeding. Government authorities, organisations and private
individuals can take a major step in such cyber defence simply by remaining very
aware of the dangers of cyberattacks and ensuring that the latest security systems
are always installed on their devices and networks. Networks must also continuously
be monitored so that countermeasures can be taken as soon as there is any sign of
an attack.

Improving cyber defence (or passive deterrence) entails fewer potential pitfalls
than active deterrence or new diplomatic initiatives, as will be discussed later. This
is why cyber defence is regularly regarded as the best way to deal with international
cyberthreats.” The main problem is that cyber defence is expensive and complex
and requires continuous investment; technological developments occur at such a
rapid rate in the cyber domain that any stagnation means decline. In addition, it
is difficult to raise full awareness on the part of all people involved; cyberattackers
always exploit the weakest link in the chain that they can find and often these
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weakest links are human beings. In a manner of speaking, this could very well be
that one inattentive employee among many other employees who downloads
infected files, thereby creating an opening for the cyberattacker. As stated above,
in a country like the Netherlands approximately 35 per cent of users do not even
have functioning antivirus software installed on their computers. There is obviously
a lot of room for improvement in terms of human awareness.

Moreover, cyberattackers always have the advantage in that they have all the
time to look for weaknesses in cyber infrastructure, whereas the targeted party must
respond as soon as a previously unknown weakness is exploited during a cyberattack.
In other words, cyberattackers always have the element of surprise which makes
defence traditionally more complicated.

Dealing with the Threat: Deterrence

Considering that defence could also be labelled passive deterrence, here the policy
option of active deterrence will be discussed. Active deterrence implies deterring
potential cyberattackers by the possibility of retaliation. Retaliation of cyberattacks
could be done by, for example, retaliatory measures within the cyber domain itself
(a cyberattack on the attacker carried out by the party first attacked), diplomatic
and/or economic sanctions, or even conventional military action against the
attacker. In 2014, for example, the North Atlantic Treaty Organisation (NATO)
decided that a cyberattack on one of its member states would be deemed to be an
attack as defined in Article 5 of the North Atlantic Treaty, thus making it possible
for the alliance to take military action against cyberattackers.® To a certain extent,
deterrence would undoubtedly raise the threshold for cyber aggressors. A cost-
benefit calculation by a potential attacker will surely be influenced by potential
retaliatory measures.

Because of various specific characteristics of the cyber domain, however, it is
relatively difficult to apply active deterrence as an instrument against cyberattackers.

The main obstacle to the effectiveness of such deterrence measures is the
attribution problem. It is very difficult to conclusively identify the actor(s)
responsible for (unclaimed) cyberattacks. Cyberweapons differ from other weapons,
as the origins of cyberweapons are not clearly visible and traceable. For example,
attackers can use a chain of hacked or infected computers without the owners of
these computers actually being aware of any wrongdoing. Although it is technically
possible to locate the source of a cyberattack by means of Internet Protocol (IP)
addresses, there is always the possibility that the source identified was merely a
link in the chain of the attack and that the owner was not in any way deliberately
involved in the attack.
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In addition, state actors can conceal their involvement by having cyberattacks
carried out by non-state actors (hacker groups, for example). Conversely, non-state
attackers may claim an association with a given state even if this is not actually the
case. Moreover, cyberattackers can strike within a very short period of time and
erase their tracks immediately after they have carried out the attack. Identifying
the sources of the attack, on the other hand, is a complicated and time-consuming
process. It is therefore almost impossible to take retaliatory measures during or
immediately after the attack. Because it is difficult to establish the identity of the
actor responsible for a cyberattack with absolute certainty, especially if the accused
actor denies responsibility, there is a risk of a retaliation against an innocent party.
In practice, few state actors will be willing to take this risk, something that
cyberattackers are well aware of.”

It could be argued that indisputable and conclusive evidence is not required
in some cases and that retaliatory measures can be taken if it is virtually certain
that a certain state or non-state actor was involved or did not seek to stop the
attackers.® However, leaving aside whether it is desirable to adopt this route — with
the risks it entails of making false accusations — the question remains whether such
an approach is actually permitted under international law. This is another area in
the cyber domain where developments are still in full swing.’

Strong forensic capabilities in the cyber domain are crucial to identifying the
party guilty of a cyberattack. A higher probability of being identified will also have
a deterrent effect on potential attackers. In this regard, international cooperation,
such as exchanging information about cyberweapons and cyber vulnerabilities that
have been detected, is likewise essential.

In addition to the difficulty of conclusively identifying the actor responsible
for a cyberattack, there are other problems associated with deterrence against such
attacks as well. The credibility of deterrence and the risk of escalation are key issues.
Deterrence based on the possibility of retaliation only works if the party seeking
to deter communicates clearly about the retaliatory measures that may be taken in
the event of a cyberattack. What acts are classified as cyberattacks that will trigger
retaliation? Will retaliation take place in the cyber domain or is a conventional
military strike also a possibility? If communication about possible retaliatory
measures is not clear, it is unlikely that a potential attacker will take them into
account and they will therefore not have a deterrent effect. After all, deterrence
measures are only effective if the opponent is aware of these measures. Moreover,
drawing ‘red lines’ in the cyber domain can also have the opposite effect to potential
opponent. Cyberattackers may deliberately cross a red line to cause escalation,
perhaps even while taking advantage of the attribution problem and posing as a
different party. To maintain the credibility of deterrence, the party using it as an
instrument must retaliate even if doing so at that specific time is not the favoured
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course of action. Any failure to adhere to the deterrence mechanisms communicated
would dilute the deterrent effect, since potential opponents would be encouraged
to think that the red lines are not all that red in practice.'” From this perspective,
deterrence may in certain circumstances even increase the risk of a vicious circle of
escalating hostilities.

Another problem with deterrence based on retaliation in the cyber domain is
the proportionality of the retaliatory measures. The effects of retaliation by
conventional means can usually be fairly accurately assessed. The consequences of
responding to a cyberattack through the cyber domain are more difficult to control,
however. This is because a retaliatory cyberattack can easily have unintended
consequences precisely because everything in the cyber domain is interconnected.
A cyberattack on government networks, for example, may also accidentally affect
networks of hospitals, water purification plants and other providers of essential
services. A retaliatory attack carried out through the cyber domain may have greater
effects than intended which could make the retaliating party the black sheep of
the international community instead of the initial attacker.!" The question as to
when and the extent to which retaliatory measures may be taken is another problem.
In the cyber domain, it is difficult to identify the boundary between acts intended
to cause economic damage or disruption and obvious acts of war. There is as yet
no clarity whatsoever regarding such issues.

A final key consideration is that the diversity of actors in the cyber domain
makes deterrence difficult. State actors usually have interests that would be
jeopardised by retaliatory action. However, non-state actors such as hacker or
terrorist groups, for example, may not actually have any interests or goods of value
against which a retaliatory attack could be directed, a situation which in itself
undermines the credibility of retaliation. Moreover, such non-state groups, which
are capable of carrying out major cyberattacks in spite of their relatively limited
resources, may not always act rationally and may not even be deterred by any kind
of possible retaliation.'

Dealing with the Threat: Diplomacy

Diplomacy plays a role in defence and deterrence as well; think, for example, of
diplomatic signalling to indicate the risk of retaliation to opponents.'”® However,
diplomacy can also play an important role in increasing international cybersecurity
next to defence and deterrence measures.

An important difference is that defence and deterrence are likely more effective
in the short term, but diplomacy is most promising to contribute to international
cybersecurity and stability in the long term. While defence and deterrence have
almost direct positive effects on a state’s cybersecurity, they bear the risk of
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continuing escalation. Ongoing investments in defence instruments may cause a
‘cyber arms race’ among potential opponents, and relatively minor incidents may
escalate into a dangerous ‘tit-for-tat’ cycle of increasing seriousness because of the
retaliation efforts required for effective deterrence. Diplomacy may not offer any
‘quick fixes’ regarding cybersecurity problems, but in the long term it could offer
a more secure and stable international environment in which cyber aggression
becomes less likely.

Diplomacy has proven its ability to increase international security and stability
regarding various other international threats, for example, the use of Weapons of
Mass Destruction. The most important contribution that diplomacy has to offer
to international cybersecurity are CBMs and international norms.

CBM s could enhance interstate cooperation, transparency and predictability,
with the aim to reduce the risks of misperception, escalation, and conflict entailed
by cyberthreats. In case of cyber aggression, CBMs could function as pressure valves,
allowing a safe release of tensions before they escalate. CBMs can be both bilateral
and multilateral. Various countries have agreements with other countries regarding,
for example, cooperation in case of cyber aggression. An interesting regional
initiative is the set of CBMs regarding cybersecurity developed by the Organisation
for Security and Co-operation in Europe (OSCE)."

International norms established by multilateral diplomacy are to a large extent
‘invisible’, but very influential to international security and stability. Globally shared
norms against the use of nuclear weapons, for example, make their use nearly
unthinkable for many decades already. Diplomacy may contribute to establish
similar norms regarding aggression in the cyber domain. Norms can provide shared
understandings between states, allowing them to consider shared interests as well
as finding ways to deal with diverging interests. Moreover, international norms
facilitate cooperation among states through shared aims and terminology.

The diplomatic route to establish international norms regarding cybersecurity
is not a short-term process. To come to broadly accepted norms, common values
have to be found; states must perceive that following the norms is in their own
national interest. Currently, however, many states have quite different values
regarding state behaviour in cyberspace. Especially the clashing interests on the
value of an open and free Internet and definitions of cybersecurity make setting
international norms a difficult task.'

Moreover, states cannot establish norms regarding cyber issues on their own.
In most states many more significant non-state players are active as well. Such
non-state actors should also be incorporated in international discussions on
cybersecurity norms, for example, large e-commerce firms, activists and experts.
Many of them are in favour of minimum government interference in cyberspace,
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which may conflict with the aims of states. Although establishing international
norms may thus be a difficult and time-consuming endeavour, in the end it will
be worth the effort.

It should be noted that CBMs and international norms are not legally binding
and thus their success completely relies on confidence between the states involved.
Legally binding instruments, like treaties or conventions on state behaviour
regarding cyber aggression, seem unrealistic to achieve in the current situation —
not only because of a lack of shared views among states, but also because of the
difficulties in verifying compliance to legally binding instruments regarding
behaviour in cyberspace.

Conclusion

In next five to 10 years, cybersecurity will be a key topic in international politics
without doubt. Because of the on-going digitalisation in the world, the threats of
cyber aggression in all its forms will increase as well. To deal with the risk of
cyberthreats conducted or sponsored by state actors, states have several policy
options available. Three of them have been discussed above: defence, deterrence
and diplomacy.

While defence and deterrence policies offer good solutions in the short term,
one may question whether they are able to offer international cybersecurity and
stability in the long term. Both defence and deterrence policies entail a risk of an
on-going cyber arms race and a cycle of escalation between potential cyber
opponents.

Diplomacy may offer less results in the short term but is more promising in
the long term. CBMs and international norms, which inherently must be based
on mutual trust, may not always be easy to reach but in the end they could be
more effective (and cheap) than a single focus on national cyber defence and
deterrence strategies. In the long term, cooperation between states to establish
confidence and commonly accepted norms of behaviour in cyberspace are most
promising for enduring cybersecurity and stability.
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SECURING FROM CYBERTHREATS: DEVELOPING
DEFENCE, DETERRENCE AND NORMS

A. Vinod Kumar

Sometime in 2008, there was a sudden surge in attempts to infringe computers and
IT systems at the Institute for Defence Studies and Analyses (IDSA), New Delhi.
Initially, webmail accounts were surreptitiously created using existing user-ids (in
other accounts), and malware-ridden files were sent as attachment to colleagues and
other members of the strategic community, infecting a number of computers. Over
the next several months, many spurious mails started doing the rounds, including
of distinguished personalities, all with infected malware or phishing traps. Some
of these emails had attachments which underlined specific targeting, with files on
topics pertaining to our research specialisations. During the same period, there
were reports of many other governmental institutions going through a similar spell.

In April 2010, the Information Warfare Monitor and Shadowserver
Foundation, run by Munk Centre for International Studies in Toronto, published
a report entitled, “Shadows in the Cloud: Investigating Cyber Espionage 2.0”. The
report revealed details of a cyberespionage network, christened the Shadow Network,
which hacked into and stole information from personal computers in government
offices from a number of countries.' Most of the information stolen by the hackers
in this network pertained to classified and restricted documents in the Indian
Ministry of Defence (MoD), as well as a many strategic organisations like the
National Security Council Secretariat (NSCS), diplomatic missions, Military
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Engineer Services, numerous Army brigades and Air Force stations, as well as the

IDSA. The report said:

We assess that computers at the Institute for Defence Studies and Analyses (IDSA)
were compromised based on the documents exfiltrated by the attackers. During
the period in which we monitored the attackers, 187 documents were exfiltrated.
While many of the documents were published papers from a variety of academic
sources, there were internal documents, such as an overview of the IDSA research
agenda, minutes of meetings, budgets and information on a variety of speakers,
visitors, and conference participants.

A New York Times story on this report explained the trend thus:

... classified assessments about security in several Indian states, and confidential
embassy documents about India’s relationships in West Africa, Russia and the
Middle East. The intruders breached the systems of independent analysts, taking
reports on several Indian missile systems ... also obtained a year’s worth of the
Dalai Lama’s e-mail messages.’

The study by the Information Warfare Monitor and Shadowserver Foundation
consortium on the Shadow Network was a follow-up to their ongoing investigation
on another network, the GhostNet, which they claim is an earlier version of the
former.’ The study revealed that targets of GhostINet were ‘high-value’ installations
in various countries, though a major focus of the attack seemed to be on the Tibetan
Government-in-Exile. Both these studies traced the source of the attack to Chinese
hackers, though short of implicating the Chinese Government’s complicity in these
campaigns. While the Chinese Government denied any links to these attacks, there
was enough evidence in terms of Beijing’s actions — including statements referring
to ‘Internet armies’ and ‘Information warfare units’ as well as regarding its
approaches to the Government-in-Exile? — that points to the possibility of the
attackers “being directed in some manner by the agents of the Chinese State, or
the obvious correlation to be drawn between the target of attacks and strategic
interests of China”.’ The initial response in India to the reports of such attacks
was to shrug it off as hacker activity. Though the Indian Government had
supposedly prepared for such eventualities much earlier,® the Canadian report
illustrated how the establishment woke up late to detect this clandestine activity
and to discern its actual security dimensions.”

Events in the final years of last decade — the phenomenon of Chinese hackers
spreading havoc globally, as also of the high-intensity attacks on the communication
and cyber infrastructure of Estonia (2007), Georgia (2008) and Kyrgyzstan (2009),
blamed on Russian hackers — changed the strategic narrative on cyberspace and the
vulnerability of nations and their strategic assets to a new form of warfare-in-the-
making.® Further, these episodes are significant in understanding the evolution of
the cyber matrix in terms of the early responses in comparison to the current scenario:
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First, considering that those were still early years of cyber exploitation or
targeting of transnational assets, nations lacked the situational awareness or technical
wherewithal to accurately determine the nature, intensity or implications of such
attacks. Though governments are now more equipped and alert to this challenge,
there still remains a tangible knowledge-deficit about cyber technologies or its
predictability, insufficient appreciation of the threat matrix (besides alarmist
notions) and the varied scenarios in which it could manifest — all adding to
complexities of decision-making. As Michael Hayden, former CIA Director,
remarked in 2011: “Rarely has something been so important and so talked about
with less clarity and less apparent understanding ... I have sat in meetings ... unable
to decide on a course of action as we lacked a clear picture on the legal and policy
implications of any decision we take.” Things remain as fluid today as security
leaderships struggle to calibrate concrete strategies in dealing with an abstract
battlefield or formulating their cybersecurity models.

Second, attribution and retaliation was a problem then, as it is now. The failure
or struggles to pinpoint attackers with ulterior motives, or source of attack, remains
the single most potent reason why securitisation of cyberspace has attained
enormous proportions. While the source of many hackers could eventually be
identified, the prospect of ‘false flag’ and ‘diversion decoys’ makes cyberattacks a
teething security challenge. Most states alleged to have initiated trans-border
cyberattacks have hired non-state entities or have disavowed such activities in their
territory, which further complicates any offensive or deterrence models that are
being pursued in this domain. Further, states continue to shy away from
affirmatively attributing an attack to rival state actors fearing diplomatic
embarrassment or affecting relationships, as much how the offensive state could
exercise ‘plausible deniability’. Ample examples are how both China and Russia
have escaped political scrutiny to the many instances of cyberattacks from their
territory or involving their citizens in contrast to the showdowns during many
geo-political crises involving these countries (though North Korea remains an
exception to this trend.) Suffice it to hence postulate that transnational cyberattacks
were, and continue to remain, in the beyond-your-reach realm with ample scope
for impunity, despite states increasingly gearing up with retaliatory structures that
are supposed to develop some form of punitive action. While most military powers
are now pursuing strategies and capabilities to compete and conflict in this domain,
including use of overt and covert means to repel and deter attacks, it is still a matter
of imagination and conjectures on how the spectrum of cyberwarfare is set to evolve.

What would warfare in this domain entail, and how central is the vulnerability
of critical national infrastructures (CNI) in this evolution? What action in this
spectrum will trigger hostilities — within the domain or escalation into other means?
Will nations be able to draw redlines on the nature of cyberattacks they are subjected
to — in terms of the attack on CNI or the destruction caused — to engage in conflict?
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Between Security and Warfare: Discerning the Frontier

A sweeping search on the biggest cyberattacks, in terms of enormity, shows that
most of the attacks since the late 1980s (including Spamhaus, Google China, Shady
Rat, Stuxnet) were targeted at private entities, commercial establishments and
Multinational Corporations (MNCs), with quite a few also aimed at political
personalities and state institutions mainly in US, India, China and the Middle
East, and the rest on CNL'" While these listings point to immense clandestine
activity in the non-governmental domain, many industrial nations report regular
attacks or efforts to breach security, disrupt control systems and steal data from
their CNI and strategic assets. At a holistic level, the evolution of cyberthreats
(and cyberwarfare), could be classified into two categories: The first involves what
experts term as Computer Network Exploitation (CNE) — pertaining to acts of
cyberespionage and information pilferage, mostly without revealing hostile
intentions or complicity, and second, Computer Network Attacks (CNA) —
involving concerted acts of subversion, disruption and degradation, with inherent
intentions of destruction as the eventual outcome. There are many attributes to
this evolution of the cyber domain and its potential emergence as the primary
zone of conflict among nations:

(a) A porous domain: Being a seamless system that traverses borders, time and space,
the cyber domain offers the most attractive frontline for hostile action with varied
outcomes — of degradation, disruption, destruction as well as economic costs, along
with political gains for adversaries. Besides low barriers for entry, cyberspace
inherently remains a lawless and porous domain giving considerable space for
camouflage and perpetuating ‘invisible war’. What started as an entertaining
engagement for individuals and private groups in the early days of the evolution
of cyberspace, with the intention of harassing corporate entities and probing the
strength of governmental systems, has now evolved into a fertile ground for states
and non-state actors to pursue inimical objectives and opportunities to wriggle
out even when detected. Probably, no other technology offers as much the scope
for optimal exploitation, manoeuvring and asymmetric advantage in pursuing end
objectives, noble or clandestine, as much as cyber tools. According to Joseph Nye,
the diffusion of power is the greatest in the cyber domain where even the best of
military capabilities of great powers could not offer them dominance and yet keep
their vulnerabilities open for exploitation.

(b) Asymmetry redefined: If in the Clausewitzian sense, war was “the continuation
of policy by other means”, cyberspace offers the platforms for “undertaking war
by other means”. Many a major analyses have strived to make comparisons with
the traditional war theatres — land, sea, air and outer space — with the realisation
that cyber will be a completely new spectrum of warfare that allows for — literal
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shadowboxing bereft of direct engagement, of digital assaults from ghost-warriors,
of destruction without the physical impact, of invisible combat with physical
consequences, and much more. The element of asymmetry is punctuated by the
fact that assaults come without warning (like guerrilla warfare), while awareness
of impact and degradation might be slower, and that war could be initiated from
innocuous locations with the minimal of human interface and resource deployment.
Asymmetry is not just about the allure that non-state entities have for this front,
but also of states that see cyberspace as the ideal frontier to target rivals without
revealing identity and hostile intentions.

(¢) Proxy battle zone: The significance of cyberspace indisputably lies in its utility
as a means for proxy warfare — involving a digital battlefield where the best deceptive
weapon is in use. Many of the transnational cyberattacks on global industrial majors,
CNI or strategic assets have been traced to adversarial sources with latent or patent
links to political actors. While China was blamed for many attacks in last decade,
it may not match the near-frontal cyber assaults on Estonia, Georgia and Kyrgyzstan
(and later, Ukraine), blamed on Russian groups — confirmed by circumstances of
definite state backing. Another case is the reported complicity of the North Korean
Government in the cyber assault on Sony. However, while Western governments
vociferously point to the proxy war played out by their traditional rivals in
cyberspace, they were no less complicit in the Stuxnet attack on Iranian enrichment
facilities — deemed to be a US-Israeli operation.'?

It is hence natural to draw an analogy between the many states that are supposed
to sponsor proxy war through cross-border terrorism against their adversaries
(notably our South Asian neighbour) and the manner in which cyberspace has
been exploited by great powers across the ideological aisle to target each other’s
strategic interests. The deployment of non-state actors by state enterprises for
transnational cyberattacks is a definite trend that defines the current contours of
cyberwarfare, and explains why weak attribution and plausible deniability is a
method of convenience used to optimal effect by states to avoid retribution. Such
proxy actions invariably assist states in attaining notional gains of ‘getting back at
their rivals’, without having to shed a drop of blood or incur political costs of
rivalry. That there are hardly any remedies to proxy conflict, other than to retort
in kind, would be reason why cyberwarfare could thrive in the coming years.

(d) Terror of the code: This happens to be the metaphor that could describe the
current state of cyberspace. Their erudite grip on the programming code has enabled
the accumulation of unprecedented power at the fingertips of a generation who
could spread havoc or terror with optimal exploitation of know-how. By that
standard, this domain is now ripe to perpetuate for all forms of terrorism, and
probably has attained the fundamental attributes of terrorism. That one of the
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objectives of attacking a CNI or strategic assets will be to create havoc and terror
among the population in itself gives incentives for non-state groups as well as states
to use cyber platforms for such operations at minimal costs. Thereby, any distinction
between offensive characteristics of state and non-state actors seems to have blurred
in this domain. For that matter, the optimal and calibrated use of cyber platforms
by terrorist groups is now a fait accompli. In fact, terror groups have been most
effective in using this domain for their full spectrum of operations — from
propaganda, financing and organisation to recruitment — and without disguising
their identities, unlike state actors.’ Notwithstanding arguments about alarmist
conceptions similar to nuclear terrorism, cyberterrorism is now integral to the
narrative on cybersecurity and warfare, to the extent of cyberwarfare being
considered by many observers as a far more potent threat to nations than terrorism.'

(¢) Subversion as the norm: Cyberspace is generally seen as a lawless territory, despite
nations formulating legal frameworks to penalise criminal activities in this domain.
Though governments vigorously espouse the cause of stability and order in
cyberspace, when it comes to the application or means of cyberwarfare, countries
prefer subversion and clandestine actions as the fundamental practice. This is owing
to the fact that no nation desires to be overtly seen as indulging in offensive actions
in cyberspace, especially in peacetime or when a conflict situation does not prevail,
or because they do not patently seek to project hostilities. A familiar pattern is the
manner in which the Western narratives have sought to pinpoint the role of Chinese
and Russian hackers, ostensibly backed by state enterprises, in major cyberattacks
globally. Yet, the US-Israeli combine did not hesitate to use the Stuxnet worm to
degrade Iran’s nuclear capability — not just for a cyber offensive, but also of using
a subversive means to derail a critical infrastructure project in another country.
Thus, when we argue that the absence of international norms provides the leeway
for subversion, the evolution in cyberspace is such that subversion and disruption
are buttressed as the integral part of warfare, as states increasingly employ techno-
military commands and non-state groups to target rivals. Historically, subversive
tactics have been part of asymmetric battle practices mostly used against a state by
guerrillas and non-state entities while in modern warfare, states have adopted covert
cyber offensives as the operational norm.

(f) Strategic rebalancing: Cyberwarfare in general and targeting of CNI as well as
economic assets in particular have attained tremendous strategic dimensions with
potential for rebalancing of power among the great powers. There is a clear
competition among them to attain a decisive edge in cyber capabilities — offensive,
defensive and subversive. The key competitors — US, Russia and China — have all
developed cyber commands, battle groups and doctrines that favour multiple
battlefield applications of cyber systems — exclusively and in conjunction with other
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tools of warfare. The US Department of Defence (DoD) Cyber Security Strategy
2015 talks of “displaying effective response capabilities to deter an adversary from
initiating an attack; developing defensive capabilities to deny a potential attack
from succeeding; and strengthening the overall resilience of US systems to withstand
a potential cyberattack if it penetrates the US defenses”."” Besides, “building forces
and capabilities to conduct cyberspace operations”, the strategy seeks “to provide
integrated cyber capabilities to support military operations and contingency plans”,
to be heralded by the Cyber Mission Forces (CMF), operating under the United
States Cyber Command (USCYBERCOM).'¢

In response, Russia has announced plans to increase its cyber offensive
capabilities including through “development of malicious programmes which have
the ability to destroy the command and control systems of enemy forces, as well
as elements of critical infrastructure, including the banking system, power supply
and airports of an opponent”, thus clearly indicating its objectives and targets."”
However, it is China which seems to have the most vibrant cyber offensive plans.
As part of its Informationisation strategy, the People’s Liberation Army (PLA) has
reportedly adopted the Integrated Network Electronic Warfare INEW) plan'® to
undertake Computer Network Operations (CNO) and information warfare tools,
besides deploying militia units across the country to undertake attacks and
espionage, some of which have been identified as source of many past attacks across

the globe.”

These trends complement the assumption that the great powers want to: (a)
integrate cyber operations in their military capabilities and plans, (b) optimally
engage in conflicts in this domain and (c) use cyberspace to gain decisive advantage
in other domains as well. The fundamental message is that cyberspace has attained
a strategic dimension with operations buttressed by clear political objectives, which
matter more than the nature of actors involved. Yet, there is an interesting
contradiction to these patterns. Despite hectic adversarial activity in cyberspace
with objectives of destruction or degradation, no military power has raised the
tempo of cyber confrontations to the level of revealing intentions of conflict,
hostility or mass destruction. Probably, these are still early days in the evolution
of this warfare format which allows nations to initiate frontal attacks on their
adversaries, and risk escalation to full-fledged wars. The inclination, instead, seems
to be in favour of using cyber power as a force multiplier to other military (kinetic)
capabilities in order to project power or buttress conventional military operations,
as supposedly witnessed in the Georgian War of 2008. Military powers are awake
to the strategy of decapitating the command and control structures and strategic
assets through cyber onslaughts to make their subsequent military operations easier.
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CNI as the New Conflict Zone

The lasting significance of CNI has been reinforced in the ongoing evolution of
cyber conflicts — as the pivotal frontier that makes states vulnerable to cyberattacks,
as also the primary target that rivals intend to hit. Concerted attack(s) on a single
or multiple CNI assets, leading to substantial damage or shut downs, could cause
a destructive and demoralising impact on that nation and its society, including
disrupting its way of life and creating widespread chaos, social unrest and instability.
Drawing on the Estonian crisis, which many observers described as Web War I,
leaderships around the world foresee catastrophic scenarios, even if by extreme
imaginations, of a digital holocaust or a cyber 9/11 as the potential fall-out of
cyberwar — further fuelled by fictional depictions in many Hollywood movies of
CNI as the frontline. Former US Defense Secretary, Leon Panetta, warned in 2012
that the US was facing the possibility of a “cyber-Pear] Harbor” and was increasingly
vulnerable to foreign hackers who could dismantle the nation’s power grid,
transportation system, financial networks and government.”

The US Department of Homeland Security, in fact, identifies 16 critical
infrastructure sectors “whose assets, systems, and networks, whether physical or
virtual, are considered so vital to the US that their incapacitation or destruction
would have a debilitating effect on (national) security, economic security, public
health or safety, or any combination thereof”. In fact, most advanced societies
consider sectors ranging from energy, telecommunications, water supply, transport,
finance, health and other infrastructures that ‘allow a nation to function’ as among
their critical infrastructure, though even military and national security systems form
significant components of CNIL.*! While the financial sector has been a consistent
target of hackers, many experts consider the energy sector (primarily the power
grids) as the most vulnerable.

Various surveys have brought out an alarming picture in the CNI domain,
also highlighting the high instances of attack on Western economies. A survey by
the Organisation of American States of public utilities covering energy, finance,
communications and security sectors finds that around 40-54 per cent of them
experienced cyberattacks from attempts to shut down their systems to manipulate
their equipment through controls systems, or to steal data and delete files.”” An
Enterprise Strategy Group (ESG) survey finds that 68 per cent of American CNI
assets have experienced constant attacks in recent years, with incidents that could
lead to disruption of critical operations and cause havoc for days on end.?® The
energy sector feels the heat with 82 per cent reporting in one survey that cyberattacks
could cause serious physical damage and that all threats cannot be detected in time.
An Aspen Institute-Intel survey of 625 experts in US and Europe warns “the
possibility of a cyberattack on critical infrastructure in the next three years that
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will result in the loss of life”, which in turn lead to a colossal increase in the costs
of cybersecurity.” A US Congressional Commission reportedly estimated that a
large-scale and prolonged blackout could lead to 90 per cent of the US population
perishing from disease, lack of food and general societal breakdown.? Similar
conditions are conceived by many nations who fear varying levels of social instability
based on their CNI dependence. India too witnessed a major power grid blackout
in July 2012, affecting public utility services after the breakdown of the northern
grid on two consecutive days spiralled to other grids and affected more than 300
million people.”

While this is the general picture of CNI vulnerabilities, the segment that holds
greater significance in the narrative on cyberwarfare is the nuclear domain.
Following the Stuxnet attack against Iranian centrifuge facilities, which were in
their development stages, the exposure of the nuclear energy industry to threats of
subversion and sabotage has come into intense focus. The Stuxnet episode was
evidence that a worm could be planted by an intruder or insider in a nuclear facility
to corrupt its systems and cripple or damage its operations.” This has led to various,
and often hyperbolic, projections about the catastrophic consequences of a
decapitating attack on an operating nuclear power plant — not just aggravating the
paranoia on the vulnerabilities of nuclear infrastructure, but also of the
apprehensions on whether nations are equipped to handle any extreme eventualities.
Such projections have perpetuated, if not exaggerated, the ‘radiation-scare’ that
has become integral to the perceptions of dangers associated with nuclear plants
since the Fukushima incident.

Nuclear facilities, in fact, are as much vulnerable to cyberattacks like many
other CNI segments, when intruders attempt to target their industrial mechanisms
like the Supervisory Control and Data Acquisition (SCADA), which are the central
process control systems that manage the automated operations of the plant and
machinery through centralised computer systems. Running on industry-specific
and complex architectures, these systems have levels of human-machine interface
to adjust operations and function through Programmable Logic Controllers (PLC)
as hardware to adjust the physical components of a plant’s operations.” There are
varying descriptions about the vulnerability of these computer systems and their
hardware based on their network protocols to which they are connected or exposed.
While many feel that nuclear operators are complacent about cyberattacks as most
of these systems in nuclear plants are ‘air-gapped’ — implying that they are not
connected to external networks, experts warn of the inherent danger of ‘unprotected
nodes or wireless access points’ which might be exploited by an intruder or even
an insider, which could be the pathway for total exploitation or attack. There are
also concerns of operators moving towards open protocols or off-the-shelf hardware,
which could cause inadvertent linking of PCS to other networks.*



Securing from Cyberthreats: Developing Defence, Deterrence and Norms 115

According to a detailed study by Chatham House, “many industrial control
systems are insecure by design” as cybersecurity measures were integrated later;
and standard IT solutions like patching (or updating software) are difficult to
implement at nuclear facilities, owing to concerns that it could break a system.”!
The report, while stating that supply chain vulnerabilities cause inherent risks to
a nuclear facility, points to cultural issues between nuclear and cyber professionals
and that reactive approaches, instead of proactive systems, may cause delay in
awareness about an attack. The report also points to the ‘insider threat’ and
dependency on off-the-shelf systems as among the factors pointing the worrying
situation, besides lack of preparedness of most nuclear plants for a large-scale
cybersecurity emergency.

While such 